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0.2 Document Cross References

[1] DS/FMU/FEF/040. Multi-level Formal Security Policy. R.D. Arthan, ICL Secure Systems,
WINO1.

[2] DS/FMU/FEF /042. Multi-level Architectural Model. R.D. Arthan, ICL Secure Systems, WINOL.

[3] DS/FMU/FEF/043. The Labelling Property for SWORD. R.B. Jones, ICL Secure Systems,
WINOLI.

[4] DS/FMU/IED/wrk057. Ezamples of HOL Type Definitions. R.D. Arthan, Lemma 1 Ltd.,
http://www.lemma-one. com.

0.3 Changes History

Issue 1.1 (11 March 1994) First draft.
Issue Revision : 2.1 (5 June 2016) Final approved version.

Issue 2.2 Removed dependency on ICL logo font

0.4 Changes Forecast

None.
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1 GENERAL

1.1 Scope

This document contains listings of the theories developed under Phase 3 of the FEF contract [1, 2, 3],
together with an index. The theory wrk057[4] is also included since its listing is not available
elsewhere.

Page 4 of 31



DRA FRONT END FILTER PROJECT  ‘tef DS/FMU/FEF/045
Lemma 1 Phase 3 Theorv Listines Issue: Revision:2.1
Iy Listing Date: 5 June 2016

2 THE THEORY wrk057

2.1 Parents

lib_thms

2.2 Children

fef042
2.3 Constants
FinitaryRecType

('D —='T)

< (D=>"TP) x (T —>N)x (T ="y —-'D—="Y))
LocalFunctional

(T ="y) ='D—="Y)+< (D—->"TP)
Tree (N x 'a) LIST P
Unparse (N x ’a) LIST - N — (N x 'a) LIST
MkTree 'a x 'a TREE LIST — 'a TREE
2.4 Types
'l TREE

2.5 Definitions

FinitaryRecType
F FinitaryRec Type
={(k, ¢, w, M)
|OneOne k
ANNVtedzecr C{zlwz<wtiANt=Fkuz)
AN(Vigrge
o (Vyowy<i=g;y=gzy)
= Vuz
ece C{ylwy<i}=Myg;z=Mgs )}
LocalFunctional
F LocalFunctional
— {(M, ¢
VI g1 g2
e (Vysyel=g:y=gsy)
= Vzecae CI=Mg;ax=Mgs )}
Tree F Tree
{A
|V lab trees

o FElems trees C A
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= Cons (# trees, lab) (Flat trees) € A}
Unparse F VY i nv more
e Unparse || i = |]
A Unparse (Cons nv more) i
—(ifi=0
then []
else
Cons nv (Unparse more ((Fst nv + i) — 1)))
TREE
tree_def F 3 fe TypeDefn (X te t € Tree) f
MkTree F ConstSpec
(N MEkTree’
e OneOne MkTree'
A (Fw
oV 1
e Jux
o (V ze z € Elems (Snd z) = w z < w t)
At = MkTree' x))
MFkTree

2.6 Theorems

T_empty_ thm FVII[2e11 T 12=[<ll=]ANI2=]
flat_empty_thm

FV lse Flat Is =[] & Elems Is C {[]}
append_assoc_thm

EVIiI 1213 (11 ™ 12) " 18=11"12"713
flat_append_thm

FV ls1 Is2e Flat (Is1 ™ Is2) = Flat ls1 — Flat ls2
length_append_thm

BV oisl Is2e # (Is1 7 1s2) = # sl + # Is2
elems_append_thm

FV Il [2e Elems (11 ™ 12) = Elems l1 U Elems 12
append_empty_thm
FVYiel ™[ =1
append_cancel _thm
FYII 213011 " 12=11"18<12=13
map_map_id_thm
FYfgl
o (Vzez € Elems |l = f (g z)=u1)
= Map f (Map g 1) =1
length_length_flat_thm
Vil lel € Elems Il = # 1 < # (Flat 1)
elems_map_thm
FVYfl
e Llems (Map f
length_ 0_thm FVie#[=0<¢«

{y|3 ze z € Elems | A\ [ z = y}

[

)
l
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one_one_left_inv_thm
FV fe OneOne f = (3 goe ¥V ze g (f z) = x)
onto_right_inv_thm
FY fe Ontof= (FgeVyef(gy) =y
one_one_onto_inv_thm
FVf
e OneOne f N Onto f
= (Fge (Vaeyg (fz)=2) ANV yef(gy)=y)
fin_rec_type_induction_thm
FYEkcwM
o (k, ¢, w, M) € FinitaryRecType
= VXe(VzecrCX=kzrzecX)= (Vtetec X))
fin_rec_type_induction_thml

FYkcwM
o (k, ¢, w, M) € FinitaryRecType
= (VP
o (Vze (Viteteccax=Pt)= P (kuz))
= (V te P t))
fin_rec_type_prim_rec_lemmal
FVYEkcuw
o (k, ¢, w, M) € FinitaryRecType
= (39

e (Ve (kz)=ux)
ANV yok (0y)=y)
A (VY d
e 1 H
o (Vyoe H O y=4d (§dy, M Arbitrary (§ y)))
ANNVivy
o H (i+1)y
=(f wy<i
then H iy
else d (6 y, M (H i) (§ v))))
ANVjye H(wy+j)y=H(wy)y))
fin_rec_type_prim_rec_exists_thm
FYEkcwM
o (k, ¢, w, M) € FinitaryRecType
= (Vde I heVzeh (kz)=d (z, M hz))
fin_rec_type_prim_rec_unique_thm
FVYEkcwM
o (k, ¢, w, M) € FinitaryRecType
= (V d hy he
o (Vze hy (kz)=4d (z, M h; z))
A (Y ze hy (kx)=d (x, M hy x))
= h; = hg)
fin_rec_type_prim_rec_thm
FYEkcwM
e (k, ¢, w, M) € FinitaryRecType
= (VdeJ; he Vze h (kz)=dax (M hx))
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local_functional_thm
FYcwM
o (M, ¢) € LocalFunctional
= (Vigs g2
e (Vyowy<i=g1y=g2y)
= Vu
scx C{ylwy<it=Myg;z=M gs 1))
i_local_thm F (X fo f), (A ze {z})) € LocalFunctional
k_local_thm F ((A f ze {}), (A ze {2})) € LocalFunctional
x _local_thm FY M;cy Mg co
o (My, ¢1) € LocalFunctional
A (Mg, c2) € LocalFunctional
= (A f (2, y)o (M; [z, My [ y)),
(O (5, y)o c1 5 U e 3))
€ LocalFunctional
sum_local_thm
VY M] Cy Mg Co
o (My, ¢1) € LocalFunctional
A (Mg, c2) € LocalFunctional
= ((ANfe
o if IsL x
then My f (OutL z)
else Mo f (OutR x)),
Az
o if IsL x
then c¢; (OutL x)
else ¢z (OutR z)))
€ LocalFunctional
list_local_thm
FVYMec
e (M, ¢) € LocalFunctional
= (A fo Map (M [)), (A ze U (Elems (Map ¢ x))))
€ LocalFunctional
list_local_thm1
F (Map, Elems) € LocalFunctional
o_snd_local_thm
FVYMec
o (M, ¢) € LocalFunctional
= ((A fe M f o Snd), ¢ o Snd) € LocalFunctional
o_fst_local_thm
FVYMec
e (M, ¢) € LocalFunctional
= ((A fe M f o Fst), ¢ o Fst) € LocalFunctional
tree_induction_lemmal
FV X
o (Vuzts
o Elems ts C X = Cons (# ts, z) (Flat ts) € X)
= Tree C X
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tree_induction_lemma2
FVats
o Elems ts C Tree = Cons (# ts, x) (Flat ts) € Tree
tree_induction_lemma
FV X
o (Vuzts
o FElems ts C Tree N X
= Cons (# ts, z) (Flat ts) € X)
= Tree C X
tree_induction_tac_lemma
FVY P
o (Vuxts
o (Vtetc Elemsts=1t¢c Tree N Pt)
= P (Cons (# ts, x) (Flat ts)))
= (Vtet € Tree = P t)
tree_cases_lemma
FVit
ot € Tree
= (Fzts
o Elems ts C Tree N t = Cons (# ts, x) (Flat ts))
—_empty_list_tree_lemma
F = € Tree
unparse_thm + V ts more
e Elems ts C Tree

= Unparse (Flat ts — more) (# ts) = Flat ts

unparse_thml F V ¢ moree t € Tree = Unparse (t — more) 1 =t
tree_cases_lemmal
FVit
ot &€ Tree
= (31 (z, ts)
e Elems ts C Tree N t = Cons (# ts, z) (Flat ts))
leaf_is_a_tree_thm
FV ze [(0, z)] € Tree
MkTree_consistent
F Consistent
(A Mk Tree’
e OneOne MkTree
AT w
eV 1
e duz
o (V ze z € Elems (Snd z) = w z < w t)
At = MkTree' z))
tree_local_thm
F (A fe Map f o Snd), Elems o Snd) € LocalFunctional
tree_fin_rec_thm
F3dw
o (MkTree, Elems o Snd, w, (A fe Map f o Snd))
€ FinitaryRec Type
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tree_induction_thm
FV P
o (Vuz
o (V te t € Elems (Snd z) = P t) = P (MkTree x))
= (V te P t)
tree_prim_rec_thm

FV de 3; he ¥V ze h (MkTree x) = d x (Map h (Snd z))
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3 THE THEORY fef040

3.1 Parents

fef010 fef003
3.2 Children

fef042

3.3 Constants

$) Class — Class P

$1 Class — Class P

$+ Class P — Class P
Equivalence (la < 'a) P
IndexedEquiv (Class P — 'a < 'a) P

( /
LiftRel (Class — 'a + "a) = Class P — "a + a
Independent  (Class P — 'a <> 'a) P
x_ml_secure  (Class P —'I < 'I) = (Class P - '0 <+ '0) —» ("I - '0) P
ml_secure (Class —'I <+ 'I) — (Class —'0 < '0) —» ("I - '0) P
Influenced ( !
ObservedValue

("a, 'b) OBSERVATION — "a — Class x 'b
SameLabVal  Class — (Class x 'b) <> (Class x 'b)
BoundedObs (Class P — 'a < 'a)

— Class +» (("a — Class) x ("a — 'b))

Class P —'a < 'a) = 'a — ("a = 'b) — Class P

3.4 Type Abbreviations

('a, 'b) OBSERVATION
('a, 'b) OBSERVATION

3.5 Fixity

Postfix 300: 3 T -
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3.6 Definitions

l
T
1

Equivalence
IndexedEquiv

LiftRel
Independent

x_ml_secure

ml_secure

Influenced

ObservedValue

SameLabVal

BoundedObs

FV ce ¢ | = {d|c dominates d}
FV ce ¢t ={d|d dominates c}
FV A
o 4+
IV de d € A = — ¢ dominates d N — d dominates c}
F Equivalence = Reflexive N Symmetric N Transitive
F Indexed Equiv
|(V Ae s A € Equivalence)
AN(VABeACB=sBCsAy}
FV Re LiftRel R = (A As N {r|3 ce c € ANT =R c})
F Independent
V Az
e (Fye~(z,y) €s 4
= (Jze - (2,2) €5 AN (z,2) €5 (A1)}
FVYsrsob
e b € x_ml_secure Sy so
& s € IndexedFEquiv
A so € IndexedEquiv
A (V c iy i2
° (ij, Zg) € Sy (C i)
= (b i1, b ig) € So (C \L))
FYrrro
e ml_secure r; o
= z_ml_secure (LiftRel r;) (LiftRel 10)
FVsaxf
e Influenced s z f
Fye (z,y) €s(~(c))A~fz=fy}

FVecCV ze ObservedValue (¢, C, V) z = (C z, V x)
FVe
e SameLabVal ¢
= {((c1, v1), ca, v2)
lc;1 = c2 A (¢ dominates ¢; = vy = vg)}
FVs
e BoundedObs s
= {(Cv c, V)
vV z
o Influenced s x C' C c |
A Influenced s © V. C C z |}
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3.7 Theorems

[_]_thm FYlabellalb=1](anb)
not_lattice_top_thm
FVYec

e — ¢ = lattice_top = — lattice_top = lattice_bottom
up_down_thml + lattice_bottom 1 = Universe
A lattice_top | = Universe
up_down_thm2 - V ¢
ecccl
ANcec?t
A lattice_bottom € c |
A lattice_top € ¢ 1
up_down_clauses
FVYec
e (lattice_bottom 1 = Universe
A lattice_top | = Universe)
ANc€Ecl
ANcect
A lattice_bottom € c |
A lattice_top € ¢ 1
up_down_thm3 -V c d
e - d dominates ¢ = d | C ~ (¢ 1)
lift_rel_indexed_equiv_thm
FVR
o (V ce R ¢ € Equivalence) = LiftRel R € IndexedEquiv
same_ins_equiv_thm
FV ce same_ins ¢ € Equivalence
same_outs_equiv_thm
F V ce same_outs ¢ € FEquivalence
same_ins_same_outs_indexed_equiv_thm
F LiftRel same_ins € IndexedEquiv
A LiftRel same_outs € InderedEquiv
equiv_anti_mono_lift_rel_thm
FVYR
e (V ce R ¢ € Equivalence)
A (V ¢ de ¢ dominates d = R ¢ C R d)
= (V ce LiftRel R (¢ |) = R ¢)
same_ins_anti_mono_thm
FV c de ¢ dominates d = same_ins ¢ C same_ins d
same_outs_anti_mono_thm
FV c de ¢ dominates d = same_outs ¢ C same_outs d
lift_rel_same_ins_same_outs_down_set_thm
FVe
o LiftRel same_ins (¢ |) = same_ins ¢
A LiftRel same_outs (¢ |) = same_outs c
thm_040_1 FV bme bm € secure < bm € ml_secure same_ins same_ouls
same_lab_val_equiv_thm
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FV ce SameLabVal ¢ € Equivalence
lift_rel_same_lab_val_equiv_thm
F LiftRel SameLabVal € InderedEquiv
same_lab_val_anti_mono_thm
FV c de ¢ dominates d = SameLabVal ¢ C SameLabVal d
lift_rel_same_lab_val_down_set_thm
FVYec
e LiftRel SameLabVal (¢ |) = SameLabVal ¢
thm_040_2 FVs
e s € IndexedEquiv
= McCV
e ObservedValue (¢, C, V)
€ x_ml_secure s (LiftRel SameLabVal)
= (¢, C, V) € BoundedObs s)
down_{\_comp_up_thm
FVe
ec |
=N
{A|3 de — ¢ dominates d N A =~ (d 1)}
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4 THE THEORY fef042

4.1 Parents

4.2 Children

fef036 wrk057 fef040

fef043

4.3 Constants

objectRefers
objectContains

objectClass
MkObj
reqSsql
reqClearance
MkReq
identicalObj
identicalObjs

VisibleReq
sameRequest
sameRequests
VisibleOutput

sameQOutputs

Obj — Obj LIST

Obj — Text

0Obj — Class

Class x Text x Obj LIST — Obj
Req — Obj

Req — Class

Class — Obj — Req

Class — Obj + Obj

Class — Obj LIST < Obj LIST
Class — Req P

Class — Req +» Req

Class — Req LIST <> Req LIST

Class — Obj P
Class — Obj LIST < Obj LIST

SWORD_ml_secure

Init

Output
Next
MkMachine

lift_machine
Behaviours
FilterObj

ML_BEHAVIOUR P
'State Machine — 'State
'State Machine — 'State x Req — Obj
'State Machine — 'State x Req — 'State
("State x Req — 'State)

— ('State x Req — Obyj)

— ' State

— 'State Machine

'State Machine — 'State x Req LIST — Obj LIST x 'State

"State Machine — ML_BEHAVIOUR
Class — Obj — Obj

SWORD_construction

'State Machine — ML_BEHAVIOUR

sameFilterInputs

Class — Obj LIST < Obj LIST

FlowSecureMachine

'State Machine P
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4.4 Types

Req

"1 Machine

4.5 Type Abbreviations

Text Text
Obj Obj
ML_BEHAVIOUR ML_BEHAVIOUR

4.6 Definitions

MkObj
objectClass

objectContains

objectRefers

Req

MkReq
reqClearance
reqSsql

identicalObj

F ConstSpec
(A
(MEOb;', objectClass’, objectContains’,
objectRefers’)
eV ct os
o MkObj' (¢, t, 0s) = MkTree ((c, t), os)
A objectClass’ (MkObj" (¢, t, 0s)) = ¢
A objectContains’ (MkObj' (¢, t, 0s)) =t
A objectRefers’ (MkObj' (¢, t, 0s)) = o0s)
(MEObj, objectClass, objectContains, objectRefers)
F 3 fe TypeDefn (A ze true) f

FVitaxl z2
o reqClearance (MkReq z1 z2) = z1
A reqSsql (MkReq x1 x2) = 22
A MkReq (reqClearance t) (reqSsql t) =t
F ConstSpec
(A identicalObj’
eV ¢
e identicalObj’ ¢
= {(o1, 02)
B ci ty; 0sq Co tQ 0S89
® 07 — Mk‘Obj (61, tj, 081)
A 02 = MEkObj (CQ, to, 082)
VAN C; = Co
A (¢ dominates c¢;
= t; = to
AN F# 0871 = F 0sp
A Elems (Combine 0s; 0sg2)
C identicalObj’ ¢)})
identical Obj
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identicalObjs
FVYec
e identicalObjs ¢
= {(s1, s2)
|# s1 = # s2
A Elems (Combine s; sg) C identicalObj c}
VisibleReq FVYec
e VisibleReq ¢
= {r|c dominates objectClass (reqSsql r)}
sameRequest + V ¢
e sameRequest c
= {(r1, r2)
|(reqSsql 11, reqSsql r2) € identicalObj c}
sameRequests + V ¢
e sameRequests ¢
= {(rs1, rs2)
|let 7sg = rs; | VisibleReq ¢
in let rs; = rsy | VisibleReq c
in F# rsg = # 18y
N Elems (Combine 153 1sy)
C sameRequest c}
VisibleOutput
FVYec
e VisibleOutput ¢ = {ob|c dominates objectClass ob}
sameQutputs + V ¢
e sameQutputs ¢
= {(os1, 0s2)
losy | VisibleOutput ¢ = osg | VisibleOutput c}
SWORD_ml_secure
F SWORD_ml_secure = ml_secure sameRequests sameQutputs

Machine F 3 fe TypeDefn (A ze true) f
MkMachine

Next

Output

Init FYtal z2 z8

o Next (MkMachine z1 z2 x3) = 1
A Output (MkMachine z1 z2 z3) = z2
A Init (MkMachine x1 x2 z3) = x8
N MkMachine (Next t) (Output t) (Init t) =t
lift_machine = ConstSpec
(X lift_machine’
oV mch s rrl
e lift_machine’ mch (s, [|) = ([], s)
A lift_machine’ mch (s, Cons r 1)
= (let out = Output mch (s, r)
and s’ = Next mch (s, r)
in let (outl, final_state)
= lift_machine’ mch (s', rl)
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in (Cons out outl, final_state)))
lift_machine
Behaviours FV mch rs
e Behaviours mch rs
= Fst (lift_machine mch (Init mch, rs))
FilterObj F ConstSpec
(A FilterObj’
eV cdtos
e FilterObj' ¢ (MkObj (d, t, 0s))
= (if ¢ dominates d
then MkObj (d, t, Map (FilterObj’ ¢) os)
else MkObj (d, Arbitrary, Arbitrary)))
FilterObj
SWORD_construction
FV mch
o SWORD_construction mch
= (let sec_output (st, r)
= FilterObj
(reqClearance )
(Output mch (st, 1))
in let sec_mch

= MkMachine
(Next mch)
sec_output
(Init mch) in Behaviours sec_mch)
sameFilterInputs
FVYec
e samekFilterInputs c

= {(os1, 0s2)
|let 0sg = os; | VisibleOutput c
in let 0s; = osg | VisibleOutput c
in # 0s3 = F# 05y
A Elems (Combine osg 0sy)
C identicalObj c}
FlowSecureMachine
= FlowSecureMachine
= {mch
| Behaviours mch
€ ml_secure sameRequests sameFilterInputs}

4.7 Theorems

mk_tree_one_one_thm

FV a2z ye MkTree v = MkTree y = z =y
mk_tree_onto_thm

FVtedxet = MkTree x
MkODbj_consistent
objectClass_consistent
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objectContains_consistent
objectRefers_consistent
F Consistent
(A
(MEObj', objectClass’, objectContains’,
objectRefers’)
eV ctos
o MLOb;" (¢, t, 0os) = MkTree ((c, t), os)
A objectClass’ (MEkObj' (¢, t, 0s)) = ¢
A objectContains’ (MEOb]' (c, t, 0s)) =t
A objectRefers’ (MkObj' (c, t, 0s)) = os)
obj_prim_rec_thm
FVd
L 31 h
eV ct ose h (MkObj (c, t, 0s)) = d ¢t (Map h o0s)
object_clauses
F(Vz
o MEObj =
= MkTree ((Fst z, Fst (Snd z)), Snd (Snd x)))
A (Y ctos
e objectClass (MkTree ctos) = Fst (Fst ctos)
A objectContains (MkTree ctos) = Snd (Fst ctos)
A objectRefers (MkTree ctos) = Snd ctos)
lift_machine_consistent
F Consistent
(X lift_machine’
oV mch s rrl
e lift_machine’ mch (s, []) = (], 3)
A lift_machine’ mch (s, Cons r rl)
= (let out = Output mch (s, r)
and s’ = Next mch (s, r)
in let (outl, final_state)
= lift_machine’ mch (s', rl)
in (Cons out outl, final_state)))
identicalObj_consistent
F Consistent
(X identicalObj’
eVe
e identicalObj’ c
— {(01, 02)
|3 ci b7 0sq Co tg 0S89
® 07 = MkOb] (61, t1, 081)
A 0 = MEKObj (CQ, to, 082)
N Cc1 = Co
A (¢ dominates c¢;
= t; = t2
N # 0s; = # o0sp
A Elems (Combine 0s; 0sg2)
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C identicalObj’ ¢)})
FilterObj_consistent
F Consistent
(X FilterObj’
eV cdtos
o FilterObj' ¢ (MkObj (d, t, 0s))
= (if ¢ dominates d
then MkObj (d, t, Map (FilterObj’ c) os)
else MkObj (d, Arbitrary, Arbitrary)))
elems_combine_thm
FYilzy
o (2, y) € Elems (Combine | l) < y € Elems I ANz =y
elems_combine_elems_thm
FYII2zy
o # 11 =# 12 AN (z, y) € Elems (Combine 11 12)
= x € FElems 11
elems_combine_swap_thm
FVII2 z1 x2
o # 11 =# 12 A (x1, 22) € Elems (Combine 11 12)
= (22, z1) € Elems (Combine 12 11)
elems_combine_map_thm
EV fI112 x1 x2
o # 1l =#12
A (z1, z2) € Elems (Combine 11 12)
AN Map f 11 = Map f 12
= fxl =f 22
elems_combine_map_thml
FY fil1il2
o # 1l =#12
A (Y yl y2
o (y1, y2) € Elems (Combine 11 12)
= fyl =fy2)
= Map f Il = Map f 12
obj_induction_thm
FVY P
o (Vctis
o (V te t € Elems ts = P t)
= P (MkObj (c, t, ts)))
= (V te P t)
identical_obj_filter_obj_thm1l
FV cobl ob2
o (ob1, 0b2) € identicalObj c
= FilterObj ¢ obl = FilterObj c ob2
identical_obj_filter_obj_thm?2
FV c obl ob2
e FilterObj ¢ obl = FilterObj ¢ ob2
= (ob1, 0b2) € identicalObj c
identical_obj_filter_obj_thm
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FVYec
e identicalObj c
= {(ob1, 0b2)|FilterObj ¢ obl = FilterObj ¢ 0b2}
identical_obj_refl_thm
FV ¢ obe (0b, 0b) € identicalObj ¢
identical_obj_sym_thm
Y c obl ob2
e (obl, 0b2) € identicalObj ¢
= (0b2, obl) € identicalObj c
identical_obj_trans_thm
FV c obl ob2 0b3
o (0b1, 0b2) € identicalObj c
A (0b2, 0b3) € identicalObj c
= (ob1, 0b3) € identicalObj c
identical_obj_rft_thm
FVYec
e identicalObj ¢ € Reflexive
A identicalObj ¢ € Symmetric
A identicalObj ¢ € Transitive
identical_obj_equiv_thm
F V ce identicalObj ¢ € Equivalence
same_requests_filter_obj_thm
FVYec
e sameRequests ¢
= {(rs1, rs2)
|Map (FilterObj c¢ o reqSsql) (rs1 | VisibleReq c)
= Map
(FilterObj ¢ o reqSsql)
(rs2 | VisibleReq c)}
same_requests_equiv_thm
FV ce sameRequests ¢ € Equivalence
same_outputs_equiv_thm
F V ce sameQutputs ¢ € Equivalence
same_requests_indexed_equiv_thm
F LiftRel sameRequests € Indexed Equiv
same_outputs_indexed_equiv_thm
F LiftRel sameQutputs € Indexed Equiv
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5 THE THEORY fef043

5.1 Parents
fef042
5.2 Constants
$of 'State Factor — 'State Factor — 'State Factor
same_to_level

Worth — Obj < Obj
factor_level Worth — 'State Factor P

factor3 'State Factorisation — 'State Factor
factor2 'State Factorisation — 'State Factor
factorl 'State Factorisation — 'State Factor
factor0 'State Factorisation — 'State Factor
MkFactorisation

'State Factor
— 'State Factor
— 'State Factor
— 'State Factor
— 'State Factorisation
composite 'State Factorisation — 'State Factor
factor_out 'State Factorisation — 'State x Req — Obj
levelled_factorisation
'State Factorisation P

factors 'State FactoredMachine — 'State Factorisation
machine "State FactoredMachine — 'State Machine
MkFactoredMachine

'State Machine
— 'State Factorisation
— 'State FactoredMachine
well_factored
'State FactoredMachine P
special_machine
'State Machine x 'State Factor x 'State Factor
— Req LIST
— Req
— Req LIST
— Obj
same_at_c_below_level
Worth — Class — Obj < Obj
label_secure_to
Worth

— 'State Machine > ('State Factor x 'State Factor)

label_secure 'State FactoredMachine P
simplest_witness
'State FactoredMachine
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identity _witness

'State FactoredMachine
purge_above_level

Worth — Class — Obj — Obj

5.3 Types

’1 Factorisation
’1 FactoredMachine

5.4 Type Abbreviations

'State Factor
'State Factor

5.5 Fixity

Right Infix 250:
of

5.6 Definitions
9 FVY f1f2cs obj
o (f1 35 f2) c obj s =[2c (fl cobjs)s
same_to_level
FV n objl obj2
e same_to_level 0
= {(obj1, 0bj2)
|objectClass objl = objectClass 0bj2}
A same_to_level (n + 1)
= {(obj1, 0bj2)
|objectContains objl = objectContains 0bj2
A objectClass objl = objectClass obj2
A # (objectRefers objl)
= # (objectRefers 0bj2)
A Elems
(Combine
(objectRefers objl)
(objectRefers obj2))
C same_to_level n}
factor_level FVn
e factor_level n
= {factor
|V ¢ state obj
o (0bj, factor c¢ obj state) € same_to_level n}
Factorisation

F 3 fe TypeDefn (A ze true) f
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MkFactorisation

factorO

factorl

factor2

factor3 FVYitzxl z2 28 x)

e factor0 (MkFactorisation x1 z2 z3 z4) = zl

A factorl (MkFactorisation x1 x2 z8 ©4) = x2
A factor2 (MkFactorisation z1 x2 8 x4) = z8
A factor3 (MkFactorisation x1 z2 z3 z4) = x4

A MEFactorisation
(factor0 t)
(factorl t)
(factor2 t)
(factor3 t)
=1
composite FVf
e composite f
= factor0 f
of factorl f
¢r factor2 f
of factors f
factor_out FYfsr
e factor_out f (s, T)
= composite f (reqClearance 1) (reqSsql r) s
levelled_factorisation
FV facts
e facts € levelled_factorisation
& factor0 facts € factor_level 0
A factorl facts € factor_level 1
A factor2 facts € factor_level 2
A factord facts € factor_level 3
FactoredMachine
F 3 fe TypeDefn (A xe true) f
MkFactoredMachine
machine
factors FVitaxl z2
e machine (MkFactoredMachine x1 z2) = 1
N factors (MkFactoredMachine x1 x2) = x2
N MkFactoredMachine (machine t) (factors t) =t
well_factored
FVm
e m € well_factored
< factors m € levelled_factorisation
A Output (machine m) = factor_out (factors m)
special_machine
EY (m, f1, f2) rl1 ri2 r
e special_machine (m, f1, f2) ril r ri2
= (let s1 = Snd (lift_machine m (Init m, ri1))

Page 24 of 31



DRA FRONT END FILTER PROJECT  ‘tef DS/FMU/FEF/045
Lemma 1 Phase 3 Theorv Listines Issue: Revision:2.1
Iy Listing Date: 5 June 2016

and s2 = Snd (lift_machine m (Init m, ri2))
in let pe_req
= f1 (reqClearance r) (regSsql r) s1
in f2 (reqClearance r) pe_req s2)
same_at_c_below_level
F VY ncobjl obj2
e same_at_c_below_level 0 ¢ = identicalObj c
A same_at_c_below_level (n + 1) ¢
= {(obj1, 0bj2)
|# (objectRefers objl) = # (objectRefers 0bj2)
A Elems
(Combine
(objectRefers objl)
(objectRefers 0bj2))
C same_at_c_below_level n c}
label_secure_to
FVn
e [abel_secure_to n
= {mff
vV 7l r
o (let sm = special_machine mff rl r
m sm
€ ml_secure
sameRequests
(same_at_c_below_level n))}
label_secure F label_secure
— {m
|let m = machine fm and fs = factors fm
in let Ifl = factor0 fs
and If2 = factor0 fs 35 factorl fs
and If3
= factor0 fs
of factorl fs
or factor2 fs
and rfl
= factorl fs
or factor2 fs
or factor3 fs
and 1f2 = factor? fs 4; factor3 fs
and rf3 = factor3 fs
in (m, If1, rfl) € label_secure_to 1
A (m, If2, rf2) € label_secure_to 2
A (m, If3, rf3) € label_secure_to 3}
simplest_witness
F simplest_witness
= (let next sr = Arbitrary
and output sr = Arbitrary
and init = Arbitrary
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and f0 c ob s = Arbitrary
in let (f1, f2, f3) = (f0, fo, f0)

i let mach = MkMachine next output init
and facs = MkFactorisation f0 f1 f2 f3
in MkFactoredMachine mach facs)

identity_witness
F identity _witness
= (let next = Fst
and output = reqSsql o Snd
and init = Arbitrary
and f0 ¢ ob s = ob
in let (f1, 2, f3) = (fo0, f0, f0)

i let mach = MkMachine next output init
and facs = MkFactorisation f0 f1 f2 f3
in MkFactoredMachine mach facs)

purge_above_level
F ConstSpec
(A purge_above_level
e (Vcob
e purge_above_level’ 0 ¢ ob = FilterObj ¢ ob)
ANNVmnecdtos
e purge_above_level’
(n+ 1)
c
(MEKObj (d, t, os))
= MkObj
(Arbitrary, Arbitrary,
Map (purge_above_level’ n c) 0s)))
purge_above_level

5.7 Theorems

purge_above_level_consistent
F Consistent
(X purge_above_level’
o (V c ob
e purge_above_level’ 0 ¢ ob = FilterObj ¢ ob)
AN(Vncdtos
e purge_above_level’
(n+1)
c
(MKkObj (d, t, os))
= MkObj
(Arbitrary, Arbitrary,
Map (purge_above_level’ n c) 0s)))
purge_above_level _thm
FVncob
e purge_above_level (n + 1) ¢ ob
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= MkTree
((Arbitrary, Arbitrary),
Map
(purge_above_level n ¢)
(objectRefers ob))
same_at_c_below_level_purge_above_level thml
FV ncobl ob2
e (obl, 0b2) € same_at_c_below_level n ¢
= purge_above_level n ¢ obl
= purge_above_level n ¢ ob2
same_at_c_below_level_purge_above_level _thm2
FV ncobl ob2
e purge_above_level n ¢ obl
= purge_above_level n ¢ 0b2
= (obl1, 0b2) € same_at_c_below_level n c
same_at_c_below_level_purge_above_level _thm
FVncobl ob2
o (ob1, 0b2) € same_at_c_below_level n c
< purge_above_level n ¢ obl
= purge_above_level n ¢ 0b2
simple_witness_thm
F machine simplest_witness
= MkMachine
(A sre Arbitrary)
(X sre Arbitrary)
Arbitrary
A factors simplest_witness
= MkFactorisation
A ¢ ob se Arbitrary
A ¢ ob se Arbitrary
A ¢ ob se Arbitrary
A ¢ ob se Arbitrary

( )
( )
( )
( )
identity_witness_thm
F machine identity_witness
= MkMachine Fst (reqSsql o Snd) Arbitrary
A factors identity_witness
= MkFactorisation
(A ¢ ob se ob)
(X ¢ ob se ob)
(X ¢ ob se ob)
(X ¢ ob se ob)
same_at_c_below_level_equiv_thm
FV n ce same_at_c_below_level n ¢ € FEquivalence
lift_rel_same_at_c_below_level_indexed_equiv_thm
F V ne LiftRel (same_at_c_below_level n) € IndexedEquiv
lift_rel_same_at_c_below_level _refl_thm
FVn C ze (z, z) € LiftRel (same_at_c_below_level n) C
simplest_witness_label_secure_thm
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F simplest_witness € label_secure
identity_witness_label_secure_thm
F identity_witness € label_secure
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6 INDEX

append_assoc_thm ....... ... ... . ... ... . . ... 6
append_cancel_thm.......... .. ... ... ... ... .... 6
append_empty_thm . ..... ... ... . ... .. . ... .. 6
Behaviours .. ..o 15
Behaviours . . ... 18
BoundedObs........... ... .. . . .. . ... 11
BoundedObs . .......... ... .. .. ... . . ... ... 12
COMPOSILE « v vt e e et 22
COMPOSILE v vt e e 24
down_(N-comp_up_thm ....................... 14
elems_append_thm ......... .. .. .. . .. .. .... 6
elems_combine_elems_thm .................... 20
elems_combine_map_thmi1 .................... 20
elems_combine_map_thm ..................... 20
elems_combine_swap_thm ............ .. ... ... 20
elems_combine_thm ... ... .. . .. ... .. ... 20
elems_map_thm ... ... . .. . .. . . . .. 6
Equivalence ....... ... .. .. . . . ... . 11
FEquivalence ...... ... .. . . . 12
equiv_anti-mono_lift_rel_thm ................. 13
factor0 ... .. . 22
factorO ....... .. .. .. 24
factorl ... 22
factorl ... 24
factor2 .. ... 22
factor2 ... 24
factord ... 22
factord ... 24
FactoredMachine . . ........ .. ... ... .. ... .... 23
FactoredMachine . . ....... ... ... .. 24
Factorisation ..... ... . i 23
factors ... 22
factors ... 24
factor_level ....... . .. .. . i i . 22
factor_level ... ... ... .. . i . 23
factor_out ... .. .. 22
factor_out ...... ... .. .. 24
Factor ... . .. 23
FilterObj_consistent ... ....... .. ... .. 20
FilterObj ... 15
FilterObj ... .. . 18
FinitaryRecType . ... .. 5
fin_rec_type_induction_thmi1 ................... 7
fin_rec_type_induction_thm .................... 7
fin_rec_type_prim_rec_exists_thm ............... 7
fin_rec_type_prim_rec_lemmal .............. ... 7
fin_rec_type_prim_rec_thm ............. .. ... ... 7
fin_rec_type_prim_rec_unique_thm ........... ... 7
flat_append_thm ....... .. ... ... . ... . . ... ... ... 6
flat_empty_thm ... ... .. .. . 6
FlowSecureMachine ........... .. ... ... ..... 15

FlowSecureMachine .......................... 18
identicalObjs .. .. ... 15
identicalObjs ... ... 17
identicalObj_consistent ....................... 19
identicalObj .. ... 15
identicalObj ... ... o 16
identical_obj_equiv_thm ...................... 21
identical_obj_filter _obj_thm1 .................. 20
identical_obj_filter_obj_thm2 .................. 20
identical_obj_filter _obj_thm ................... 20
identical_obj_refl_thm ........................ 21
identical_obj_rft_thm...... ... ... ... ... ....... 21
identical_obj_sym_thm ......... ... ... ... .... 21
identical_obj_trans_thm ...................... 21
identity_witness_label _secure_thm .............. 28
identity_witness_thm ........ .. .. .. .. .. ... 27
Tdentity _wWitness . ... 23
1dentily_Witness .. ..., 26
Independent ....... .. ... .. ... 11
Independent . ..... ... . .. . 12
IndexedEquiv .. ... 11
IndexedEquiv .. ... 12
Influenced ....... ... . . .. . i .. 11
Influenced ....... ... .. .. . i .. 12
INGt oo 15
Indt ..o 17
ilocal_thm ... . .. 8
k_local_thm ....... . . . 8
label_secure_to ....... ... ... .. . ... .. . ... 22
label_secure_to ....... ... ... . .. .. . .. 25
label_secure ........ ... .. .. .. . i .. 22
label_secure ........ .. .. .. .. . . i .. 25
leaf _is_a_tree_thm ......... .. ... ... ... ... 9
length_O_thm ... .. .. ... . . . i, 6
length_append _thm ...... ... .. ... .. .......... 6
length_length_flat_thm ... ... .. ... .. .. .... 6
levelled_factorisation .......... ... ... .. ...... 22
levelled_factorisation .......... ... .. ... ...... 24
LiftRel ... 11
LiftRel . ... 12
lift_machine_consistent ........ ... ... ... .... 19
lift_machine .. ... .. . 15
lift_machine . ....... ... .. . 17
lift_rel_indexed_equiv_thm .................... 13
lift_rel_same_at_c_below_level _indezed_equiv_thm 27
lift_rel_same_at_c_below_level _refl_thm ........ 27
lift_rel_same_ins_same_outs_down_set_thm . . ... 13
lift_rel_same_lab_val_down_set_thm ............ 14
lift_rel_same_lab_val_equiv_thm ............... 14
list_local_thm1 ....... .. . ... . . . ... . ... 8
list_local_thm ...... .. .. . ... . ... ... ... . .... 8
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LocalFunctional . . ...... ... .. ... ... . .. ... 5 purge_above_level ...... ... ... .. .. . . ... 23
local _functional_thm .......... ... .. ......... 8 purge_above_level ........ ... .. . ... . . .. ... 26
Machine . ........ . 16 reqClearance ............c.c.o i, 15
Machine . ... 17 reqClearance . ............oiiiiiiiiniian.. 16
MACRINE . ..o 22 reqSsql ... 15
MACRINE . ..o 24 reqSsql ... 16
map-map_td_thm ...... ... .. . ... . .. .. ... 6 Req .o 16
MkFactoredMachine ......... .. ..., 22 sameFilterInputs .. ... ... .. .. .. . .. ... 15
MkFactoredMachine . ........ ... .. .. ... .... 24 sameFuterInputs .. ... .. .. . .. .. . .. ... 18
MEFactorisation ............. ... . 22 SameLabVal........ ... ... .. . . ... . ... ... .. .. .. 11
MEFactorisation .......... ... i, 24 SameLabVal......... ... ... .. ... ... .. . ... 12
MEkMachine . ...... .. . . i 15 sameOutputs . ... 15
MEkMachine . ...... .. . . .. . i . 17 sameOQutputs ... 17
MEObj_consistent . ... .. 18  sameRequests. ... 15
MEObB] <o 15 sameRequests.......... .. .. ... .. .. . ... 17
MEOb] .o 16 sameRequest .......... .. .. ... .. .. .. .. .. ... 15
MEReq. . ..o 15 sameRequest ............. ... i 17
MEReq. ... 16 same_at_c_below_level_equiv_thm .............. 27
MkTree_consistent . .........ccoiiiiiiian.. 9  same_at_c_below_level_purge_above_level _thml .. 27
METree . ..o 5 same_at_c_below_level_purge_above_level _thm2 .. 27
METree .. ..o 6 same_at_c_below_level_purge_above_level _thm ... 27
mk_tree_one_one_thm ........................ 18 same_at_c_below_level........................ 22
mk_tree_onto_thm ........ .. . .. . .. .. .... 18 same_at_c_below_level........................ 25
ML_BEHAVIOUR ..., 16 same_ins_anti_mono_thm............... ... ... 13
MI_SECUTE . . oo e et 11 same_ins_equiv_thm ....... ... .. .. .. .. ... ... 13
MI_SECUTE . o oo e ot e et et 12 same_ins_same_outs_indexed_equiv_thm . ....... 13
Next .o 15 same_lab_val_anti_mono_thm ................. 14
Next ..o 17 same_lab_val_equiv_thm ................ ... ... 13
not_lattice_top_thm ....... .. ... .. ... .... 13 same_outputs_equiv_thm ........... ... ... ... 21
objectClass_consistent ................ccouon.. 18  same_outputs_indexed_equiv_thm .............. 21
0bJectClass .. .. oo 15 same_outs_anti_mono_thm ................... 13
0bjectClass .. ..o 16  same_outs_equiv_thm ........... .. ... ... ... 13
objectContains_consistent . .................... 19  same_requests_equiv_thm .......... ... .. ... ... 21
objectContains. ........ .o 15 same_requests_filter_obj_thm ............... ... 21
objectContains. ........ ... 16 same_requests_indezed_equiv_thm ........... ... 21
objectRefers_consistent .............. ... ...... 19 same_to_level ....... ... ... .. .. . . ... 22
objectRefers . ..... ... ... 15 same_to_level ....... .. ... . ... .. .. ... ... 23
objectRefers . ... .. .. . 16 simplest_witness_label _secure_thm ............. 27
object_clauses ........ ... . .. . i i 19  simplest_witness ........c. i 22
obj_induction_thm ........ ... ... .. .. .. ... 20 simplest_witness .. ... .. i 25
obj_prim_rec_thm........ ... ... 19  stmple_witness_thm ....... ... ... .. . ... 27
Obj oo 16 special_machine ...... ... ... .. .. . ... 22
OBSERVATION . ..... ... 11 special_machine ....... .. ... .. ... . .. .. ... ... 24
ObservedValue . . ....... ... ... i, 11 sum_local_thm........ .. ... . ... ... . ....... 8
ObservedValue . ......... ... .. o ... 12 SWORD_construction . .............c...c...... 15
one_one_left_inv_thm ......................... 7 SWORD_construction ..............ccovuun... 18
one_one_onto_inu_thm ........................ 7 SWORD_ml_secure ...........c.couiieienn... 15
onto_right_inv_thm ....... ... ... .. .. ... ..... 7 SWORD_ml_secure ...........c..cciieienn... 17
OUEPUL « oo 15 Text. .o 16
Output ... 17 thm_040_1 ... .. i 13
o_fst_local_thm ........ ... .. .. .. . ... 8 thm_040_2. ... .. . i 14
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purge_above_level_consistent .................. 26 tree_cases_lemma . ........ ... 9
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