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DRA FRONT END FILTER PROJECT

Lemma 1 Table Computation Security Proofs

1 GENERAL

1.1 Scope

This document provides a formal proof relating to the specifications in “An Execution Model for
SWORD?” [2]. It constitutes part of deliverable D13 of work package 3, as given in section 3 of the
Proposal for Phase 2, [1].

(The current version is a rough draft of proofs of some of the propositions produced as pilot work
during the third stage of phase 2.)

1.2 Introduction
2 PRELIMINARIES

The following ProofPower instructions set up a new theory fef035 to hold the theorems to be proved
and set up a proof context in which to carry out the proofs.

SML

‘ open_theory "fef033";

‘(force-delete-theory "fef035" handle - => ());
‘ new_theory" fef035";

‘ set_pc"hol";

3 LEMMAS

SML

‘push_goal([],’_v f le Length (Map f 1) = Length 17);

|a(REPEAT Y_tac);

‘a(list_mduction_tac’_l—' THEN asm_rewrite_tac(map get_spec[” Map™,” Length™]));
‘Ual length_map_lemma = save_pop_thm"length_map_lemma";
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SML

push_goal([], "Vl if e i <#INT1< i
= f (Nth 1) = Nth (Map f 1) i ");

a V_tac;

a(list_induction_tac™17 THEN rewrite_tac(map get_spec|” Nth™,” Map™,” Length™])
THEN REPEAT strip_tac);

(% sk Goal "1" sk %)

a(POP_ASM_T ante_tac THEN asm_rewrite_tac]]);

(x skk Goal "2" k% *)

a(cases_tac"i=1"THEN asm_rewrite_tac|]);

a(list_spec_nth_asm_tac 4 ["i—17"f7]);

(x sk Goal "2.1" sk %)

a(GET_ASM_T "1 < i (strip-asm_tac o rewrite_rule[get_spec”$<7));

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T (strip_-asm_tac o rewrite_rulel]));

(% wxk Goal "2.2" sxx x)

a(GET_ASM_T "1 < i (strip_asm_tac o rewrite_rule[get_spec”$<7));

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T (strip-asm_tac o rewrite_rulel]));

a(strip_asm_tac (V_elim™i'7 N_cases_thm));

a(var_elim_nth_asm_tac 1);

val fun_nth_map_lemma = save_pop_thm" fun_nth_map_lemma";

SML
push_goal([], "Vi fl; lge i <H# 1y N1 < i AN Map fl; = Map f lp
= f (Nth l; i) = f (Nth Iy i) )
a(REPEAT strip_tac);
a(lemma_tac™# (Map f ;) = # (Map f l2)”
THEN1 asm_rewrite_tacl]);
a(POP_ASM_T (strip_asm_tac o rewrite_rule [length_map_thm)));
a(lemma_tac™i < # 5"
THEN1 POP_ASM_T (asm_rewrite_thm_tac o eq_sym_rule));
a(all_fe_tac|fun_nth_map_lemmal);

a(asm_rewrite_tac[]);

val fun_nth_map_lemmal = save_pop_thm" fun_nth_map_lemmal";
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SML

push_goal([],"V tl el gp gps e
ProjectData tl el || = []

A ProjectData tl el (Cons gp gps) =
Map (X re MkDerTableRow (DTR_where 1) (DTR_row r) (Map (X ee e tl gp r) el)) gp
™ ProjectData tl el gps™);

a(rewrite_tac(map get_spec|” Map™,"” ProjectData™," Flat™,” Let]) THEN REPEAT strip_tac);
val ProjectData_lemma = save_pop_thm" ProjectData_lemma";

SML

set_goal([], "Ve te DT _spec (HideDerTable ¢ t) = DT _spec t7);

a(rewrite_tac (map get_spec|” HideDerTable™, "DT _spec™, " Let™]));

val DT _spec_HideDerTable_lemma = save_pop_thm" DT _spec_HideDerTable_lemma";

SML
set_goal([], "V tsl ts2e

Map (HideDerTable ¢) ts1 = Map (HideDerTable c) ts2
= (Map DT _spec ts1) = (Map DT _spec ts2)7);
a(REPEAT strip_tac);
a(LEMMA_T™

Map DT _spec(Map (HideDerTable c) ts1) =

Map DT _spec(Map (HideDerTable c) ts2)™

ante_tac THEN1 asm_rewrite_tac|));
a(lemma_tac™ DT _spec o HideDerTable ¢ = DT _spec™

THEN1 PC_T1 "hol2" rewrite_tac[DT _spec_HideDerTable_lemmal);
a(asm_rewrite_tac[map_o_lemmal);

val map_HideDerTable_map_DT _spec_lemma =
save_pop_thm"map_HideDerTable_map_DT_spec_lemma";

SML

push_goal([], "Ve 1 rse

HideDerTableData ¢ [ = |]

A HideDerTableData ¢ (Cons r rs) =

if ¢ dominates DTR_row r

then  Cons (HideDerTableRow ¢ r) (HideDerTableData c rs)
else  HideDerTableData ¢ rs

|

)

)
a(rewrite_tac(map get_spec[” HideDerTableData™, "$|7, "Map™, " Let)));
a(REPEAT strip_tac);

a(cases_tac™ ¢ dominates DTR_row r THEN asm_rewrite_tac|get_spec” Map™]);

val HideDerTableData_lemma = save_pop_thm" HideDerTableData_lemma";
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SML
push_goal([], "Ve r1 12 rse
JoinRows 11 [] = ||
A JoinRows r1 (Cons r2 rs) =
Cons
(MkDerTableRow
(DTR_where r1 lub DTR_where r2)
(DTR_row r1 lub DTR_row r2)
(DTR_cols 11 ™ DTR_cols r2))
(JoinRows r1 rs)
);
a(rewrite_tac(map get_spec|” JoinRows™, "Map™, " Let™)));

val JoinRows_lemma = save_pop_thm" JoinRows_lemma";

SML

push_goal([], "Vc blkse
HideDerTableData ¢ (Flat blks) = Flat (Map (HideDerTableData c) blks)

_

);
a(REPEAT strip_tac);
a(list_induction_tac”blks™ THEN asm_rewrite_tac(map get_spec|” Flat™, " Map™]));
(* skk Goal "1" sx% *)
a(rewrite_tac(map get_spec|” HideDerTableData™, " Map™, " Let™, "$[7]));
(x sk Goal "2" sk x)
a(REPEAT strip_tac);
a(list_induction_tac™z™);
(% *xx Goal "1" skk *)
a(lemma_tac” HideDerTableData ¢ [] = []”
THEN1 rewrite_tac(map get_spec|” HideDerTableData™, " Map™, " Let™, "$]7)));
a(asm_rewrite_tac(map get_spec["$Append™, "Map™, " Flat™)));
(% swxk Goal "2.2" sxx x)
a(rewrite_tac(map get_spec["$Append™, "Map™, " Flat™)));
a(all_asm_ante_tac
THEN rewrite_tac(map get_spec[” HideDerTableData™, " Map™, " Let™))
THEN REPEAT strip_tac);
a(rewrite_tac|get_spec™$]7));
a(cases_tac "¢ dominates DTR_row x'" THEN
TOP_ASM_T rewrite_thm_tac
THEN asm_rewrite_tac(map get_spec[” Map™, "$Append™)));
val HideDerTable_flat_lemma =
save_pop_thm" HideDerTable_flat_lemma";
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SML
val conjl = "Vily tl; ce
Map (HideDerTable c) tly = Map (HideDerTable c¢) tl; =
HideDerTable
c
(MkDerTable
(Fst (Join tly))
(Snd (Join tly)))
= HideDerTable
c
(MkDerTable
(Fst (Join tly))
(Snd (Join tly)))™
val conj2 = "Vc tsl tsle
Map (HideDerTable ¢) ts1 = Map (HideDerTable c) ts2
= HideDerTableData ¢ (JoinData (Map DT _rows tsl)) =
HideDerTableData ¢ (JoinData (Map DT _rows ts2))™;
val conjd = "Vc tsl tsle
Map (HideDerTable c¢) ts1 = Map (HideDerTable c) ts2
= Map (HideDerTableData ¢) (Map DT _rows tsl)
= Map (HideDerTableData c¢) (Map DT _rows ts2)™;
val conjd = "V dsl ds2e
Map (HideDerTableData ¢) dsi = Map (HideDerTableData c¢) ds2
= HideDerTableData ¢ (JoinData dsl) =
HideDerTableData ¢ (JoinData ds2)™;
val conjs = "V rsl rsle
Flat(Map (Are HideDerTableData ¢ (JoinRows r rs2)) rsl) =
Flat(Map (Are JoinRows r (HideDerTableData ¢ rs2)) (HideDerTableData ¢ 1s1))7,
val conj6é = "Vc r rse
HideDerTableData ¢ (JoinRows T Ts)

= if ¢ dominates DTR_row r
then  JoinRows (HideDerTableRow c¢ r) (HideDerTableData c rs)
else [|

SML

set_goal([conj2], conjl);

a(REPEAT strip_tac);

a(rewrite_tac(MkDerTable_lemma :: map get_spec|” Join™, " HideDerTable™, " MkDerTable™));

a(ALL_ASM_FC_T rewrite_tac [map_HideDerTable_map_DT_spec_lemmal);
val Join_lemmal = save_pop_thm" Join_lemmal";

Page 8 of 56



DRA FRONT END FILTER PROJECT

Lemma 1 Table Computation Security Proofs

Ref- DS/FMU/FEF /035

Issue: Revision : 1.9
Date: 5 June 2016

SML

set_goal([conj3, conj}], cong2);

a(REPEAT strip_tac THEN all_asm_fc_tac|]);
a(all_asm_fc_tac]));

val Join_lemma2 = save_pop_thm" Join_lemma2";

SML
set_goal([], cong3);
a(REPEAT_N 2 strip_tac);
a(list_induction_tac" ts1™);
(% sk Goal "1" sk %)
a(strip_tac);
a(strip-asm_tac(V_elim™ts2™ list_cases_thm)
THEN asm_rewrite_tac[map_def]);
(% sk Goal "2" sk x)
a(REPEAT_N 2 strip_tac);
a(strip-asm_tac(V_elim™ts2™ list_cases_thm)
THEN asm_rewrite_tac[map_def]);
a(REPEAT strip_tac THEN all_asm_fc_tacl]);
a(asm_ante_tac " HideDerTable ¢ © = HideDerTable ¢ z'”
THEN rewrite_tac|MkDerTable_lemma, get_spec” HideDerTable™));
a(REPEAT strip_tac);
val Join_lemma3 = save_pop_thm" Join_lemma3";

SML

set_goal([conj5], conjf);

a(strip_tac THEN strip_tac);

a(list_induction_tac "ds1™);

(¢ skk Goal "1" sx% )

a(rewrite_tac[get_spec” Map™, map_null_thm]);

a(REPEAT strip_tac THEN asm_rewrite_tacl]);

(x sk Goal "2" sk %)

a(rewrite_tac[get_spec” Map™| THEN REPEAT V_tac);

a(strip-asm_tac(V_elim™ds2 list_cases_thm) THEN
asm_rewrite_tac[get_spec” Map~, map_null_thm]);

a(REPEAT strip_tac);

a(strip_asm_tac (V_elim" ds1 list_cases_thm));

Page 9 of 56



DRA FRONT END FILTER PROJECT  ‘tef: DS/FMU/FEF/035
Lemma 1 Table Co tation Security Proofs Issue: Revision : 1.9
miputation urty £ Date: 5 June 2016

SML
(¢ skk Goal "2.1" skx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|get_spec” Map™, map_null_thm)]);
a(REPEAT strip_tac THEN var_elim_asm_tac" list2 = [|7);
a(asm_rewrite_tac(map get_spec [~ JoinData™, " Let™]));
(x skk Goal "2.2" skx x)
a(lemma_tac™—=dsl = [| A =list2 = [|7 THEN1 asm_rewrite_tac]]);
(% *xx Goal "2.2.1" xxx %)
a(swap_nth_asm_concl_tac 2 THEN asm_rewrite_tac[get_spec” Map™, map_null_thm]);
(% *xx Goal "2.2.2" xxx x)
a(LIST_-DROP_NTH_ASM_T [3, 6] (Combinators.K id_tac));
a(asm_rewrite_tac(let_def:: HideDerTable_flat _lemma::map get_spec [~ JoinData™));
a(asm_rewrite_tac[map-o_lemma,

pe_rulel "hol2" prove_rule]]"™Vf g zo(f o (Azeg x z)) = (Azef(g z 2))7));
a(ALL_ASM_FC_T rewrite_tac]));
val Join_lemma4 = save_pop_thm" Join_lemma4";

SML
set_goal([conj6], conj5);
a(REPEAT strip_tac);
a(list_induction_tac "rs1™);
(¢ skk Goal "1" sx% *)
a(rewrite_tac(map get_spec|” HideDerTableData™, " Flat™, " Map™, " Let™, "$[7)));
(% sk Goal "2" sk k)
a(rewrite_tac[dominates_lub_lemma,HideDerTableData_lemma,get_spec” Flat™,get _spec” Map™]);
a(strip_tac);
a(cases_tac” ¢ dominates DTR_row x”
THEN asm_rewrite_tac(map get_spec["$7"7, "Map™, " Flat™));

val Join_lemmab = save_pop_thm" Join_lemmad";

SML

set_goal([], congb);

a(REPEAT strip_tac);

a(list_induction_tac™rs™);

(% sk Goal "1" sk x)
a(rewrite_tac[HideDerTableData_lemma, JoinRows_lemmal);
a(CASES_T "¢ dominates DTR_row r rewrite_thm_tac);
(% *xx Goal "2" skx *)

a(strip_tac);

a(cases_tac "¢ dominates DTR_row r' THEN asm_rewrite_tac]]);
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SML
(¢ skk Goal "2.1" skx x)
a(swap_nth_asm_concl_tac 2 THEN asm_rewrite_tac]] THEN swap_nth_asm_concl_tac 1);
a(DROP_NTH_ASM_T 2 ante_tac);
a(rewrite_tac[HideDerTableData_lemma, JoinRows_lemma,
dominates_lub_lemma, get_spec” MkDerTableRow™);
a(REPEAT strip_tac THEN asm_rewrite_tacl]);
(
(
a(asm_rewrite_tac(MkDerTableRow_lemma:: map_"_thm1 :
map get_spec|” HideDerTableRow™, " MkDerTableRow™, " Let)));
(x skk Goal "2.2" skx x)

a(POP_ASM_T ante_tac);
a(asm_rewrite_tac[HideDerTableData_lemma, JoinRows_lemma,

a(cases_tac "¢ dominates DTR_row x ' THEN asm_rewrite_tacl]);

a(rewrite_tac[JoinRows_lemmal);

dominates_lub_lemma, get_spec” MkDerTableRow™);
a(REPEAT strip_tac THEN asm_rewrite_tac]]);
val Join_lemma6 = save_pop_thm" Join_lemmab";

SML
set_goal([], conjl);
a(MAP_EVERY (ante_tac o all_=_intro) |
Join_lemmal,
Join_lemma2,
Join_lemma3,
Join_lemmad,
Join_lemmas,
Join_lemma6]
THEN taut_tac);
val Join_OKq_lemma = save_pop_thm" Join_ OK ;_lemma";
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SML
push_goal([],"V ¢ tly tl; tel
e Flems tel C OK_TC,4 ¢

A ¢ dominates lubl (Fst (Split (Map (X tee te tly) tel)))

A Map (HideDerTable c) tlg = Map (HideDerTable c) tl;

= Map (HideDerTable c¢) (Snd (Split (Map (X tee te tly) tel)))

= Map (HideDerTable c¢) (Snd (Split (Map (X tee te tly) tel)))™);
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 3 ante_-tac THEN DROP_NTH_ASM_T 2 ante_tac);
a(list_induction_tac" tel™);
(¢ #xx Goal "1" sk% %)
a(asm_rewrite_tac(map get_spec[” Map™)));
(x xxx Goal "2" xxx %)

a(rewrite_tac[dominates_lub_lemma,lubl_lemma,split_thm,get_spec” Map™));
a(REPEAT strip_tac);

SML

(x skk Goal "83" sxx *)

a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™]);

(% sk Goal "4" sk x)

a(REPEAT strip_tac);

a(asm_rewrite_tac[split_thm,get_spec” Map™));

a(lemma_tac™z € OK_TCy ¢7);

(x sk Goal "4.1" skx x)

a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™));

(x skk Goal "4.2" skx x)

a(POP_ASM_T (strip_asm_tac o rewrite_rule[get_spec” OK_TC]));

a(DROP_NTH_ASM_T 3 (strip_asm_tac o rewrite_rule[dominates_lub_lemma,lubl_lemma,
split_thm,get_spec” Map™)));

a(contr_tac THEN all_asm_fc_tacl]);

val AllTuples_lemmal = save_pop_thm" AllTuples_lemmal";
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SML
push_goal([],"V ¢ tly tl; rlg rl; ro r1 Sle
FElems sl C OK_VCy4¢cnN OK_VC,. ¢
A Map (HideDerTable c) tlg = Map (HideDerTable c) tl;

A Map (HideDerTableRow c) rlg = Map (HideDerTableRow c) rl;

A HideDerTableRow ¢ r9 = HideDerTableRow ¢ r;
= HideDerTableRow c¢

(MkDerTableRow (DTR_where r9) (DTR_row r9) (Map (X ee e tly rlg rg) sl))

HideDerTableRow c

(MkDerTableRow (DTR_where r;) (DTR_row r1) (Map (X e e tly rly ry) sl))7);

a(REPEAT strip_tac);

a(TOP_ASM_T ante_tac THEN rewrite_tac(MkDerTableRow_lemma ::

map get_spec|” HideDerTableRow™,"” Let " MkDerTableRow™))
THEN REPEAT strip_tac);

a(DROP_NTH_ASM_T 7 ante_tac);

a(list_induction_tac "sl7);

(¢ skk Goal "1" sx% *)

a(rewrite_tac[get_spec™ MapT));

(x sk Goal "2" sk %)

a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™));

SML
(x sk Goal "3" sk x)
a(REPEAT strip-tac THEN asm_rewrite_tac|get_spec” Map™));
a(lemma_tac"z € OK_VC4 ¢ Nz € OK_VC,. ¢);
(¢ #xx Goal "3.1" sxx %)
a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™]);
(% wrk Goal "3.2" sxx x)
a(POP_ASM_T ante_-tac THEN POP_ASM_T ante_tac THEN
rewrite_tac(map get_spec"OK_VC;"OK_VC_.M)));
a(REPEAT strip_tac THEN all_asm_fc_tac|]);
a(POP_ASM_T (asm_tac o eq_sym_rule));
a(cases_tac™ ¢ dominates Fst (x tly rlg r9)"THEN asm_rewrite_tac|]);
a(DROP_NTH_ASM_T 8 discard_tac);
a(lemma_tac™Snd (z tly rlyp r9) = Snd (x tly rl; r1)7
THEN1 contr_tac THEN all_asm_fc_tacl]);

a(once_rewrite_tac[prove_rule[|"z tlg rlyg r9 = (Fst (z tlp rlg r0), Snd (z tly rlp 79))7));

a(POP_ASM_T pure_rewrite_thm_tac);
a(DROP_NTH_ASM_T 2 (rewrite_thm_tac o eq_sym_rule));
val ProjectData_lemmal = save_pop_thm" ProjectData_lemmal";
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SML

= HideDerTableData ¢ rly = HideDerTableData ¢ rl;7);
a(REPEAT V_tac);
a(intro_N_tac("rl; "\l 7));
a(list_induction_tac"rly™);
(% sk Goal "1" sk %)
a V_tac;
a(strip-asm_tac(V_elim™rl; ist_cases_thm));
(% #xx Goal "1.1" sxx %)
a(asm_rewrite_tacl]);
(% swxk Goal "1.2" sxx x)

a(asm_rewrite_tac[get_spec” Map™]);

SML

(x sk Goal "2" sk x)

a(REPEAT V_tac);

a(strip-asm_tac(V_elim™rl; list_cases_thm));

(% #xx Goal "2.1" sxx %)
a(asm_rewrite_tac|get_spec” Map™]);

(x xxx Goal "2.2" xxx x)

a(asm_rewrite_tac|get_spec” Map™,HideDerTableData_lemmal);
a(cases_tac™ ¢ dominates DTR_row x” THEN

cases_tac” ¢ dominates DTR_row ' THEN asm_rewrite_tac|]);

SML
(% sk Goal "2.2.1" sxx x)
a(REPEAT strip_tac THEN all_asm_fc_tac|]);
(% *xx Goal "2.2.2" xxx x)
a(rewrite_tac(MkDerTableRow_lemma :: map get_spec
[T HideDerTableRow™,” MkDerTableRow™," Let™));
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tacl]);
(% *xx Goal "2.2.3" xxx x)
a(rewrite_tac(MkDerTableRow_lemma :: map get_spec
["HideDerTableRow™,” MkDerTableRow™," Let));
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac]|);
(¢ skk Goal "2.2.4" sxx *)
a(REPEAT strip_tac THEN all_asm_fc_tac|]);

val HideDerTableData_lemmal = save_pop_thm" HideDerTableData_lemmal";

push_goal([],"V ¢ rlp rl; ® Map (HideDerTableRow c) rlyg = Map (HideDerTableRow c) rl;
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4 CONJECTURES FOR AllTuples OKNESS PROOFS

4.1  Where

SML
val Where_conjl = "Vil rl c e o
¢ dominates lubl (Map DTR_row (Where ¢ tl rl €))7,

SML
val Where_conj2 = "V tly tl; rlg rl; c e
ecc OK_.VC4 cN OK_VC, ¢
A Map (HideDerTable c) tly = Map (HideDerTable c) tl;
A HideDerTableData ¢ rlyg = HideDerTableData ¢ rly
= Map (HideDerTableRow ¢) (Where ¢ tly rlg €)
= Map (HideDerTableRow c¢) (Where ¢ tl; rl; €)7;

4.2 Group

We require separate conjectures for the proofs of OK_TC; and OK_TC\.

4.2.1 Data OKness Conjecture

SML

val Group_conjl = "Vily tl; rlg rl; c e ml nl e

e€ OK_.VC4yj cnN OK_VC, ¢

¢ dominates lubl (Map DTR_row rly)

¢ dominates lubl (Map DTR_row rly)

Mayp (HideDerTable c) tly = Map (HideDerTable c) tl;

Map (HideDerTableRow ¢) rly = Map (HideDerTableRow ¢) rl;

= Map (Map (HideDerTableRow c)) (Snd(Group c tly rly ml nl e))
Map (Map (HideDerTableRow c)) (Snd(Group ¢ tly rl; mi nl e))
= - ¢ dominates Fst(Group c tly rlgp ml nl e)7;

> > > > >

The specification of Group is subdivided to facilitate the proof of the conjecture about Group.
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HOL Constant
GroupA : DerTableRow LIST
— N LIST
— N LIST

— (Class x (DerTableRow LIST LIST))

Vrl gbsterling gbclasse
GroupA rl gbsterling gbclass =
let gpby row = (ListNth gbsterling (Map Snd (DTR-cols row)),
ListNth gbclass (Map Fst(DTR_cols row)))
in let gbc row = lubl(ListNth gbsterling (Map Fst(DTR_cols row)))

in (lubl (Map gbe rl), MakeGroups gpby rl)

HOL Constant

GroupB : DerTable LIST
— DerTableRow LIST LIST
— VALUE_COMP
— (Class x (DerTableRow LIST LIST))

Vtl gps havinge

GroupB tl gps having =
let has_test gp = ((CommonValue having) tl gp Arbitrary)

in let wanted_gps = gps | {gp | ItemBool(Snd (has_test gp))}
n (lubl(Map (Fst o has_test) gps), wanted_gps)

The following lemma demonstrates that Group can be reconstituted from GroupA and GroupB.

SML

set_goal([], ™

Vee tl rl gbsterling gbclass havinge

Group cc tl rl gbsterling gbclass having =

let (c1, gps) = GroupA rl gbsterling gbclass
in let (c2, wanted_gps) = GroupB tl gps having

in ((if cc dominates c1 then c2 else c1), wanted_gps)

);
a(REPEAT strip_tac THEN
rewrite_tac(map get_spec]” Group™, " GroupA™, " GroupB™, " Let)));

val Group-lemmal = save_pop_thm" Group_lemmal";

Next, conjectures about GroupA and GroupB are given.
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SML
val GroupA_conjl = "Vrly rl; ¢ gbsterling gbclass e
¢ dominates lubl (Map DTR_row rly)

A ¢ dominates lubl (Map DTR_row rly)
A Map (HideDerTableRow ¢) rlg = Map (HideDerTableRow ¢) rl;
A = Map (Map (HideDerTableRow c)) (Snd(GroupA rly gbsterling gbclass))

Map (Map (HideDerTableRow c¢)) (Snd(GroupA rl; gbsterling gbclass))
= - ¢ dominates Fst(GroupA rly gbsterling gbclass)™ ;

SML
val GroupB_conjl = "Vtly tl; gpsg gps: ¢ having e
having € OK_VC4 ¢ N OK_VC, ¢

A Map (HideDerTable c¢) tly = Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow c)) gpsg = Map (Map (HideDerTableRow c)) gpsi
A = Map (Map (HideDerTableRow c)) (Snd(GroupB tly gpsg having))

Map (Map (HideDerTableRow c)) (Snd(GroupB tl; gps; having))
= = ¢ dominates Fst(GroupB tly gpsg having)™ ;

Finally, under the assumptions GroupA_conj and GroupB_conj, Group_conj is proven.
SML
set_goal([GroupA_conj1, GroupB_conjl], Group_conjl);
a(rewrite_tac[Group_lemmal, let_def, dominates_lub_lemmal]

THEN REPEAT strip_tac);
a(cases_tac™ ¢ dominates Fst (GroupA rly ml nl)? THEN asm_rewrite_tac|));
a(GET_NTH_ASM_T 10 bc_thm_tac);
a(3-tac” Snd (GroupA rl; ml nl)? THEN 3_tac"tl;);
a(contr_tac THEN all_asm_fc_tac[]);
val Group_lemma2 = save_pop_thm" Group_lemma2";

4.2.2 Classification OKness Conjecture

First, conjectures for GroupA and GroupB.

SML

‘val GroupA_conj2 = "V rly rl; ¢ gbsterling gbclass

‘ e Map (HideDerTableRow ¢) rly = Map (HideDerTableRow c) rl;
‘ = Fst (GroupA rly gbsterling gbclass)

‘ = Fst (GroupA rl; gbsterling gbclass)™;
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SML
val GroupB_conj2 = "V tly tl; gpsg gps; c¢ having
e having € OK_VC, c
A Map (HideDerTable c) tly = Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow c)) gpsg
= Map (Map (HideDerTableRow c)) gpsi
= Fst (GroupB tly gpsg having) = Fst (GroupB tl; gps; having)™,

Finally, the overall Ok3ness conjecture for Group.
SML
val Group_conj2 = "V tly tl; rly rl; ¢ e ml nl
ecec OK_VC, ¢
A Map (HideDerTableRow c) rlg = Map (HideDerTableRow c) rl;
A Map (HideDerTable c¢) tly = Map (HideDerTable c) tl;
= Fst (Group c tlg rly ml nl e) = Fst (Group c¢ tl; rl; ml nl e)™;

4.3  ProjectData

SML
val ProjectData_conj = "Vtly tl; gpsg gpss ¢ sl e
Elems sl C OK_VC4¢cnN OK_VC,. ¢
A Map (HideDerTable c¢) tlyg = Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow ¢)) gpsg = Map (Map (HideDerTableRow c)) gps;
=
Map (HideDerTableRow c¢) (ProjectData tly sl gpsg)

Map (HideDerTableRow c) (ProjectData tl; sl gpsi)™;

5 PROOFS OF AllTuples CONJECTURES

5.1 Where

Where is first defined in terms of new operations W and H to give a primitive recursive formulation.
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HOL Constant

W : Class
— DerTable LIST
— DerTableRow LIST
— DerTableRow LIST
— VALUE_COMP
— DerTableRow LIST

Vetlrly rrig e e
Wetlrl; [ e =1
A W e tlrly (Cons rrlg) e =
(let w = DTR_where r lub Fst (e tl rly r)
in let h = ((ItemBool (Snd (e tl rl; 7)) V = ¢ dominates w)
A ¢ dominates DTR_row r)
in if h then Cons (MkDerTableRow w (DTR_row r) (DTR_cols 1))
(W ctlrly rig e)
else (W ¢ tl rly rls e))

HOL Constant

H : Class
— DerTableRow LIST
— DerTableRow LIST

Verl @ H ¢ rl = rl | {r|c dominates DTR_row r}

The following lemma relates Where to W.
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SML
push_goal([],"V ¢ tl rl e @ Where c tl rl e = W ¢ tl (H ¢ rl) (H ¢ rl) e);
a(rewrite_tac(map get_spec[” Where " W TH " Let™|) THEN REPEAT strip_tac);
a(lemma_tac™ rs e Map
Snd
(Map
(A r
e ((ItemBool (Snd (e tl (rs | {r|c dominates DTR_row r}) r))
V oc
dominates DTR_where r
lub Fst (e tl (rs | {r|c dominates DTR_row r}) 1)),
MFkDerTableRow
(DTR_where r
lub Fst (e tl (rs | {r|c dominates DTR_row r}) r))
(DTR_-row )
(DTR_cols T)))
(rl | {r|c dominates DTR_row r})
[ {(t I
= W ¢ tl (rs | {r|c dominates DTR_row r}) (rl | {r|c dominates DTR_row r}) €
THEN _LISTVid_tac,asm_rewrite_tac]]]);

SML
a(list_induction_tac™rl");
(x sk Goal "1" sk %)
a(rewrite_tac(map get_spec[” W7," Map™,"$]7)));
(¢ skk Goal "2" sxx *)
a(rewrite_tac(map get_spec[" W7," Map™,F$17," Let™]));
a(REPEAT strip_tac);
a(cases_tac™ ¢ dominates DTR_row xTHEN asm_rewrite_tac
(map get_spec[” W, Map™,"$[7," LetT)));
a(cases_tac™ ItemBool (Snd (e tl (rs | {r|c dominates DTR_row r}) x))
V = ¢ dominates DTR_where x
lub Fst (e tl (rs | {r|c dominates DTR_row r}) z)™
THEN asm_rewrite_tac[get_spec” Map™));
val Where_W _lemma = save_pop_thm" Where_ W _lemma";

The conjectures about Where are now proven.
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SML
push_goal([], Where_conj1);
a(rewrite_tac{ Where_ W _lemma,get_spec” H\THEN REPEAT V_tac);
a(lemma_tac™ rs o ¢ dominates lubl

(Map DTR_row (W ¢ tl (rs | {r|c dominates DTR_row r})

(rl | {r|c dominates DTR_row r}) e))”

THEN _LISTVid_tac,asm_rewrite_tacl]]);
a(list_induction_tac"rl™);
(x skk Goal "1" k% )
a(rewrite_tac(lubl_lemma :: map get_spec[” Map™," WT§17."$dominates™]));
(¢ #xx Goal "2" skx *)
a(rewrite_taclget_spec™$|7| THEN REPEAT V_tac);
a(cases_tac” ¢ dominates DTR_row xTHEN

asm_rewrite_tac(map get_spec[” Map™," W77 Let™]));
a(cases_tac™ ItemBool (Snd (e tl (rs | {r|c dominates DTR_row r}) x))

V = ¢ dominates DTR_where x
lub Fst (e tl (rs | {r|c dominates DTR_row r}) z)"
THEN asm_rewrite_tac(lubl_lemma :: dominates_lub_lemma :: map
get_spec[” Map™,” MkDerTableRow™)));

val Where_dominates_lemma = save_pop_thm" Where_dominates_lemma";

Before a proof of Where.onj2 is given, some subsidiary lemmas are proven.
SML
push_goal([|,"V tly tly rlg rly 79 71 C €
ecec OK_.VC4jcnN OK_VC,. ¢
A Map (HideDerTable c) tlg = Map (HideDerTable c) tl;
A Map (HideDerTableRow c) rlg = Map (HideDerTableRow c) rl;
A HideDerTableRow ¢ rg = HideDerTableRow ¢ r;
= (((ItemBool (Snd (e tly rlg r9)) V = ¢ dominates DTR_where 1o lub Fst (e tlp rlg rp))
A ¢ dominates DTR_row r¢) <
((ItemBool (Snd (e tly rly 1)) V = ¢ dominates DTR_where v lub Fst (e tly rl; 11))
A ¢ dominates DTR_row r1))7);
a(REPEAT V_tac THEN =_tac);
o(GET_NTH_ASM_T 1 ante_tac THEN
rewrite_tac(MkDerTableRow _lemma ::

map get_spec[” HideDerTableRow™," Let™,” MkDerTableRow™]) THEN =_tac);
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SML

a(POP_ASM_T discard_tac);

a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 6 ante_tac THEN
rewrite_tac(map get_spec"OK_VC;\"OK_VC.M)));

a(=_tac THEN all_asm_fc_tac]));

a(DROP_NTH_ASM_T 2 discard_tac THEN =_tac);

a(cases_tac™ ¢ dominates Fst (e tlg rly r9)7);

(x sk Goal "1" sk x)

a(list_spec_nth_asm_tac 2 ["tlo™\"tl; "\ rlg T el rg T ),

a(asm_rewrite_tac[]);

(¢ #xx Goal "2" skx *)

a(lemma_tac™ = ¢ dominates Fst (e tly rl; r1)7);

(x xxx Goal "2.1" *xx x)

a(DROP_NTH_ASM_T 3 (asm_rewrite_thm_tac o eq-sym_rule));

(% #xx Goal "2.2" xxx %)

a(asm_rewrite_tac[dominates_lub_lemmal| THEN REPEAT strip_tac);

val Where_lemma = save_pop_thm" Where_lemma";

SML
push_goal([],"Vtlg tly rlg rly ril 712 c e ®
e € OK_.VCzcnN OK_VC, ¢

A Map (HideDerTable c¢) tly = Map (HideDerTable c) tl;

A Map (HideDerTableRow c) rlg = Map (HideDerTableRow ¢) rl;

A Map (HideDerTableRow c¢) rll = Map (HideDerTableRow c) rl2
=

Map (HideDerTableRow c¢) (W ¢ tly rll rlg e) =
Map (HideDerTableRow c¢) (W ¢ tly rl2 rl; e)7);
a(REPEAT strip_tac);
a(POP_ASM _T ante_tac THEN POP_ASM _T ante_tac);
a(intro_N_tac("rl1 7" ri17) THEN intro_V_tac("rl27,"rl27) THEN intro_¥_tac("rl; " rl;7));

SML

a(list_induction_tac™rlp™);

(¢ skk Goal "1" sxx *)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim™rl; ist_cases_thm));

(x xxx Goal "1.1" *xx x)

a(POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[get_spec” WT]);

(% wxk Goal "1.2" sxx x)

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[get_spec” Map™]);
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SML
(¢ skk Goal "2" sxx *)
a(REPEAT strip_tac);
a(strip_asm_tac(V_elim"rl; 'list_cases_thm));
(x skk Goal "2.1" skx x)
a(DROP_NTH_ASM_T 8 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);
(% #xx Goal "2.2" xxx %)
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);
a(REPEAT strip_tac);
a(rewrite_tac(map get_spec[” W7," Let™]));
a(CASES_T" (ItemBool (Snd (e tly rll x)) V

= ¢ dominates DTR_where x lub Fst (e tly ril x))

A ¢ dominates DTR_row z 'asm_tac);

SML
(% *xx Goal "2.2.1" *xx %)
a(LEMMA_T" (ItemBool (Snd (e tl; ri2 z')) V
- ¢ dominates DTR_where ' lub Fst (e tl; 112 z'))
A ¢ dominates DTR_row z'rewrite_thm_tac);
(% *xx Goal "2.2.1.1" skx *)
a(LEMMA_T"e € OK_VC4 ¢ N OK_VC, c¢'asm_tac THEN _LIST[REPEAT strip_tac,id_tac]);
a(ante_tac(list_¥_elim["tly ™"l " rl1 " ri2 7 T2 T2 T e T e Where_lemma)
THEN asm_rewrite_tac|]);
(% wxk Goal "2.2.1.2" sk )
a(POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[get_spec” Map™));

a(POP_ASM _T rewrite_thm_tac THEN POP_ASM_T discard_tac);

a(GET_NTH_ASM_T 2 ante_tac THEN rewrite_tac
(MkDerTableRow_lemma :: map get_spec|” HideDerTableRow™,” Let™,” MkDerTableRow™])
THEN REPFEAT strip_tac);

a(DROP_NTH_ASM_T 10 ante_tac THEN rewrite_tac|get_spec” OK_VC.7));

a(REPEAT strip_tac THEN all_asm_fc_tacl]);

a(asm_rewrite_tac[]);

(

(
a(all_asm_fc_tac]));

(

(
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SML
(x *xx Goal "2.2.2" xxx x)
a(LEMMA_T"=((ItemBool (Snd (e tl; 112 z')) V
- ¢ dominates DTR_where x’ lub Fst (e tl; 112 z'))
A ¢ dominates DTR_row ') rewrite_thm_tac);
(% xxx Goal "2.2.2.1" skx x)
a(LEMMA_-T"e € OK_VC4 ¢ N OK_VC, c¢asm_tac THEN _LIST[REPEAT strip_tac,id_tac]);
a(ante_tac(list_V_elim["tlo "¢l " rl1 " rl27 T x0T e\ " e Where_lemma)
THEN asm_rewrite_tacl]);
(% *xx Goal "2.2.2.2" skx x)
a(POP_ASM_T rewrite_thm_tac);
a(all_asm_fc_tac]));

val W_lemma = save_pop_thm" W _lemma";

SML

push_goal([], Where_cong2);

a(REPEAT strip_tac);

a(rewrite_tac]| Where_ W _lemmal);

a(be_tac[W _lemma] THEN _TRY PC_T1 "sets_ext" asm_rewrite_tacl]);

(x sk Goal "1" sk x)

a(POP_ASM_T ante_tac THEN rewrite_tac(map get_spec[” Let™,” HideDerTableData™," H)));
val Where_OKg_lemma = save_pop_thm" Where_ OK 4_lemma";

5.2  Group

First, some lemmas about MakeGroups and the columns of a DTR_row.
SML

push_goal([],"V xs gpby e — [| € Elems (MakeGroups gpby xs)7);
a(REPEAT strip_tac);

a(list_induction_tac™xzs7);

(x skk Goal "1" sx% )

a(rewrite_tac(map get_spec[” Elems™,” MakeGroups™]));

(% sk Goal "2" sk x)

a(strip_tac THEN rewrite_tac(map get_spec|” Elems™,” MakeGroups™]));
a(lemma-tac™3 gps o MakeGroups gpby xs = gps ' THEN1 prove_3_tac);
a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tac]|);
a(POP_ASM_T discard_tac);

a(list_induction_tac” gps™);
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SML

(¢ skk Goal "2.1" skx x)

a(rewrite_tac(map get_spec[” Elems™,” PutInGroup™)));

(% wxk Goal "2.2" sxx x)

a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™]);

(x skk Goal "2.3" skx x)

a(rewrite_tac(map get_spec[” Elems™,” PutInGroup™)));
a(REPEAT strip_tac);

a(cases_tac” gpby x = gpby (Head z')"THEN asm_rewrite_tac|]);
(x #xx Goal "2.8.1" *xx x)

a(asm_prove_tac|get_spec” Elems™));

(% sk Goal "2.3.2" sxx x)

a(asm_prove_tac[get_spec” Elems™]);

val MakeGroups_lemmal = save_pop_thm" MakeGroups_lemmal";

SML
set_goal([| VY 11 12 Cc ®
HideDerTableRow ¢ r; = HideDerTableRow ¢ ryg
= Map Fst (DTR_cols r;) = Map Fst (DTR_cols rz)™);
a(REPEAT strip_tac);

["HideDerTableRow™,” Let™,” MkDerTableRow™)));
a(LIST_DROP_NTH_ASM_T [2,3](MAP_EVERY discard_tac));
a(POP_ASM _T ante_tac);
a(lemma_tac™311 @ DTR_cols r; = l1"THEN1 prove_3_tac);
a(lemma_tac™312 o DTR_cols ro = I27THEN1 prove_3_tac);
a(POP_ASM_T rewrite_-thm_tac THEN POP_ASM_T rewrite_thm_tac );
a(intro_ N_tac("127,7127));

(

a(list_induction_tac™117);

SML

(% *xx Goal "1" skx )

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim™12list _cases_thm));

(% sk Goal "1.1" %% x)

a(POP_ASM _T rewrite_thm_tac);

(x skk Goal "1.2" skx x)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[get_spec” Map™));
(% sk Goal "2" sk k)

a(REPEAT strip_tac);

a(strip-asm_tac(V_elim™ 12 list_cases_thm));

(¢ #xx Goal "2.1" sxx %)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);

a(POP_ASM_T (strip-asm_tac o rewrite_rule(MkDerTableRow_lemma :: map get_spec
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SML

(% #xx Goal "2.2" sxx x)
a(var_elim_nth_asm_tac 1);
a(POP_ASM_T ante_tac);

a(rewrite_tac[get_spec” Map™));

a(REPEAT =_tac);

a(all_asm_fc_tac]));

a(asm_rewrite_tacl]);

a(DROP_NTH_ASM_T 3 ante_tac);

a(cases_tac™ ¢ dominates Fst x 7THEN cases_tac™ ¢ dominates Fst ' 7THEN asm_rewrite_tac|));
(x xxx Goal "2.2.1" sxx x)

a(=_T rewrite_thm_tac);

(% *xx Goal "2.2.2" xxx x)

a(=_T (strip_asm_tac o once_rewrite_rule[prove_rule[|"z = (Fst z,Snd x)7]));

(x xxx Goal "2.2.3" sxx x)

a(=_T (strip_asm_tac o once_rewrite_rule[prove_rule[|"z’ = (Fst z’,Snd 2')7)));

val GroupA_cols_lemmal = save_pop_thm" GroupA_cols_lemmal";

SML
push_goal([],"V 11 2 ¢ gbsterling gbclass o

¢ dominates lubl (ListNth gbsterling (Map Fst (DTR-cols ry)))
A HideDerTableRow ¢ r; = HideDerTableRow ¢ rg

= ListNth gbsterling (Map Snd (DTR_cols 1))

= ListNth gbsterling (Map Snd (DTR_cols r2))7);
a(REPEAT strip_tac);
a(TOP_ASM_T (strip-asm_tac o rewrite_rule( MkDerTableRow_lemma :: map get_spec

["HideDerTableRow™,” Let™,” MkDerTableRow™)));
a(all_asm_fc_tac[HideDerTableRow_ Length_lemmal);
a(all_asm_fc_tac[GroupA_cols_lemmall);
a(LIST_-DROP_NTH_ASM_T [4,5,6](MAP_EVERY discard_tac));
a(DROP_NTH_ASM_T 4 ante_tac);
a(LIST_INDUCTION _TT gbsterling asm_tac);
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SML

(¢ skk Goal "1" sx% *)

a(rewrite_tac[get_spec” ListNth™);

(% sk Goal "2" sk x)

a(asm_rewrite_tac|get_spec” ListNth™length_map_lemma,lubl_lemma,dominates_lub_lemmal));

a(V_tac THEN CASES_T"1 <z AN x < # (DTR_cols rg) asm_tac THEN
asm_rewrite_tac|]);

(x sk Goal "2.1" skx %)

a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tacl]);

a(REPEAT strip_tac THEN_TRY all_asm_fc_tacl]);

a(lemma_tac™x < # (DTR_cols r1)"THENI asm_rewrite_tac|]);

a(DROP_NTH_ASM_T 5 (strip_asm_tac));

a(lemma_tac™ ¢ dominates Nth (Map Fst (DTR-cols r;)) xa7'THEN1 asm_rewrite_tac|]);

SML
a(strip_asm_tac(list_¥_elim["DTR_cols r;7,"z7,
TFst: Class x (ValuedItem + ONE) — Class™|fun_nth_map_lemma));
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T (rewrite_thm_tac o eq-sym_rule)
THEN =_tac);
a(strip_asm_tac(list_V_elim["DTR_cols T2, z7,
TFst: Class x (Valuedltem + ONE) — Class™| fun_nth_map_lemma));
a(DROP_NTH_ASM_T 7 ante_-tac THEN POP_ASM_T (rewrite_thm_tac o eq-sym_rule)
THEN =_tac);
a(strip_asm_tac(list_¥_elim["DTR_cols v, "z,
"Snd: Class x (Valuedltem + ONE) — Valuedltem + ONE?|fun_nth_map_lemma));
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(strip_asm_tac(list_V_elim["DTR_cols 7,27,
"Snd: Class x (Valuedltem + ONE) — Valuedltem + ONE7|fun_nth_map_lemma));
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));

SML
a(LIST_DROP_NTH_ASM_T [1,2,3,5,9,10( MAP_EVERY ante_tac));
a(lemma_tac™311 e DTR_cols r; = l1"THEN1 prove_3_tac);
a(lemma_tac™312 e DTR_cols ro = [27THEN1 prove_3_tac);
a(POP_ASM_T rewrite_-thm_tac THEN POP_ASM_T rewrite_thm_tac );
a(LIST_DROP_NTH_ASM_T [2,3,4](MAP_EVERY discard_tac));
a(POP_ASM_T ante_tac);
a(intro_V_tac("127,7127));
a(intro_¥_tac("z,"z7));
(

a(list_induction_tac™l17);

Page 27 of 56



DRA FRONT END FILTER PROJECT

Ref- DS/FMU/FEF /035

Lemma 1 Issue: Revision : 1.9

Table Computation Security Proofs

Date: 5 June 2016

SML

(¢ *xx Goal "2.1.1" *xx %)

a(REPEAT strip_tac);

a(DROP_NTH _ASM_T 4 (strip_asm_tac o rewrite_rule[length_def]));
a(DROP_NTH_ASM_T 7 ante_-tac THEN POP_ASM_T rewrite_thm_tac);
(x *xx Goal "2.1.2" xxx x)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim™ 12 list_cases_thm));

(% *xx Goal "2.1.2.1" s%x x)

a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac|get_spec” Length™]);
(¢ #xx Goal "2.1.2.2" s*x )

a(var_elim_nth_asm_tac 1);

a(LIST_DROP_NTH_ASM _T [1,2,3,4,5,6](MAP_EVERY ante_tac));
a(rewrite_tac(map get_spec|” Length™,” Map™,” Nth7)));
a(cases_tac™z'=1"THEN asm_rewrite_tac[]);

SML

(% xxx Goal "2.1.2.2.1" sxx %)

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|));

a(=_T rewrite_thm_tac);

(% #xx Goal "2.1.2.2.2" sxx %)

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T 10 (ante_tac o list_V_elim|["z'—17,"list27]));

a(asm_rewrite_tac[]);

a(GET-ASM_T "1 < 2'7 (strip_asm_tac o rewrite_rule[get_spec™$<7)));

a(var_elim_nth_asm_tac 1);

a(asm_rewrite_tacl]);

a(strip_asm_tac (V_elim™ i N_cases_thm));

a(POP_ASM_T rewrite_thm_tac);

(% #xx Goal "2.2" xxx %)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]| THEN
REPEAT strip_tac THEN all_asm_fc_tac|]);

val GroupA_cols_lemma2 = save_pop_thm" GroupA_cols_lemma2";
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SML
push_goal([],7VY 1lg vl g ®
Map g rlg = Map g ri;

Map (Map g) (MakeGroups g rly) = Map (Map g) (MakeGroups g rl;)™);
a V_tac;

=

a(list_induction_tac"rly™);

(% sk Goal "1" sk %)

a(REPEAT strip_tac);
a(strip-asm_tac(V_elim™rl; ist_cases_thm));
(% #xx Goal "1.1" sxx %)

a(POP_ASM_T rewrite_thm_tac);

(% swxk Goal "1.2" sxx x)

a(DROP_NTH_ASM_T 2 ante-tac THEN asm_rewrite_tac[get_spec” Map™|);

SML

(x sk Goal "2" sk x)

a(REPEAT strip_tac);

a(strip-asm_tac(V_elim™rl; list_cases_thm));

(% #xx Goal "2.1" sxx %)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);
(x xxx Goal "2.2" xxx x)

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T ante_tac THEN

rewrite_tac[get_spec” Map™,get_spec” MakeGroups™));
a(REPEAT =_tac);

a(all_asm_fc_tacl]);
a(DROP_NTH_ASM_T 4 discard_tac);
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SML
a(lemma_tac™310  MakeGroups g rlyg = [07THEN1 prove_3_tac);
a(lemma_tac™3l1 o MakeGroups g list2 = [1"THEN1 prove_3_tac);
a(ante_tac(list_¥_elim["rly"," g7'|MakeGroups_lemmal));
a(ante_tac(list_V_elim|["list27," 7" MakeGroups_lemmal));
a(DROP_NTH_ASM_T 3 ante_tac THEN
POP_ASM_T rewrite_thm_tac THEN POP_ASM _T rewrite_thm_tac);
a(intro_¥_tac("117,7117));
a(list_induction_tac™107);
(% *xx Goal "2.2.1" *xx x)
a(REPEAT strip_tac);
a(strip_asm_tac(V_elim"™11 list _cases_thm));
(x xxx Goal "2.2.1.1" *** x)
a(POP_ASM_T rewrite_thm_tac);
a(rewrite_tac[get_spec” PutInGroup™,get_spec” Map™));
a(asm_rewrite_tacl]);
(% *xx Goal "2.2.1.2" skx )
a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);

SML

(% *xx Goal "2.2.2" xxx x)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim"™11 list _cases_thm));

(% sk Goal "2.2.2.1" sk )

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac[get_spec” Map™|);

(% xxx Goal "2.2.2.2" skx x)

a(var_elim_nth_asm_tac 1);

a(LIST_DROP_NTH_ASM_T [1,2,3)(MAP_EVERY ante_tac) THEN
rewrite_tac(map get_spec[” Map™,” Elems™,” PutInGroup™)));

a(REPEAT strip_tac);

a(all_asm_fc_tac]));

a(strip_asm_tac(V_elim"™z" list _cases_thm));

(% *xx Goal "2.2.2.2.1" sxx %)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);

(x skk Goal "2.2.2.2.2" sxx )

a(strip_asm_tac(V_elim™z"" list_cases_thm));

Page 30 of 56



DRA FRONT END FILTER PROJECT  ‘tef: DS/FMU/FEF/035

. . Issue: Revision : 1.9
Table Computation Security Proofs Date: 5 June 2016

Lemma 1

SML
(x skk Goal "2.2.2.2.2.1" sxx x)
a(DROP_NTH_ASM_T 7 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.2.2.2.2.2" xxx %)
a(var_elim_nth_asm_tac 1);
a(var_elim_nth_asm_tac 1);
a(LIST_DROP_NTH_ASM_T [2,3,4,5,8]( MAP_EVERY discard_tac));
a(DROP_NTH_ASM_T 3 (strip_asm_tac o rewrite_rule[get_spec” Map™]));
a(rewrite_tacl));
a(cases_tac"g x = g "' TTHEN cases_tac™g ' = g 2"
THEN asm_rewrite_tac[get_spec™ MapT));
(% wkk Goal "2.2.2.2.2.2.1" sxx %)
a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tacl]);
(x skk Goal "2.2.2.2.2.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]]);

val MakeGroups_lemma2 = save_pop_thm" MakeGroups_lemma2";

SML

push_goal([],FY rlg rly g h e

Map g rlg = Map g ri;

A Map h rly = Map h 1l

= Map (Map h) (MakeGroups g rlg) = Map (Map h) (MakeGroups g rl;)™);
a V_tac;

a(list_induction_tac™rlp™);

(x xxx Goal "1" xxx %)

a(REPEAT strip_tac);
a(strip_asm_tac(V_elim"rl; 'list_cases_thm));
(% sk Goal "1.1" sxx x)

a(POP_ASM _T rewrite_thm_tac);

(¢ skk Goal "1.2" skx x)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[get_spec” Map™]);
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SML

(¢ skk Goal "2" sxx *)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim"rl; 'list_cases_thm));

(x skk Goal "2.1" skx x)

a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);

(% #xx Goal "2.2" xxx %)

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN
rewrite_tac[get_spec” Map™,get_spec” MakeGroups™);

a(REPEAT = _tac);

a(all_asm_fc_tac]));

a(DROP_NTH_ASM_T 6 discard_tac);

a(lemma_tac™ Map (Map g) (MakeGroups g rlg) = Map (Map g) (MakeGroups g list2)™
THEN1 all_asm_fc_tac[MakeGroups_lemma2]);

a(lemma_tac™310 o MakeGroups g rly = I0"THEN1 prove_3_tac);

a(lemma_tac™311 o MakeGroups g list2 = [1"THENI prove_3_tac);

SML

a(ante_tac(list_¥_elim["rly"," g7'|MakeGroups_lemmal));

a(ante_tac(list_V_elim|[" list27,” g7'| MakeGroups_lemmal));

a(DROP_NTH_ASM_T 4 ante_-tac THEN DROP_NTH_ASM_T 3 ante_tac THEN
POP_ASM_T rewrite_thm_tac THEN POP_ASM_T rewrite_thm_tac);

a(intro_¥_tac("117,7117));

a(list_induction_tac™107);

(% *xx Goal "2.2.1" *xx x)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim"™11 list_cases_thm));

(% *xx Goal "2.2.1.1" s*x )

a(POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[get_spec” PutInGroup™,get_spec” Map™));

a(asm_rewrite_tacl]);

(% *xx Goal "2.2.1.2" s*x x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);
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SML

(x *xx Goal "2.2.2" xxx x)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim"™ 11 list_cases_thm));

(x xxx Goal "2.2.2.1" s*x x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);

(% sxxk Goal "2.2.2.2" skx )

a(var_elim_nth_asm_tac 1);

a(LIST_DROP_NTH_ASM_T [1,2,3,4](MAP_EVERY ante_tac) THEN
rewrite_tac(map get_spec]” Map™,” Elems™,” PutInGroup™));

a(REPEAT strip_tac);

a(all_asm_fc_tac]));

a(strip-asm_tac(V_elim™z" ist_cases_thm));

(x sk Goal "2.2.2.2.1" %% )

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]]);

(% sk Goal "2.2.2.2.2" sk )

a(strip_asm_tac(V_elim™z"" ist_cases_thm));

SML

(% *xx Goal "2.2.2.2.2.1" *xx %)

a(DROP_NTH_ASM_T 7 ante_-tac THEN asm_rewrite_tacl]);

(x skk Goal "2.2.2.2.2.2" sxx %)

a(var_elim_nth_asm_tac 1);

a(var_elim_nth_asm_tac 1);

a(LIST_-DROP_NTH_ASM_T [2,3,4,5,10](MAP_EVERY discard_tac));

(
(
a(DROP_NTH_ASM_T 8 (strip-asm_tac o rewrite_rule[get_spec” Map™]))
(
(
(

i
7

a(DROP_NTH_ASM_T 6 (strip-asm_tac o rewrite_rule[get_spec” Map™]))

a(rewrite_tacl));

a(cases_tac" g x = g """ "THEN cases_tac” g z’' = g /"""
THEN asm_rewrite_tac[get_spec” Map™));

(¢ sk Goal "2.2.2.2.2.2.1" %% )

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.2.2.2.2.2.2" sxx )

a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tac]|);

val MakeGroups_lemma3 = save_pop_thm" MakeGroups_lemma3";
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SML
push_goal([],"V rly iy c gbsterling gbclass e
¢ dominates lubl (Map (A rowe lubl
(ListNth gbsterling (Map Fst (DTR_cols row)))) rly)
Map (HideDerTableRow ¢) rlg = Map (HideDerTableRow ¢) rl;
= Map (X row e (ListNth gbsterling (Map Snd (DTR_cols row)),
ListNth gbclass (Map Fst (DTR_cols row)))) rlg =
Map (X row e (ListNth gbsterling (Map Snd (DTR_cols row)),
ListNth gbclass (Map Fst (DTR_cols row)))) rl;7);
a(REPEAT strip_tac);
a(LIST_-DROP_NTH_ASM_T [1,2](MAP_EVERY ante_tac)
THEN intro_¥_tac("rl; "\ ri;7));
a(list_induction_tac"rly™);

>

SML

(x sk Goal "1" sk %)

a(REPEAT strip_tac);
a(strip-asm_tac(V_elim™rl; list_cases_thm));
(% #xx Goal "1.1" sxx %)

a(POP_ASM _T rewrite_thm_tac);

(x xxx Goal "1.2" *xx x)
a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);
(¢ #xx Goal "2" skx *)

a(REPEAT strip_tac);
a(strip-asm_tac(V_elim™rl; ist_cases_thm));

SML

(x sk Goal "2.1" skx %)

a(DROP_NTH_ASM_T 2 ante_-tac THEN asm_rewrite_tac|get_spec” Map™]);

(% #xx Goal "2.2" sxx x)

a(var_elim_nth_asm_tac 1);

a(LIST_DROP_NTH_ASM_T [1,2](MAP_EVERY ante_tac) THEN
rewrite_tac[get_spec” Map™,lubl_lemma,dominates_lub_lemmal);

a(REPEAT =_tac);

a(all_asm_fc_tac]));

a(DROP_NTH_ASM_T 6 discard_tac);

a(POP_ASM_T rewrite_thm_tac);

a(all_asm_fc_tac|GroupA_cols_lemmall);

a(all_asm_fc_tac[GroupA-cols_lemma2]);

a(asm_rewrite_tacl]);

val GroupA _lemma = save_pop_thm" GroupA_lemma";
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5.2.1 Data OKness lemmas

First, proofs of GroupA_conji and GroupB_conjl.
SML
push_goal([], GroupA_conjl);
a(rewrite_tac[get_spec” GroupA™, let_def]
THEN REPEAT strip_tac);
a(swap_nth_asm_concl_tac 1);
a(all_asm_fc_tac|GroupA_lemmal);
a(bc_tac[MakeGroups_lemma3|THEN _TRY asm_rewrite_tacl]);
val GroupA_OKq_lemma = save_pop_thm" GroupA_OK 4_lemma";

SML
push_goal([], GroupB_conjl);
a(rewrite_tac[get_spec” GroupB™, let_def]
THEN REPEAT strip_tac);
a(swap_nth_asm_concl_tac 1);
POP_ASM_T ante_-tac THEN POP_ASM_T ante_tac);

(

a(

a(intro_N_tac("gps; "\ gpsi7));
(

a(list_induction_tac” gpsp™);

SML

(¢ skk Goal "1" sx% *)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim" gps; 'list_cases_thm));

(x xxx Goal "1.1" *%x x)

a(asm_rewrite_tac[] THEN rewrite_tac[get_spec™$]7));
(% #xx Goal "1.2" sxx %)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);

(x sk Goal "2" sxx )
a(REPEAT strip_tac);

a(strip_asm_tac(V_elim" gps; 'list_cases_thm));
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SML
(¢ skk Goal "2.1" skx x)
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);
(% wxk Goal "2.2" sxx x)
a(var_elim_nth_asm_tac 1);
a(POP_ASM_T ante_-tac THEN POP_ASM_T ante_tac);
a(rewrite_tac(lubl_lemma :: dominates_lub_lemma :: map get_spec[” Map™,"$]7]));
a(REPEAT strip_tac THEN all_asm_fc_tac|]);
a(all_asm_fc_tac|CommonValue_ OK 4_lemmal);

(POP_ASM_T (strip-asm_tac o rewrite_rule[get_spec” OK_VC47]));
a(all_asm_fc_tac[CommonValue_ OK ._lemmal);
a(POP_ASM_T (strip_asm_tac o rewrite_rule[get_spec” OK_VC . 7));
a(LEMMA_T" HideDerTableRow ¢ Arbitrary = HideDerTableRow ¢ Arbitraryasm_tac

THEN _LIST[rewrite_tac|],all_asm_fc_tac]]]);

a(lemma_tac™ Snd (CommonValue having tly x Arbitrary)

a

= Snd (CommonValue having tl; =’ Arbitrary)”
THEN1 contr_tac THEN all_asm_fc_tacl]);

a(cases_tac™ ItemBool (Snd (CommonValue having tl; z' Arbitrary))™
THEN asm_rewrite_tac[get_spec” MapT));

val GroupB_OKy_lemma = save_pop_thm" GroupB_OK 4_lemma";

Finally, a proof of the Data OKness Group conjecture, the main proof of this section.
SML
push_goal([], Group_conj1);
a(MAP_EVERY (ante_tac o all-=-_intro) |
Group_lemma?2,
GroupA_OK 4_lemma,
GroupB_OK ;_lemmal
THEN taut_tac);
val Group_OKg_lemma = save_pop_thm" Group_OK 4_lemma";

5.2.2 Classification OKness lemmas

First, proofs of GroupA_conj2 and GroupB_conj2.
SML
push_goal([], GroupA-conj2);
a(rewrite_taclget_spec” GroupA~, let_def]
THEN REPFEAT strip_tac);
a(POP_ASM _T ante_tac THEN intro_¥_tac("rl; 7\ rl;7));

a(list_induction_tac"rly™);
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SML

(¢ skk Goal "1" sx% *)

a(REPEAT strip_tac);
a(strip_asm_tac(V_elim"rl; 'list_cases_thm));
(x skk Goal "1.1" skx %)

a(POP_ASM_T rewrite_thm_tac);

(% #xx Goal "1.2" xxx %)
a(var_elim_nth_asm_tac 1);
a(POP_ASM_T (strip_-asm_tac o rewrite_rule|get_spec” Map™]));
(¢ skk Goal "2" sxx *)

a(REPEAT strip_tac);
a(strip_asm_tac(V_elim™rl; ist_cases_thm));

SML

(% sk Goal "2.1" sk %)

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T (strip_asm_tac o rewrite_rule[get_spec” Map™));

(x skk Goal "2.2" skx x)

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T ante_tac THEN
rewrite_tac[dominates_lub_lemma,lubl_lemma,get_spec” Map™));

a(REPEAT strip_tac);

a(all_asm_fc_tac]));

a(all_asm_fc_tac|GroupA_cols_lemmall);

a(asm_rewrite_tac[]);

val GroupA_OK._lemma = save_pop_thm" GroupA_OK ._lemma";

SML
push_goal([], GroupB_conj2);
a(rewrite_tac[get_spec” GroupB™, let_def]
THEN REPEAT strip_tac);
a(POP_ASM _T ante_tac THEN intro_V_tac("gps; ", gpsi™));
a(list_induction_tac” gpsy™);
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SML

(¢ skk Goal "1" sx% *)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim" gps; 'list_cases_thm));

(x skk Goal "1.1" skx %)

a(asm_rewrite_tac[get_spec” Map™]);

(% #xx Goal "1.2" xxx %)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);
(x skk Goal "2" k% *)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim"™ gps; list_cases_thm));

SML

(x sk Goal "2.1" skx x)

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|get_spec” Map™]);

(x skk Goal "2.2" skx x)

a(var_elim_nth_asm_tac 1);

a(POP_ASM_T ante_tac);

a(rewrite_tac[lubl_lemma,dominates_lub_lemma,get_spec™ MapT));

a(REPEAT strip_tac THEN all_asm_fc_tac|]);

a(all_asm_fc_tac|CommonValue_ OK ._lemmal);

a(POP_ASM_T (strip_asm_tac o rewrite_rule[get_spec” OK_VC . ));

a(LEMMA_T" HideDerTableRow ¢ Arbitrary = HideDerTableRow ¢ Arbitraryasm_tac
THEN _LIST[rewrite_tac|[],all_asm_fc_tac]]]);

a(asm_rewrite_tac[]);

val GroupB_OK,._lemma = save_pop_thm" GroupB_OK ._lemma";

Finally, a proof of the Classification OKness Group conjecture, the main proof of this section.

SML

push_goal([], Group_conj2);

a(rewrite_tac|Group_lemmal, let_def| THEN REPEAT strip_tac);
a(all_asm_fc_tac|GroupA_OK ._lemmal));

a(lemma_tac™ Fst (GroupA rl; ml nl) = Fst (GroupA rlg ml nl)" THEN1 asm_rewrite_tacl]);
a(DROP_NTH_ASM_T 2 discard_tac);

a(cases_tac™c dominates Fst (GroupA rlg ml nl)? THEN asm_rewrite_tac[]);
a(be_tac[GroupB_OK ._lemma] THEN_TRY asm_rewrite_tac|));

a(3-tac" c"THEN asm_rewrite_tac|]);

a(POP_ASM_T ante_tac THEN rewrite_tac(map get_spec[” Let™,” GroupA™)));
a(strip-tac THEN bc_tac[MakeGroups_lemma3] THEN_TRY asm_rewrite_tac|]);
a(all_asm_fc_tac|GroupA_lemmal);

a(asm_rewrite_tacl]);

val Group-OK._lemma = save_pop_thm" Group_OK ._lemma";
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5.3 ProjectData

SML

push_goal([],ProjectData_conyj);

a(REPEAT strip_tac);

a(POP_ASM_T ante_tac THEN intro_¥_tac("gps;,\" gpsi));
a(list_induction_tac” gpsy™);

(% sk Goal "1" sk %)

a V_tac;

a(strip-asm_tac (V_elim" gps; list_cases_thm));

(¢ #xx Goal "1.1" sxx %)

a(asm_rewrite_tac(map get_spec[” Let™,” ProjectData™,” Map™));
(% wxk Goal "1.2" sxx x)

a(asm_rewrite_tac|get_spec” Map™]);

SML

(% *xx Goal "2" skx *)

a(REPEAT V_tac);

a(strip_asm_tac (V_elim" gps; list_cases_thm));

(x sk Goal "2.1" sk %)

a(asm_rewrite_tac|get_spec” Map™]);

(% *xx Goal "2.2" sxx %)

a(var_elim_nth_asm_tac 1);

a(=_T (strip_asm_tac o rewrite_rule(map get_spec[” Map™])));
a(all_asm_fc_tac]));
(

a(rewrite_tac|[ProjectData_lemmal);
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SML
a(lemma_tac™v z1 22 2’ @
Map (HideDerTableRow ¢) © = Map (HideDerTableRow c) z’
A Mayp (HideDerTableRow ¢) x1 = Map (HideDerTableRow c¢) x2
=
Map
(HideDerTableRow c)
(Map (A re MkDerTableRow (DTR_where r) (DTR_row )
(Map (X ee e tly z1 r) sl)) z
™ ProjectData tlyg sl gpsg)
= Map
(HideDerTableRow c)
(Map (A re MkDerTableRow (DTR_where r) (DTR_row )
(Map (X ee e tl; 22 1) sl)) 2’
™ ProjectData tly sl list2)"THEN _LIST[id_tac, all_asm_fc_tacl]]);
a(DROP_NTH_ASM_T 3 discard_tac);
a(list_induction_tac™z7);

SML

(% sk Goal "2.2.1" s%x x)

a(REPEAT strip_tac);

a(strip_asm_tac (V_elim"™z'list_cases_thm));

(¢ skk Goal "2.2.1.1" skx %)

a(asm_rewrite_tac(map get_spec[” Map™,"$7"7)));

(x *xx Goal "2.2.1.2" sxx x)

a(var_elim_nth_asm_tac 1);

a(DROP_NTH_ASM_T 2(strip_asm_tac o rewrite_rule[get_spec” Map™]));
(% *xx Goal "2.2.2" xxx x)

a(REPEAT V_tac);

a(strip_asm_tac(V_elim™z" ist_cases_thm));

(% *xx Goal "2.2.2.1" sxx x)

a(asm_rewrite_tac|get_spec” Map™]);

(x xxx Goal "2.2.2.2" skx x)

a(asm_rewrite_tac(map get_spec|” Map™,"$7"7));

a(REPEAT strip-tac THEN all_asm_fc_tac[ProjectData_lemmall);

val ProjectData_OKg4_lemma = save_pop_thm" ProjectData_OK ;_lemma";
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6.1 TableContents

SML
set_goal([], "Vc 1o TableContents i € OK_TC 4 c¢7);
a(rewrite_tac(map get_spec["OK_TC 47, " TableContents™|)

THEN REPEAT strip_tac);
a(POP_ASM_T ante_tac);
a(lemma_tac™# (Map (HideDerTable c) tly)

= # (Map (HideDerTable c) tly)™

THEN1 asm_rewrite_tacl]);
a(POP_ASM_T (strip_asm_tac o rewrite_rule [length_map_thm)));
a(cases_tac "1 < i N i < # tly? THEN asm_rewrite_tac|));
a(REPEAT strip_tac);
a(all_fe_tac|fun_nth_map_lemmall);
val TableContents_ OKq4_lemma = save_pop_thm" TableContents_ OK 4_lemma™;

6.2  AllTuples

SML
push_goal([], "Vc esl tel el ml nl e2 o
Elems (Map Fst esl) C OK_VC4 ¢ N OK_VC, ¢ A
Elems tel C OK_TC4 ¢ A
el € OK_VCy4 cnN OK_VC, ¢cA
e2 € OK_.VC4jcnN OK_VC, ¢c =
AllTuples ¢ esl tel el ml nl e2 € OK_TCy c™);
a(rewrite_tac[get_spec” OK_TC 47);
a(REPEAT strip_tac);
a(swap_nth_asm_concl_tac 1);
a(lemma_tac™ ¢ dominates lubl (Fst (Split (Map (X tee te tly) tel)))™);
(% sk Goal "1" sk k)
a(swap_nth_asm_concl_tac 1);
a(asm_rewrite_tac(map get_spec [~ Let™,” AllTuples™)));
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SML
(¢ skk Goal "2" sxx *)
a(lemma_tac™ Map
(HideDerTable c)
(Snd (Split (Map (X tee te tly) tel)))
= Map
(HideDerTable c)
(Snd (Split (Map (X tee te tly) tel)))™
THEN1 be_tac[AllTuples_lemmal| THEN _TRY asm_rewrite_tac|]);
a(all_fc_tac[Join_OK 4_lemmal);
a(POP_ASM_T discard_tac);
a(POP_ASM_T ante_tac);
a(POP_ASM_T discard_tac);
a(DROP_NTH_ASM_T 2 ante_tac);
a(asm_rewrite_tac(MkDerTable_lemma :: map get_spec
[T AllTuples™,” Let " HideDerTable " Project,;" DT _spec™]));
a(REPEAT strip_tac THEN_TRY asm_rewrite_tacl]);

SML
a(lemma_tac™ Map
(HideDerTableRow c)
(Where ¢ tlg (Snd (Join (Snd (Split (Map (X tee te tly) tel))))) el)
= Map
(HideDerTableRow c)
(Where ¢ tl; (Snd (Join (Snd (Split (Map (X tee te tl;) tel))))) el)™
THEN_LIST[all-asm_fc_tac[Where_ OK 4_lemmal,id_tac]);
a(lemma_tac™c dominates lubl (Map DTR_row
(Where ¢ tlg (Snd (Join (Snd (Split (Map (X tee te tly) tel))))) el))
A ¢ dominates lubl (Map DTR_row
(Where ¢ tly (Snd (Join (Snd (Split (Map (X tee te tl;) tel))))) el))”
THEN1 rewrite_tac[ Where_dominates_lemmal);

SML

a(lemma_tac™ Map (Map (HideDerTableRow c))
(Snd (Group c tly (Where ¢ tly (Snd (Join (Snd (

Split (Map (X tee te tly) tel))))) el) ml nl e2))

= Map (Map (HideDerTableRow c))
(Snd (Group c tly (Where ¢ tly (Snd (Join (Snd (

Split (Map (X tee te tly) tel))))) el) ml nl e2))

THEN1 contr_tac THEN all_asm_fc_tac[Group_OK ;_lemmal));
a(all_asm_fc_tac|ProjectData_ OK 4_lemmal));
a(be_tac[HideDerTableData_lemmal]| THEN asm_rewrite_tac|));
val AllTuples_OKq_lemma = save_pop_thm" AllTuples_ OK 4_lemma";
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7.1  TableContents

SML
set_goal([], "Ve 1o TableContents i € OK_TC. ¢);
a(rewrite_tac(map get_spec["OK_TC ., " TableContents™)

THEN REPEAT strip_tac);
a(lemma_tac™# (Map (HideDerTable c) tl;)

= # (Map (HideDerTable c) tlp)™

THEN1 asm_rewrite_tacl]);
a(POP_ASM_T (strip_-asm_tac o rewrite_rule [length_map_thm]));
a(cases_tac "1 < i N i < # tlp? THEN asm_rewrite_tac|));
val TableContents_OK._lemma = save_pop_thm" TableContents_ OK ._lemma";

7.2  AllTuples

SML
push_goal([],7V ¢ tly tl; tel
e Flems tel C OK_TC. ¢
A Map (HideDerTable c) tly = Map (HideDerTable c) tl;
= lubl (Fst (Split (Map (X tee te tly) tel)))
= lubl (Fst (Split (Map (X tee te tly) tel)))");
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 2 ante_tac);
a(list_induction_tac" tel™);
(¢ skk Goal "1" sx% *)
a(asm_rewrite_tac(map get_spec[” MapT)));
(x sk Goal "2" sk %)
a(PC_T1 "sets_ext" asm_prove_tac|get_spec” Elems™]);
(¢ skk Goal "3" k% *)
a(POP_ASM_T ante_tac THEN rewrite_tac
[fst_snd_split_thm,map_o_lemma,lubl_lemma,get_spec” Map™,get_spec” Elems™));
a(REPEAT strip_tac);
a(lemma_tac"z € OK_TC. ¢'THEN1 PC_T1 "sets_ext" asm_prove_tac|]);
a(POP_ASM_T (strip-asm_tac o rewrite_rule[get_spec” OK_TC 7)));
a(all_asm_fc_tac]));

a(asm_rewrite_tac[]);

val AllTuples_lemma2 = save_pop_thm" AllTuples_lemma2";
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SML
push_goal([], "Vc esl tel el ml nl e2 o
el € OK_VC,cN OK_VCy4 ¢ N
Elems tel C OK_TC4y ¢cnN OK_TC, ¢ N
e2 € OK_.VC,. ¢ =
AllTuples ¢ esl tel el ml nl e2 € OK_TC, ¢7);
a(rewrite_tac[get_spec” OK_TC .7));
a(REPEAT strip_tac);
a(lemma_tac™ Elems tel C OK_TC. ¢ N Elems tel C OK_TCy ¢
THEN1 PC_T1 "sets_ext" asm_prove_tac]|);
a(all_asm_fc_tac[AllTuples_lemmaZ2]);

a(rewrite_tac(map get_spec[” Let™,” AllTuples™]));

SML
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(cases_tac™ ¢ dominates lubl (Fst (Split (Map (X tee te tly) tel)))™
THEN asm_rewrite_tac|]);
a(be_tac|Group- OK ._lemma) THEN _TRY asm_rewrite_tac|]);
a(be_tac[Where_OK 4_lemma] THEN _TRY PC_T1 "sets_ext" asm_rewrite_tacl]);
a(all_fc_tac[AllTuples_lemmal));
a(all_asm_fc_tac[Join_- OK 4_lemmal));
a(POP_ASM_T discard_tac);
a(POP_ASM_T (strip-asm_tac o rewrite_rule(MkDerTable_lemma ::
map get_spec|” HideDerTable ,” MkDerTable™)));

val AllTuples_OK._lemma = save_pop_thm" AllTuples_ OK ._lemma";

8 CLOSING DOWN
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9 THE THEORY fef035

9.1 Parents

fef033
9.2 Children

fef036

9.3 Constants

GroupA DerTableRow LIST

— Errors

— FErrors

— Class x DerTableRow LIST LIST
GroupB DerTable LIST

— DerTableRow LIST LIST
— VALUE_COMP
— Class x DerTableRow LIST LIST
W Class
— DerTable LIST
— DerTableRow LIST
— DerTableRow LIST
— VALUE_COMP
— DerTableRow LIST
H Class — DerTableRow LIST — DerTableRow LIST

9.4 Definitions

GroupA FV 7l gbsterling gbclass
e GroupA rl gbsterling gbclass
= (let gpby row
= (ListNth
gbsterling
(Map Snd (DTR_cols row)),
ListNth gbclass (Map Fst (DTR_cols row)))
in let gbc row
= lubl
(ListNth
gbsterling
(Map Fst (DTR_cols row)))
in (lubl (Map gbc rl), MakeGroups gpby rl))
GroupB FV tl gps having
e GroupB tl gps having
= (let has_test gp
= CommonValue having tl gp Arbitrary
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i let wanted_gps
= gps | {gp|ItemBool (Snd (has_test gp))}
in (lubl (Map (Fst o has_test) gps),
wanted_gps))
W FYctlrly rriye
e Wectlrly[] e=]
AN W ctlrly (Consrrig) e
= (let w = DTR_where r lub Fst (e tl rl; )
wn let h
< (ItemBool (Snd (e tl rl; 1))
V = ¢ dominates w)
A ¢ dominates DTR_row r
in if h
then
Cons
(MkDerTableRow
w
(DTR_row 1)
(DTR_cols T))
(W ctlrly rlig e)
else W c tl rl; rly e)
H FYcrie Hcrl=rl] {rlc dominates DTR_row r}

9.5 Theorems

length_map_lemma
EY fle# (Map f1)=H#1
fun_nth_map_lemma
FYlif
o i < H#INT1<i= f(Nthli)= Nth (Map f 1) i
fun_nth_map_lemmal
FYiflls
o i < H Iy N1 <iANMapfl; = Mapfls
= f (Nth l; 1) = f (Nth ls 1)
ProjectData_lemma
FVY tl el gp gps
e ProjectData tl el [| = |
A ProjectData tl el (Cons gp gps)
= Map
(Ar
o MkDerTableRow
(DTR_where )
(DTR_row 1)
(Map (X ee e tl gp 1) el))
gp
@ ProjectData tl el gps
DT _spec_HideDerTable_lemma
FV ¢ te DT _spec (HideDerTable ¢ t) = DT _spec t
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map_HideDerTable_map_DT_spec_lemma
FV octsl ts2
o Map (HideDerTable c¢) ts1 = Map (HideDerTable c) ts2
= Map DT _spec ts1 = Map DT _spec ts2
HideDerTableData_lemma
FYcrmrs
e HideDerTableData ¢ || = |]
A HideDerTableData ¢ (Cons 1 rs)
= (if ¢ dominates DTR_row r
then
Cons
(HideDerTableRow ¢ )
(HideDerTableData c rs)
else HideDerTableData c rs)
JoinRows_lemma
FYcrl r2rs
e JoinRows rl || = |]
A JoinRows r1 (Cons r2 rs)
= Cons
(MkDerTableRow
(DTR_where r1 lub DTR_where r2)
(DTR_row r1 lub DTR_row 12)
(DTR_cols 11 @ DTR_cols r2))
(JoinRows 11 15)
HideDerTable_flat_lemma
FV ¢ blks
e HideDerTableData ¢ (Flat blks)
= Flat (Map (HideDerTableData c) blks)
Join_lemmal V c ts1 ts2
e Map (HideDerTable c¢) ts1 = Map (HideDerTable c¢) ts2
= HideDerTableData ¢ (JoinData (Map DT _rows tsl))
= HideDerTableData
c
(JoinData (Map DT _rows ts2))
FV tlg tll C
e Map (HideDerTable c) tly
= Map (HideDerTable c) ti;
= HideDerTuable
c
(MkDerTable
(Fst (Join tly))
(Snd (Join tly)))
= HideDerTable
c
(MkDerTable
(Fst (Join tly))
(Snd (Join tly)))
Join_lemma2 V c ts1 ts2
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o Map (HideDerTable c¢) ts1 = Map (HideDerTable c) ts2
= Map (HideDerTableData c) (Map DT _rows ts1)
= Map (HideDerTableData c¢) (Map DT _rows ts2),
YV ¢ dsl ds2
e Map (HideDerTableData c) dsi
= Map (HideDerTableData c) ds2
= HideDerTableData ¢ (JoinData dsl)
= HideDerTableData ¢ (JoinData ds2)
FVoctsl ts2
e Map (HideDerTable c) tsl
= Map (HideDerTable c) ts2
= HideDerTableData
c
(JoinData (Map DT _rows ts1))
= HideDerTableData
c
(JoinData (Map DT _rows ts2))
Join_lemma3 FV c tsl ts2
e Map (HideDerTable c¢) ts1 = Map (HideDerTable c¢) ts2
= Map (HideDerTableData c) (Map DT _rows tsl)
= Map (HideDerTableData c) (Map DT _rows ts2)
Join_lemma4 V c rsl rs2
o Flat
(Map
(A re HideDerTableData ¢ (JoinRows r r52))
rsl)
= Flat
(Map
(A re JoinRows r (HideDerTableData ¢ r52))
(HideDerTableData ¢ rsl))
FV c dsl ds2
o Map (HideDerTableData c) ds1
= Map (HideDerTableData c) ds2
= HideDerTableData ¢ (JoinData dsl)
= HideDerTableData ¢ (JoinData ds2)
Join_lemma5 V¢ r s
e HideDerTableData ¢ (JoinRows r 75)
= (if ¢ dominates DTR_row r
then
JoinRows
(HideDerTableRow ¢ )
(HideDerTableData c rs)
else [])
FV crsl rs2
o Flat
(Map
Ar
e HideDerTableData ¢ (JoinRows r 152))
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rsl)
= Flat
(Map
A r

e JoinRows r (HideDerTableData c rs2))

(HideDerTableData ¢ rsl))
Join_lemma6 FV cr rs
e HideDerTableData ¢ (JoinRows r 18)
= (if ¢ dominates DTR_row r
then
JoinRows
(HideDerTableRow ¢ )
(HideDerTableData ¢ rs)
else [])
Join_OK4_lemma
EY tly tly c
e Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
= HideDerTable
c
(MkDerTable
(F'st (Join tlp))
(Snd (Join tly)))
= HideDerTable
c
(MkDerTable
(F'st (Join tly))
(Snd (Join tly)))
AllTuples_lemmal
FVe tlg tl] tel
e Flems tel C OK_TC,4 ¢
A c
dominates lubl

(F'st (Split (Map (X tee te tly) tel)))

A Map (HideDerTable c) tly

= Map (HideDerTable c) tl;
= Map

(HideDerTable c)
(Snd (Split (Map (X tee te tly) tel)))

= Map
(HideDerTable c)
(Snd (Split (Map (X tee te tly) tel)))

ProjectData_lemmal
EYoctlyg tly rlp rly ro 1 sl
e Elems sl C OK_VC4 cnN OK_VC, ¢

A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;

A Map (HideDerTableRow c) iy
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= Map (HideDerTableRow c) rl;
A HideDerTableRow ¢ ry9 = HideDerTableRow ¢ 74
= HideDerTableRow
c
(MkDerTableRow
(DTR_where T¢)
(DTR_row r¢)
(Map (X ee e tly rlg T9) sl))
= HideDerTableRow
c
(MkDerTableRow
(DTR_where T7)
(DTR_row r4)
(Map (X ee e tly; rly 1) sl))
HideDerTableData_lemmal
FYcrly rl;
e Map (HideDerTableRow c) rly
= Map (HideDerTableRow c) rl;
= HideDerTableData ¢ rly
= HideDerTableData ¢ rl;
Group_lemmal F V cc tl 7l gbsterling gbclass having
e Group cc tl rl gbsterling gbclass having
= (let (c1, gps) = GroupA rl gbsterling gbclass
in let (c2, wanted_gps) = GroupB tl gps having
in ((if cc dominates c1 then c2 else cl1),
wanted_gps))
Group_lemma2V rly rl; c gbsterling gbclass
e ¢ dominates lubl (Map DTR_row rlp)
A ¢ dominates lubl (Map DTR_row rly)
A Map (HideDerTableRow c) rlg
= Map (HideDerTableRow c) rl;
A = Map
(Map (HideDerTableRow c))
(Snd (GroupA rlg gbsterling gbclass))
= Map
(Map (HideDerTableRow c))
(Snd (GroupA rl; gbsterling gbclass))
= T C
dominates Fst
(GroupA rly gbsterling gbclass),
YV tly tl; gpsp gpsi ¢ having
e having € OK_VCy4 c N OK_VC,. ¢
A Map (HideDerTable c) tly
= Map (HideDerTable c) ti;
A Map (Map (HideDerTableRow c)) gpsg
= Map (Map (HideDerTableRow c)) gpsi
A - Map
(Map (HideDerTableRow c))
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(Snd (GroupB tly gpsg having))
= Map
(Map (HideDerTableRow c))
(Snd (GroupB tl; gps; having))
= T C
dominates Fst (GroupB tly gpsy having)
FY tly tly rlp rl; ¢ e ml nl
ecc OK_VC4jcnN OK_VC, ¢
A ¢ dominates lubl (Map DTR_row rlp)
A ¢ dominates lubl (Map DTR_row rly)
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A Map (HideDerTableRow c) 1y
= Map (HideDerTableRow c) rl;
A = Map
(Map (HideDerTableRow c))
(Snd (Group ¢ tly rly ml nl e))
= Map
(Map (HideDerTableRow c))
(Snd (Group ¢ tly rl; ml nl e))
= — ¢ dominates Fst (Group c tly rlg ml nl e)
Where_W _lemma
FYctlrle
o Where ctlrl e = W ctl (H crl) (Hcrl)e
Where_dominates_lemma
FYitrice
o ¢ dominates lubl (Map DTR_row (Where ¢ tl 7l €))
Where_lemma + V tly tl; rlg rly ro 71 c e
ecec OK_.VC4jcnN OK_VC,. ¢
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A Map (HideDerTableRow c) rlg
= Map (HideDerTableRow c) rl;
A HideDerTableRow ¢ r9 = HideDerTableRow ¢ r;
= ((ItemBool (Snd (e tly rlg rp))
V oc
dominates DTR_where rg
lub Fst (e tly rlg T9))
A ¢ dominates DTR_row ry
& (ItemBool (Snd (e tly rly ry1))
V oc
dominates DTR_where 7y
lub Fst (e tl; rly r71))
A ¢ dominates DTR_row 1)
W _lemma EY tly tly rlg iy i1 T2 c e
ecec OK_VC4s4cnN OK_VC, ¢
A Map (HideDerTable c) tlg
= Map (HideDerTable c) tl;
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A Map (HideDerTableRow c) 1lg
= Map (HideDerTableRow c) rl;
A Map (HideDerTableRow c) i1
= Map (HideDerTableRow c) ri2
= Map (HideDerTableRow c¢) (W ¢ tly rl1 1y €)
= Map (HideDerTableRow ¢) (W ¢ tl; ri2 rl; e)
Where_OKg4_lemma
FV tlo tlj Tlg 7"11 c e
ecc OK_.VC4cN OK_VC, ¢
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A HideDerTableData c rlg
= HideDerTableData ¢ rl;
= Map (HideDerTableRow c¢) (Where ¢ tly iy e)
= Map (HideDerTableRow c) (Where ¢ tl; rl; e)
MakeGroups_lemmal
FV zs gpbye — [] € Elems (MakeGroups gpby xs)
GroupA _cols_lemmal
FVYr;rec
e HideDerTableRow ¢ r; = HideDerTableRow ¢ rg
= Map Fst (DTR_cols r;) = Map Fst (DTR_cols r2)
GroupA _cols_lemma2
VY ry ro c gbsterling gbclass
o
dominates lubl
(ListNth
gbsterling
(Map Fst (DTR_cols ry1)))
A HideDerTableRow ¢ r; = HideDerTableRow ¢ rg
= ListNth gbsterling (Map Snd (DTR_cols 1))
= ListNth gbsterling (Map Snd (DTR_cols r2))
MakeGroups_lemma2
FYorlg rl; g
e Map g rly = Map g rly
= Map (Map g) (MakeGroups g rlp)
= Map (Map g) (MakeGroups g rly)
MakeGroups_lemma3
EYorlg rly g h
o Map g rlg = Map g rly N Map h rlg = Map h rl;
= Map (Map h) (MakeGroups g rlg)
= Map (Map h) (MakeGroups g i)
GroupA _lemma FY rlg rl; c gbsterling gbclass

dominates lubl
(Map
(X row
o [ubl
(ListNth
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gbsterling
(Map Fst (DTR_cols row))))
’Fl())
A Map (HideDerTableRow c) iy
= Map (HideDerTableRow c) rl;
= Map
(A row
e (ListNth
gbsterling
(Map Snd (DTR_cols row)),
ListNth
gbclass
(Map Fst (DTR_cols row))))
’I“l()
= Map
(A row
e (ListNth
gbsterling
(Map Snd (DTR-_cols row)),
ListNth
gbclass
(Map Fst (DTR_cols row))))
Tl]
GroupA_OK,y_lemma
FV rlg rl; ¢ gbsterling gbclass
e ¢ dominates lubl (Map DTR_row rlp)
A ¢ dominates lubl (Map DTR_row rly)
A Map (HideDerTableRow c) iy
= Map (HideDerTableRow c) rl;
A = Map
(Map (HideDerTableRow c))
(Snd (GroupA rly gbsterling gbclass))
= Map
(Map (HideDerTableRow c))
(Snd (GroupA rl; gbsterling gbclass))
= 7 C
dominates Fst
(GroupA rly gbsterling gbclass)
GroupB_OK,_lemma
EY tly tl; gpsg gps: c¢ having
e having € OK_VC4q cnN OK_VC, ¢
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow c)) gpsg
= Map (Map (HideDerTableRow c)) gpsi
A = Map
(Map (HideDerTableRow c))
(Snd (GroupB tly gpsg having))
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= Map
(Map (HideDerTableRow c))
(Snd (GroupB tl; gps; having))
= = ¢ dominates Fst (GroupB tlg gpsg having)
Group_OKy_lemma
EY tly tly rlp rly ¢ e ml nl
ecec OK_ VC4jcnN OK_VC,. ¢
A ¢ dominates lubl (Map DTR_row rly)
A ¢ dominates lubl (Map DTR_row rly)
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A Map (HideDerTableRow c) 1lg
= Map (HideDerTableRow c) rl;
A = Map
(Map (HideDerTableRow c))
(Snd (Group ¢ tly rlp ml nl e))
= Map
(Map (HideDerTableRow c))
(Snd (Group ¢ tly rl; ml nl e))
= = ¢ dominates Fst (Group c tly rlgp ml nl e)
GroupA_OK._lemma
FY rlg rl; c gbsterling gbclass
e Map (HideDerTableRow c) rly
= Map (HideDerTableRow c) rl;
= Fst (GroupA rly gbsterling gbclass)
= Fst (GroupA rl; gbsterling gbclass)
GroupB_OK_._lemma
FVY tly tl; gpsg gps: ¢ having
e having € OK_VC, c
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow c)) gpsg
= Map (Map (HideDerTableRow c)) gps;
= Fst (GroupB tly gpsg having)
= Fst (GroupB tl; gps; having)
Group_OK._lemma
EY tly tly rlg rly ¢ e ml nl
ecc OK_VC, ¢
A Map (HideDerTableRow c) iy
= Map (HideDerTableRow c) rl;
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
= Fst (Group c tly rly ml nl e)
= Fst (Group c tly rl; ml nl e)
ProjectData_ OK4_lemma
FY tly tl; gpsg gpsy c sl
e Elems sl C OK_VC4 cnN OK_VC, ¢
A Map (HideDerTable c) tly
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= Map (HideDerTable c) tl;
A Map (Map (HideDerTableRow c)) gpsg
= Map (Map (HideDerTableRow c)) gpsi
= Map
(HideDerTableRow c)
(ProjectData tly sl gpsg)
= Map
(HideDerTableRow c)
(ProjectData tl; sl gpsi)
TableContents_OK4_lemma
FV ¢ ie TableContents 1 € OK_TCy ¢
AllTuples_OK4_lemma
FV cesltel el mlnl e2
o Elems (Map Fst esl) C OK_VC4 ¢ N OK_VC, ¢
A FElems tel C OK_TCy ¢
ANel € OK_.VCzcnN OK_VC, ¢
ANe2 e OK_.VCz;cnN OK_VC, ¢
= AllTuples c esl tel el ml nl e2 € OK_TC, ¢
TableContents_OK._lemma
FV ¢ ie TableContents 1 € OK_TC, ¢
AllTuples_lemma2
FVe tlo tlj tel
e Flems tel C OK_TC, ¢
A Map (HideDerTable c) tly
= Map (HideDerTable c) tl;
= lubl (Fst (Split (Map (X tee te tly) tel)))
= lubl (Fst (Split (Map (X tee te tly) tel)))
AllTuples_OK._lemma
FV cesl tel el ml nl e2
ecl € OK.VC. cnN OK_VCy4 ¢
A FElems tel C OK_TC4y ¢cnN OK_TC, ¢
ANe2 e OK_VC. ¢
= AllTuples c esl tel el ml nl e2 € OK_TC. ¢
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