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1 GENERAL

1.1 Scope

This document provides a formal partial proof relating to the specifications in “An Execution Model
for SWORD?” [3]. It constitutes part of deliverable D13 of work package 3, as given in section 3 of
the Proposal for Phase 2, [1].

1.2 Introduction

This document provides a formal partial proof of the conjecture EM _SecureE from the proof strategy
document, [4], which states that if a compiler and associated database update operation satisfy the
Correct_Compile correctness criterion of [3], and if the SSQL Query Transformation Processor lies
in the set STP_secure_E (defined in [3]) determined by the compiler, then the system components
satisfy property E of [2] with respect to the representation.

2 PRELIMINARIES

The following ProofPower instructions set up a new theory fef031 to hold the theorems to be proved
and set up a proof context in which to carry out the proofs. The conjecture EM _SecureE is defined
in theory fef034 from [4] and so this is also made a parent of the theory fef031.

SML

open_theory " fef026";

(force_delete_theory "fef031" handle - => ());
new_theory" fef031";

new_parent" fef034";

set_pc"hol";

3 MISCELLANY

SML

‘set_goal([], "Vf g liste Map f (Map g list) = Map (f o g) list™);
‘a(REPEAT strip_tac);

‘a(list_induction_tac Tlist?7 THEN asm_rewrite_tac[get_spec” Map™));

‘val map_o_lemma = save_pop_thm"map_o_lemma";
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SML

set_goal([], "Vcec lub ¢ = ¢ A lubl[c] = ¢™);

a(strip_tac THEN rewrite_tac(map get_spec[” Map™, "lubl™, " Fold™, "Head™)));

a(strip_tac);

(% *xx Goal "1" *k% )

a(lemma_tac™ ¢ dominates ¢ A ¢ lub ¢ dominates ¢ THENI prove_tac|get_spec” $lub™);

a(all_fe_tac|get_spec™$lub™]);

a(all_fe_taclget_spec™$lub™));

(x skk Goal "2" k% *)

a(lemma_tac” ¢ dominates ¢ lub lattice_bottom A ¢ lub lattice_bottom dominates ¢
THENI prove_tac|get_spec” $lub™);

(x sk Goal "2.1" sk %)

a(lemma_tac™ ¢ dominates ¢ N\ ¢ dominates lattice_bottom™
THEN1 prove_tac|get_spec”$lub™));

a(all_fe_taclget_spec™$lub™));

(% wxk Goal "2.2" sxx x)

a(all_fc_tac|get_spec” $lub™));

val lub_lemma = save_pop_thm"lub_lemma";

SML

push_goal([], "Vcl c2 c3e
cl dominates c¢2 lub ¢3 < cl dominates ¢2 A c1 dominates c¢37);

a(REPEAT strip_tac);

(x sk Goal "1" sk %)

a(lemma-tac™c2 lub ¢3 dominates c2” THEN1 rewrite_tac|get_spec™ $lub™]
THEN all_fc_taclget_spec™ $lub));

(¢ skk Goal "2" k% *)

a(lemma_tac™c2 lub ¢3 dominates ¢37 THENI rewrite_tac|get_spec™ $lub™]
THEN all_fc_tac[get_spec™$lub™]);

(¢ skk Goal "83" k% *)

a(all_fe_taclget_spec™$lub™));

val dominates_lub_lemma = save_pop_thm" dominates_lub_lemma";

SML

set_goal([], "Val 22 y1 y2eMkDerTable x1 2 = MkDerTable yl y2 < x1 = yl A z2 = y27);
a(REPEAT_UNTIL is_< strip_-tac THEN <_tac THEN_TRY asm_rewrite_tac|));
a(LEMMA_T"y1 = DT _spec (MkDerTable z1 x2) A y2 = DT_rows (MkDerTable z1 x2)"
rewrite_thm_tac
THEN1 (asm_rewrite_tac[] THEN rewrite_tac|get_spec” MkDerTable)));
a(rewrite_tac[get_spec” MkDerTable™);
val MkDerTable_lemma = save_pop_thm" MkDerTable_lemma";
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SML

< xl =yl ANx2 =y2 A zx3 = y3");
a(REPEAT_UNTIL is_< strip_-tac THEN <_tac THEN_TRY asm_rewrite_tac|])
a(LEMMA_T "yl = DTR_where (MkDerTableRow z1 z2 x3)

A y2 = DTR_row (MkDerTableRow x1 x2 x3)

A y3 = DTR_cols (MkDerTableRow x1 z2 z8)"

rewrite_thm_tac

THEN1 (asm-rewrite_tac[] THEN rewrite_tac|get_spec” MkDerTableRow™));
a(rewrite_tac[get_spec” MkDerTableRow™));
val MkDerTableRow_lemma = save_pop_thm" MkDerTableRow_lemma";

SML
push_goal([], "Vupd; gdese
Acty upd gdes
= let (query, (dt, errs), st) = qdes
m
if —errs = ||
then  (st, ([], errs))
else if is_select query
then  (st, (GiveData dt, errs))
else  (upd (query, (dt, errs), st), ([], [])
);
a(REPEAT strip_tac);
a(lemma_tac™3q d e seqdes = (q, (d, e), s)”
THEN _LISTid_tac, asm_rewrite_tac|get_spec” Act:, let_def]]);
a(MAP_EVERY 3_tac [ Fst qdes™, " Fst(Fst(Snd qdes))™,
" Snd(Fst(Snd qdes))?, "Snd(Snd qdes)T
THEN rewrite_tacl]);

val Acty_lemma = save_pop_thm" Act;_lemma";

4 CONSISTENCY PROOFS

SML

push_ consistency_goal™ isError™,

a(3-tac" (InL, InR, OutL, OutR, IsL, IsR)™);
a(rewrite_tac[get_spec” IsL));

a(REPEAT strip_tac THEN_TRY asm_rewrite_tac]]);

(¢ skk Goal "1" sx% *)
a(3-tac” OutL ve? THEN asm_rewrite_tacl]);
(% sk Goal "2" sk k)
a(3_tac” OutR ve? THEN asm_rewrite_tac|));

val isError_consistency_thm = save_consistency_thm "isError™ (pop_thm());

set_goal([], "Vl x2 23 yl y2 y3eMkDerTableRow x1 z2 3 = MkDerTableRow y1 y2 y3

)
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5 EXECUTION MODEL PARTIAL PROOF

We introduce two new conjectures that we believe would be expected of the implementation. The
first is an information flow property stating that if two SSQL states hide the same then their repre-
sentations as T'SQL states when viewed as lists of derived tables also hide the same.

HOL Constant

View;_secureE : BOOL

View;_secureFl <

Ve : Class; s1 s2 : Statee
hide (c, s1) = hide (c, s2)
= Mayp (HideDerTable c¢) (View(reprState s1))
= Map (HideDerTable c¢) (View(reprState s2))

The second is an information flow property on the output filter.

HOL Constant

outputFilter_secureE : BOOL

outputFilter_securel <
Vq : Query; ¢ : Class; t1 t2 : DerTable;
dq : Query; ocq: Query + ONE; fps : FILTER_PARSe
—isError (STP (q, ¢))
destVal (STP (q, ¢)) = (dq, ocq, fps)
HideDerTable ¢ t1 = HideDerTable ¢ t2
= outputFilter(c, (GiveData t1, []), fps)
= outputFilter(c, (GiveData t2, []), fps)

> >

We aim to prove that these two conjectures imply EM _SecurekE.

5.1 Subsidiary Conjectures and Lemmas

The proof is simplified by the introduction of the following conjectures.
SML
val conjl00 = " Correct_Compile_STP_secure_E = Subsys_SecureE™;
val conjl01 = "V compile upde
STP € STP_secure_E compile
= (EM; compile upd, STP, outputFilter) € subsys_secureE reprState™;
val conjl02 = "Vt : DerTable  GiveData t = [| & DT _rows t = [|7;

Next, lemmas about these conjectures.
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SML
set_goal([conj101], conj100);
a(rewrite_tac(map get_spec[” Correct- Compile_STP_secure_E™,

T Correct_ Compile™ " Subsys_SecureE™)) THEN REPEAT strip_tac);
a(DROP_ASM_T "EM ; compile upd = TSQLtf" (rewrite_thm_tac o eq-sym_rule));
a(asm_fc_tac]] THEN asm_rewrite_tac|]);
val EM_SecureE_Lemmal = save_pop_thm" EM _SecureE_Lemmal";

SML
set_goal([" View;_secure E7" outputFilter _secureE™, conj102], conjl01);
a(rewrite_tac(map get_spec[" subsys_secureE ™, ™ Let™,
TSTP_secure_E™, " ConditionE™)));
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 5 (strip_asm_tac o
once_rewrite_rule[prove_rule[]"Vp qep V ¢ < p V (-p A ¢)7] o
list_¥_elim["q7, "cT)));
(x skk Goal "1" sx% )
a(asm_rewrite_tac(map get_spec|” ok_to_proceed™));
(% *xx Goal "2" skx *)
a(asm_rewrite_tac(map get_spec[” ok_to_proceed™, " Let™)));
a(all_asm_ante_tac);
a(lemma_tac™3dq ocq fpsedestVal (STP (q, c¢)) = (dgq, ocq, fps)™
THEN1
(MAP_EVERY 3_tac ["Fst (destVal (STP (q, ¢)))7,
TFst(Snd (destVal (STP (q, c))))™,
TSnd(Snd (destVal (STP (g, c))))
THEN rewrite_tacl]));
a(asm_rewrite_tac]] THEN REPEAT_N 9 strip_tac);
a(lemma_tac” View, (reprState s;) € RiskInputs ¢ (compile dq)™);
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SML

(¢ skk Goal "2.1" skx x)
a(rewrite_tac[get_spec” RiskInputs™| THEN REPEAT strip_tac);
a(3_tac” View; (reprState s2)7);

a(DROP_ASM _T " View;_secureE™ (strip_asm_tac o rewrite_rule[get_spec” View,_secureE)));

a(contr_tac);
a(LIST_DROP_NTH_ASM_T [7,8] (MAP_EVERY ante_tac)
THEN asm_rewrite_tac(Act,_lemma::map get_spec[" EM ;7, "EM™, " Let™)));

1

(
(
a(ALL_ASM_FC_T rewrite_tac []);
(
(

a(cases_tac "= Snd (compile dq (View; (reprState s1))) = []
THEN cases_tac "is_select dq
THEN asm_rewrite_tac|]);
(% *xx Goal "2.1.1" *xx %)
a(contr_tac);
a(DROP_NTH_ASM_T 12 ante_tac THEN asm_rewrite_tac]]);
(% sk Goal "2.1.2" sxx x)
a(contr_tac);
a(DROP_NTH_ASM_T 12 ante_tac THEN asm_rewrite_tac|]);
(x wxk Goal "2.1.3" sxx x)
a(contr_tac);
a(DROP_NTH_ASM_T 12 ante_tac THEN asm_rewrite_tacl]);
a(DROP_ASM _TT outputFilter_secureE™
(strip_asm_tac o rewrite_rule|get_spec” outputFilter_secureET));
a(ALL_ASM _FC_T rewrite_tac []);
(% swkk Goal "2.1.4" sxx x)
a(contr_tac);

a(DROP_NTH_ASM_T 12 ante_tac THEN asm_rewrite_tac]]);

SML

( skk Goal "2.2" skx x)

a(LIST_-GET_NTH_ASM_T [2] (FC_-T (MAP_EVERY ante_tac)));
a(strip_tac THEN asm_rewrite_tac]));

a(rewrite_tac[taut_rule"™a b ce (a = —b) = ¢ < (ma = ¢) A (a A =b = ¢)7]);
a(REPEAT strip_tac);

(¢ *xx Goal "2.2.1" *xx x)

a(asm_rewrite_tac(Acty_lemma::map get_spec["EM ;7, TEM™, " Let™]));
(% *xx Goal "2.2.2" xxx x)

a(POP_ASM_T ante_tac);

a(asm_rewrite_tac(Acty_lemma::map get_spec["EM ;7, TEM™, T Let™]));

val EM_SecureE_Lemma2 = save_pop_thm" EM _SecureE_Lemma2";
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SML

set_goal([], conj102);

a(rewrite_tac(map get_spec [~ GiveData™, " Let™]));

a(REPEAT strip_tac THEN_TRY asm_rewrite_tac|get_spec” Map™]);

a(all_asm_ante_tac THEN strip_asm_tac(V_elim "DT _rows t7 list_cases_thm)
THEN asm_rewrite_tac[get_spec” Map™));

val EM_SecureE_Lemma3 = save_pop_thm" EM _SecureE _Lemma3";

5.2 Partial Proof of EM _SecureF

Finally, we prove that View;_secureE and outputFilter_secureE imply EM _SecureE, the main result
about the Execution Model.

SML
set_goal([" Viewy_secure E ™" outputFilter_secureE7],” EM _SecureE™);
a(rewrite_tac[get_spec” EM _SecureE™));
a(REPEAT strip_tac);
a(strip_asm_tac EM_SecureE_Lemma3);
a(strip_asm_tac EM _SecureE_LemmaZ2);
a(strip-asm_tac EM_SecureE_Lemmal);
val EM_SecureE_thm = save_pop_thm" EM _SecureE_thm";
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6 THE THEORY fef031

6.1 Parents
fef034 fef026
6.2 Children

fef033

6.3 Constants

View;_secureE
Bool
outputFilter_secureE

Bool

6.4 Definitions

View;_secureE
F View;_securel
< (Vesl s2
e hide (¢, s1) = hide (c, s2)
= Map (HideDerTable ¢) (View; (reprState s1))
= Map
(HideDerTable c)
(Viewy (reprState s2)))
outputFilter_secureE
F outputFilter_secureE
& (V q ctl t2 dq ocq fps
e — isError (STP (q, ¢))
A destVal (STP (q, ¢)) = (dg, ocq, fps)
A HideDerTable ¢ t1 = HideDerTable ¢ t2
= outputFilter (¢, (GiveData t1, []), fps)
= outputFilter (¢, (GiveData t2, []), fps))

6.5 Theorems

map_o_lemma + V f g liste Map f (Map g list) = Map (f o g) list

lub_lemma VY ceclubec=cA bl [c] =c
dominates_lub_lemma
FVYcl c2 cs

e c1 dominates c2 lub c8
< ¢l dominates c2 N ¢l dominates c8
MkDerTable_lemma
Yl 22 yl y2
e MkDerTable x1 x2 = MkDerTable y1 y2
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Sl =yl N2l =y2
MkDerTableRow_lemma
FV a1l z2 23 yl y2 y3
o MkDerTableRow z1 x2 x38 = MkDerTableRow y1 y2 y3
Sal =yl Nz2 =y2 AN x8 = y3
Acti{_lemma FV upd qdes
o Acty upd qdes
= (let (query, (dt, errs), st) = qdes
in if - errs = |]
then (st, [], errs)
else if is_select query
then (st, GiveData dt, errs)
else (upd (query, (dt, errs), st), [], []))
giveVal_consistent
giveError_consistent
destVal_consistent
destError_consistent
isVal_consistent
isError_consistent
F Consistent
(A
(giveVal', giveError’, destVal', destError’,
isVal', isError’)
eV v e ve
e giveVal' v = InL v
A giveError’ e = InR e
A destVal' (giveVal' v) = v
A destError’ (giveError’ e) = e
A (isVal' ve & (3 vie ve = giveVal vy))
A (isError’ ve
& (3 e ve = giweError' e;)))
EM_SecureE_Lemmal
YV compile upd
e STP € STP_secure_E compile
= (EM ; compile upd, STP, outputF'ilter)
€ subsys_secureE reprState
F Correct_ Compile_STP_secure_E = Subsys_SecureE
EM_SecureE_Lemma?2
View_securel,
outputFilter_securel,
V te GiveData t = [| & DT _rows t = ||
F YV compile upd
e STP € STP_secure_FE compile
= (EM; compile upd, STP, outputFilter)
€ subsys_secureE reprState
EM_SecureE_Lemma3
FV te GiveData t =[] & DT _rows t = ||
EM_SecureE_thm
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View,_secureE, outputFilter_secureEl = EM _Securel
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