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1 GENERAL

1.1 Scope

This document, together with [3] and [4], provides a formal proof that the components hide and
updateState satisfy their critical requirements, as specified in the proof strategy [2]. It constitutes
part of deliverable D6 of work package 1c, as given in section 7 of the Secure Database Technical
Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemma1 , the requirement on the critical components hide and updateState,
described in the proof strategy document [2].

Lemma1

?⊢ hide ∈ secureHide ∧ (hide,updateState) ∈ secureUpdate

In this document, we give a proof that the second conjunct of secureUpdate holds for hideR and
updateStateR:

?⊢ ∀ c1 c2 s1 s2 e

• hideR (c1 , repState s1 ) = hideR (c1 , repState s2 ) ∧ c1 dominates c2

⇒ hideR (c1 , Fst (updateStateR (c2 , e, repState s1 )))

= hideR (c1 , Fst (updateStateR (c2 , e, repState s2 )))

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef013 .

SML

open theory "fef012";

(force delete theory "fef013" handle => ());

new theory"fef013";

push merge pcs["hol","wrk049","wrk049a","′pair1"] ;
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3 PROOF OF CONJUNCT 2

3.1 Insert Rows Lemma

SML

push goal([],p∀ c1 c2 t1 t2 ds •

cleanTable c1 t1 = cleanTable c1 t2 ∧ c1 dominates c2

⇒

cleanTable c1 (replaceRows t1

((TS rows t1 ) a (Map((MkRow c2 ) o (colDefaults c2 t1 ))ds)))

=

cleanTable c1 (replaceRows t2

((TS rows t2 ) a (Map((MkRow c2 ) o (colDefaults c2 t2 ))ds)))q);

a(REPEAT strip tac);

a(DROP NTH ASM T 2 ante tac THEN rewrite tac

[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(cases tacpc1 dominates TS class t1qTHEN cases tacpc1 dominates TS class t2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq,tab components,cleanColCons def ]

THEN REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[cleanRows def ,revealRow def ,map a thm1 ]);

a ⇒ tac;
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SML

a(LEMMA TpMap

(cleanRow

c1

{col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t1})

(Map (MkRow c2 o colDefaults c2 t1 ) ds

↾ {r |c1 dominates R exist r}) =

Map

(cleanRow

c1

{col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t2})

(Map (MkRow c2 o colDefaults c2 t2 ) ds

↾ {r |c1 dominates R exist r})qasm rewrite thm tac);

a(POP ASM T (fn => id tac));

a(REV LIST INDUCTION Tpdsqasm tac);

Page 6 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(rewrite tac[↾ thm,get specpMkRowq]);

a(∀ tac THEN GET NTH ASM T 8 rewrite thm tac);

a(LEMMA TpcleanRow c1 {col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t1}

(MkRow c2 (colDefaults c2 t1 last))

= cleanRow c1 {col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t2}

(MkRow c2 (colDefaults c2 t2 last))qasm rewrite thm tac);

a(POP ASM T (fn => id tac));

a(POP ASM T (strip asm tac o rewrite rule[rel ext clauses]));

a(asm rewrite tac[colDefaults def ,cleanColCons def ,visibleCols def ,cleanRow def ,

get specpMkRowq,row components,rel ext clauses,filterRow def ]);

a(REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(cases tacp¬ x ∈ Dom{(n, d)

|∃ c

• ¬ (∃ y

• c2 dominates CC exist y

∧ (CS consGroup c, y) ∈ TS cons t1 )

∧ n = CS posn c

∧ d = CS default c}q);

(∗ ∗∗∗ Goal "1 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ thm]);

a(rewrite tac[⊕ thm] THEN strip tac);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[] THEN strip tac);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

a(∃ tacpy ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1 .2" ∗∗∗ ∗)

a ∨ left tac;

a(REPEAT strip tac);

a(DROP NTH ASM T 4 (strip asm tac o rewrite rule[dom def ]));

a(spec nth asm tac 1 py ′′q);

a(spec nth asm tac 1 pc′q);

a(∃ tacpy ′′′qTHEN asm rewrite tac[]);

a(lemma tacpc1 dominates CC exist y ′′′q);

SML

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1 .2 .2" ∗∗∗ ∗)

a(list spec nth asm tac 13 [pCS consGroup c′q,py ′′′q]);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (strip asm tac o rewrite rule[dom def ]));

a(spec nth asm tac 1 pzq);

a(spec nth asm tac 1 pc′q);

a(spec nth asm tac 7 py ′′q);

(∗ ∗∗∗ Goal "1 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ thm]);

a(rewrite tac[⊕ thm] THEN strip tac);

a(∃ tacpzqTHEN asm rewrite tac[] THEN strip tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

a(∃ tacpy ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .2 .2" ∗∗∗ ∗)

a ∨ right tac;

a(∃ tacpc′qTHEN asm rewrite tac[]);

a(REPEAT strip tac);

a(spec nth asm tac 4 py ′′q);

a contr tac;

a(lemma tacpc1 dominates CC exist y ′′q);

(∗ ∗∗∗ Goal "1 .2 .1 .2 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .2 .2 .2" ∗∗∗ ∗)

a(list spec nth asm tac 13 [pCS consGroup c′q,py ′′q]);

SML

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(cases tacp¬ x ∈ Dom{(n, d)

|∃ c

• ¬ (∃ y

• c2 dominates CC exist y

∧ (CS consGroup c, y) ∈ TS cons t2 )

∧ n = CS posn c

∧ d = CS default c}q);

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ thm]);

a(rewrite tac[⊕ thm] THEN strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[] THEN strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

a(∃ tacpy ′qTHEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2" ∗∗∗ ∗)

a ∨ left tac;

a(REPEAT strip tac);

a(DROP NTH ASM T 4 (strip asm tac o rewrite rule[dom def ]));

a(spec nth asm tac 1 py ′′q);

a(spec nth asm tac 1 pc′q);

a(∃ tacpy ′′′qTHEN asm rewrite tac[]);

a(lemma tacpc1 dominates CC exist y ′′′q);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2" ∗∗∗ ∗)

a(list spec nth asm tac 13 [pCS consGroup c′q,py ′′′q]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (strip asm tac o rewrite rule[dom def ]));

a(spec nth asm tac 1 pzq);

a(spec nth asm tac 1 pc′q);

a(spec nth asm tac 7 py ′′q);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ thm]);

a(rewrite tac[⊕ thm] THEN strip tac);

a(∃ tacpzqTHEN asm rewrite tac[] THEN strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

a(∃ tacpy ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2" ∗∗∗ ∗)

a ∨ right tac;

a(∃ tacpc′qTHEN asm rewrite tac[]);

a(REPEAT strip tac);

a(spec nth asm tac 4 py ′′q);

a contr tac;

a(lemma tacpc1 dominates CC exist y ′′q);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2 .2" ∗∗∗ ∗)

a(list spec nth asm tac 13 [pCS consGroup c′q,py ′′q]);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq,tab components,cleanColCons def ]

THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq,tab components,cleanColCons def ]

THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

a(asm rewrite tac[]);

val cleanTable insertRows lemma = save pop thm"cleanTable insertRows lemma";

HOL output

cleanTable insertRows lemma =

⊢ ∀ c1 c2 t1 t2 ds

• cleanTable c1 t1 = cleanTable c1 t2 ∧ c1 dominates c2

⇒ cleanTable

c1

(replaceRows

t1

(TS rows t1 a Map (MkRow c2 o colDefaults c2 t1 ) ds))

= cleanTable

c1

(replaceRows

t2

(TS rows t2 a Map (MkRow c2 o colDefaults c2 t2 ) ds))
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3.2 Delete Rows Lemmas

SML

push goal([],p∀ c l x• Extract

(1 .. # (l a [x ])

\ Squash (Id(Dom(ListRel (l a [x ]) ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}) (l a [x ])

= if # l + 1 ∈ (1 .. # (l a [x ])

\ Squash (Id(Dom(ListRel (l a [x ]) ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c})

then

(Extract

(1 .. # l

\ Squash (Id(Dom(ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c}) l) a [x ]

else

(Extract

(1 .. # l

\ Squash (Id(Dom(ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c}) l)q);
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SML

a(REPEAT strip tac THEN rewrite tac[extract a single ax ]);

a(cases tacpc dominates R exist xqTHEN

asm rewrite tac[squash a thm,image ∪ thm,∪ ∩ thm]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(CASES Tp # l + 1

∈ 1 .. # (l a [x ])

\ (Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}

∪ {(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist

r}))))

+ 1 , # l + 1 )}

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c})qrewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1 .1 & 1 .2"∗∗∗ ∗)

a(rewrite tac[extract def ]);

a(LEMMA Tp(1 .. # (l a [x ])

\ (Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}

∪ {(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist

r}))))

+ 1 , # l + 1 )}

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c})

⊳ ListRel l) = (1 .. # l

\ Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c}

⊳ ListRel l)qrewrite thm tac);
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SML

a(rewrite tac[rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,dot dot def ,

≤ plus1 thm,length a one thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .4" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .5" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′′q);

(∗ ∗∗∗ Goal "1 .1 .6" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′′q);

SML

(∗ ∗∗∗ Goal "1 .1 .7" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,px ′q,pxq]nth a thm1 )));

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .8" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,px ′q,pxq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .9" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′′q);

(∗ ∗∗∗ Goal "1 .1 .10" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .11" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,px ′q,pxq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .12" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(CASES Tp # l + 1

∈ 1 .. # (l a [x ])

\ Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}q rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .1 & 2 .2" ∗∗∗ ∗)

a(rewrite tac[extract def ]);

a(LEMMA Tp(1 .. # (l a [x ])

\ Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}

⊳ ListRel l)=(1 .. # l

\ Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c}

⊳ ListRel l)qrewrite thm tac);

SML

a(rewrite tac[rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,dot dot def ,

≤ plus1 thm,length a one thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .3" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′′q);

(∗ ∗∗∗ Goal "2 .1 .4" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,px ′q,pxq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .5" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′′q);

(∗ ∗∗∗ Goal "2 .1 .6" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,px ′q,pxq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

val extract a single lemma = save pop thm"extract a single lemma";
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Issue: Revision : 2 .6

Date: 5 June 2016

HOL output

extract a single lemma =

⊢ ∀ c l x

• Extract

(1 .. # (l a [x ])

\ Squash

(Id (Dom (ListRel (l a [x ]) ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c})

(l a [x ])

= (if

# l + 1

∈ 1 .. # (l a [x ])

\ Squash

(Id

(Dom

(ListRel (l a [x ]) ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [x ]) i) = c}

then

Extract

(1 .. # l

\ Squash (Id (Dom (ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c})

l
a [x ]

else

Extract

(1 .. # l

\ Squash (Id (Dom (ListRel l ⊲ {r |c dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c})

l)
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

push goal([],p∀ l1 l2 c1 c2 s •

c1 dominates c2

∧

Map(cleanRow c1 s)(l1 ↾ {r |c1 dominates R exist r})

=

Map(cleanRow c1 s)(l2 ↾ {r |c1 dominates R exist r})

⇒

Map(cleanRow c2 s)(l1 ↾ {r |c2 dominates R exist r})

=

Map(cleanRow c2 s)(l2 ↾ {r |c2 dominates R exist r})q);

SML

a(REPEAT strip tac);

a(POP ASM T ante tac THEN intro ∀ tac(pl1q,pl1q));

a(LIST INDUCTION Tpl2qasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ,all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]);

a(rewrite tac[rel ext clauses]THEN REPEAT strip tac);

a contr tac;

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(pxq,pxq));

a(LIST INDUCTION Tpl1qasm tac);

a(rewrite tac[map def ]);
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SML

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]);

a(rewrite tac[rel ext clauses]THEN REPEAT strip tac);

a contr tac;

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(rewrite tac[↾ def ]);

a(REPEAT ∀ tac);

a(cases tacpc2 dominates R exist xqTHEN cases tacpc2 dominates R exist x ′q

THEN asm rewrite tac[map def ]);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans] THEN asm fc tac[]);

a(asm rewrite tac[map def ]THEN strip tac);

a(DROP NTH ASM T 11 (ante tac o ∀ elimpl1q)THEN asm rewrite tac[]

THEN strip tac THEN asm rewrite tac[]);

a(DROP NTH ASM T 3 ante tac THEN rewrite tac

[cleanRow def ,row components,get specpMkRowq]);

a(rewrite tac[rel ext clauses]THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (asm tac o list ∀ elim[px ′′q,preplaceData c1 zq]));

a(LEMMA Tp(∃ z ′

• (x ′′, z ′) ∈ filterRow s (R data x )

∧ replaceData c1 z = replaceData c1 z ′)qasm tac);

(∗ ∗∗∗ Goal "2 .2 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(fc tac[replaceData lemma] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (asm tac o list ∀ elim[px ′′q,preplaceData c1 zq]));

a(LEMMA Tp(∃ z ′

• (x ′′, z ′) ∈ filterRow s (R data x ′)

∧ replaceData c1 z = replaceData c1 z ′)qasm tac);

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(fc tac[replaceData lemma] THEN asm fc tac[]);

SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(fc tac[dominates trans] THEN asm fc tac[]);

a(cases tacpc1 dominates R exist x ′qTHEN asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a strip tac;

a(DROP NTH ASM T 2

(ante tac o rewrite rule[cleanRow def ,row components,get specpMkRowq]));

a strip tac;

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a strip tac;

a(DROP NTH ASM T 9 (ante tac o ∀ elimpCons x l1q));

a(asm rewrite tac[↾ def ,map def ]);
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SML

(∗ ∗∗∗ Goal "2 .2 .3" ∗∗∗ ∗)

a(fc tac[dominates trans] THEN asm fc tac[]);

a(cases tacpc1 dominates R exist xqTHEN asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "2 .2 .3 .1" ∗∗∗ ∗)

a strip tac;

a(DROP NTH ASM T 2

(ante tac o rewrite rule[cleanRow def ,row components,get specpMkRowq]));

a strip tac;

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .3 .2" ∗∗∗ ∗)

a strip tac;

a(DROP NTH ASM T 8 (ante tac o ∀ elimpx ′q));

a(asm rewrite tac[↾ def ,map def ]);

SML

(∗ ∗∗∗ Goal "2 .2 .4" ∗∗∗ ∗)

a(cases tac pc1 dominates R exist xqTHEN cases tac pc1 dominates R exist x ′q

THEN asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "2 .2 .4 .1" ∗∗∗ ∗)

a(strip tac THEN DROP NTH ASM T 8 (ante tac o ∀ elimpl1q)THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .4 .2" ∗∗∗ ∗)

a(strip tac THEN DROP NTH ASM T 7 (ante tac o ∀ elimpCons x l1q)

THEN asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "2 .2 .4 .3" ∗∗∗ ∗)

a(strip tac THEN DROP NTH ASM T 6 (ante tac o ∀ elimpx ′q)

THEN asm rewrite tac[map def ,↾ def ]);

val map cleanRow lemma1 = save pop thm"map cleanRow lemma1";

HOL output

map cleanRow lemma1 =

⊢ ∀ l1 l2 c1 c2 s

• c1 dominates c2

∧ Map (cleanRow c1 s) (l1 ↾ {r |c1 dominates R exist r})

= Map (cleanRow c1 s) (l2 ↾ {r |c1 dominates R exist r})

⇒ Map (cleanRow c2 s) (l1 ↾ {r |c2 dominates R exist r})

= Map (cleanRow c2 s) (l2 ↾ {r |c2 dominates R exist r})
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SML

push goal([],p∀ l1 l2 c1 c2 s •

c1 dominates c2

∧

Map(cleanRow c1 s)(l1 ↾ {r |c1 dominates R exist r})

=

Map(cleanRow c1 s)(l2 ↾ {r |c1 dominates R exist r})

⇒

# (ListRel l1 ⊲ {r |c2 dominates R exist r})

=

# (ListRel l2 ⊲ {r |c2 dominates R exist r})q);

SML

a(REPEAT strip tac);

a(fc tac[map cleanRow lemma1 ]THEN asm fc tac[]);

a(DROP NTH ASM T 2 (fn => id tac)THEN DROP NTH ASM T 2 (fn => id tac));

a(POP ASM T ante tac);

a(intro ∀ tac(pl2q,pl2q));

a(REV LIST INDUCTION Tpl1qasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ]);

a(∀ tac THEN ⇒ T (asm tac o rewrite rule

[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq));

a(REV LIST INDUCTION Tpl2qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[map def ]);

a(∀ tac THEN cases tacpc2 dominates R exist lastq THEN asm rewrite tac[]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[list rel a singleton thm]);
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SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(cases tacpc2 dominates R exist last ′q

THEN cases tacpc2 dominates R exist lastq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(⇒ tac THEN DROP NTH ASM T 6 (ante tac o ∀ elimpl2q) THEN asm rewrite tac[]

THEN ⇒ tac);

a(asm rewrite tac[list rel a singleton thm]);

a(lemma tacp∀ l last • (ListRel l ⊲ {r |c2 dominates R exist r}) ∩ {(# l + 1 , last)}

= {}q);

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN rewrite tac[list rel def ,⊲ def ,dot dot def ,rel ext clauses]);

a(REPEAT strip tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(TOP ASM T (asm tac o list ∀ elim[pl1q,plast
′q]));

a(asm tac(list ∀ elim[pl1q,p{r |c2 dominates R exist r}q]fin list rel ⊲ thm));

a(asm tac(∀ elimp(# l1 + 1 , last ′)qfin set thm5 ));

a(ante tac(list ∀ elim[pListRel l1 ⊲ {r |c2 dominates R exist r}q,

p{(# l1 + 1 , last ′)}q]size thm7 )THEN asm rewrite tac[size thm1 ,size singleton thm]);

a(⇒ T rewrite thm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[pl2q,plastq]));

a(asm tac(list ∀ elim[pl2q,p{r |c2 dominates R exist r}q]fin list rel ⊲ thm));

a(asm tac(∀ elimp(# l2 + 1 , last)qfin set thm5 ));

a(ante tac(list ∀ elim[pListRel l2 ⊲ {r |c2 dominates R exist r}q,

p{(# l2 + 1 , last)}q]size thm7 )THEN asm rewrite tac[size thm1 ,size singleton thm]);

a(⇒ T asm rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimplast ′q)THEN asm rewrite tac[]);

a(⇒ T asm tac THEN ⇒ tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN strip tac);

a(asm rewrite tac[list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "2 .2 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (ante tac o ∀ elimpl2 a [last ]q) THEN asm rewrite tac[]);

a(⇒ T asm tac THEN ⇒ tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN strip tac);

a(asm rewrite tac[list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "2 .2 .4" ∗∗∗ ∗)

a(asm rewrite tac[list rel a ⊲ thm]);

val map cleanRow lemma2 = save pop thm"map cleanRow lemma2";

HOL output

map cleanRow lemma2 =

⊢ ∀ l1 l2 c1 c2 s

• c1 dominates c2

∧ Map (cleanRow c1 s) (l1 ↾ {r |c1 dominates R exist r})

= Map (cleanRow c1 s) (l2 ↾ {r |c1 dominates R exist r})

⇒ # (ListRel l1 ⊲ {r |c2 dominates R exist r})

= # (ListRel l2 ⊲ {r |c2 dominates R exist r})
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SML

push goal([],p∀ c1 c2 t1 t2 ns •

cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2 ∧ c2 dominates TS class t1

⇒

cleanTable c1 (replaceRows t1

(Extract (1 .. #(TS rows t1 ) \

((revealRow c2 t1 ) Image ns ∩ {i |R exist(Nth(TS rows t1 )i) = c2}))

(TS rows t1 )))

=

cleanTable c1 (replaceRows t2

(Extract (1 .. #(TS rows t2 ) \

((revealRow c2 t2 ) Image ns ∩ {i |R exist(Nth(TS rows t2 )i) = c2}))

(TS rows t2 )))q);

a(REPEAT strip tac);

a(lemma tacpcleanTable c2 t1 = cleanTable c2 t2q

THEN LIST [fc tac[cleanTable lemma]

THEN asm fc tac[],id tac]);

a(DROP NTH ASM T 4 ante tac THEN

rewrite tac[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(lemma tacpc1 dominates TS class t1qTHEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(cases tacpc1 dominates TS class t2qTHEN asm rewrite tac[]);

SML

set labelled goal"2";

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq,tab components,cleanColCons def ]

THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(⇒ T (strip asm tac o rewrite rule[get specpMkTableSpecq,tab components]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[cleanTable def ]);

a(GET NTH ASM T 8 ante tac THEN GET NTH ASM T 5 rewrite thm tac

THEN ⇒ tac

THEN asm rewrite tac[get specpMkTableSpecq,tab components] THEN strip tac);

a(POP ASM T ante tac THEN lemma tacpcleanColCons c2 t1 = cleanColCons c2 t2q

THEN LIST [pure once asm rewrite tac[prove rule[pair clauses]

p∀ p • p = (Fst p, Snd p)q]THEN asm rewrite tac[],

DROP NTH ASM T 3 (fn => id tac)

THEN DROP NTH ASM T 2 (fn => id tac)]);

a(asm rewrite tac[] THEN ⇒ tac);

a(lemma tacpcleanColCons c1 t1 = cleanColCons c1 t2q

THEN LIST [pure once asm rewrite tac[prove rule[pair clauses]

p∀ p • p = (Fst p, Snd p)q]THEN asm rewrite tac[],

DROP NTH ASM T 7 (fn => id tac)

THEN DROP NTH ASM T 6 (fn => id tac)]);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

SML

a(fc tac[cleanRows size lemma]);

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ](MAP EVERY ante tac));

a(LIST DROP NTH ASM T [1 ,2 ](MAP EVERY (fn => id tac)));

a(rewrite tac[cleanColCons def ,cleanRows def ,revealRow def ,get specpMkTableSpecq]);

a(REPEAT strip tac);

a(LIST DROP NTH ASM T [1 ,2 ,3 ](MAP EVERY ante tac));

a(lemma tacp∃ l1 • TS rows t1 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l2 • TS rows t2 = l2qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl2q,pl2q));

a(REV LIST INDUCTION Tpl1qasm tac);
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SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[map def ]THEN REPEAT strip tac);

a(fc tac[↾ extract null thm]);

a(spec nth asm tac 1p(1 .. # l2

\ Squash

(Id

(Dom

(ListRel l2

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l2 i) = c2})q);

a(asm rewrite tac[extract def ,rel list null thm]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq) THEN REV LIST INDUCTION Tpl2qasm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN cases tacpc1 dominates R exist lastqTHEN asm rewrite tac

[map def ,extract a single ax ] THEN REPEAT strip tac);

a(CASES Tp# l1 + 1

∈ 1 .. # (l1 a [last ])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ]) i) = c2}qrewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .1 .1" ∗∗∗ ∗)

a(fc tac[↾ extract null thm]);

a(spec nth asm tac 1p(1 .. # (l1 a [last ])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ]) i) = c2})q);

a(asm rewrite tac[extract def ,rel list null thm]);

SML

(∗ ∗∗∗ Goal "1 .2 .1 .2" ∗∗∗ ∗)

a(fc tac[↾ extract null thm]);

a(spec nth asm tac 1p(1 .. # (l1 a [last ])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ]) i) = c2})q);

a(asm rewrite tac[extract def ,rel list null thm]);

SML

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN cases tacpc1 dominates R exist lastqTHEN

cases tacpc1 dominates R exist last ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist lastq

THEN cases tacpc2 dominates R exist last ′q

THEN asm rewrite tac[size list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 10 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 9 (fn => id tac)

THEN asm rewrite tac[extract a single lemma] THEN ⇒ tac);
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SML

a(LEMMA Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2} ⇔

# l2 + 1

∈ 1 .. # (l2 a [last ])

\ Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l2 a [last ]) i) = c2}qasm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac) THEN POP ASM T (fn => id tac)

THEN DROP NTH ASM T 2 (strip asm tac o rewrite rule

[cleanRow def ,get specpMkRowq,row components,rel ext clauses]));

a(POP ASM T (fn => id tac));

a(fc tac[size squash id dom thm]);

a(asm rewrite tac[squash a thm,image def ,dot dot def ,≤ plus1 thm,

length a one thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[squash def ,list rel def ,

enumerate def ,id def ,dot dot def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .2" ∗∗∗ ∗)

a(spec nth asm tac 3 pxq);

a(POP ASM T ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .3" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[squash def ,list rel def ,

enumerate def ,id def ,dot dot def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .4" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN DROP NTH ASM T 2 ante tac

THEN asm rewrite tac[nth length one thm]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .5" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[squash def ,list rel def ,

enumerate def ,id def ,dot dot def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .6" ∗∗∗ ∗)

a(spec nth asm tac 3 pxq);

a(POP ASM T ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .7" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN DROP NTH ASM T 2 ante tac

THEN asm rewrite tac[nth length one thm]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .8" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN DROP NTH ASM T 2 ante tac

THEN asm rewrite tac[nth length one thm]THEN REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2" ∗∗∗ ∗)

a(CASES Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2}qasm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(fc tac[map cleanRow lemma2 ]THEN asm fc tac[]);

a(DROP NTH ASM T 16 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .3" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(fc tac[map cleanRow lemma2 ]THEN asm fc tac[]);

a(DROP NTH ASM T 16 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 10 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 9 (fn => id tac)

THEN asm rewrite tac[extract a single lemma] THEN ⇒ tac);

SML

a(LEMMA Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2} ⇔

# l2 + 1

∈ 1 .. # (l2 a [last ])

\ Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l2 a [last ]) i) = c2}qasm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac) THEN POP ASM T (fn => id tac)

THEN DROP NTH ASM T 2 (strip asm tac o rewrite rule

[cleanRow def ,get specpMkRowq,row components,rel ext clauses]));

a(POP ASM T (fn => id tac));

a(fc tac[size squash id dom thm]);

a(asm rewrite tac[squash a thm,image def ,dot dot def ,≤ plus1 thm,

length a one thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .1 .1" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[squash def ,list rel def ,

enumerate def ,id def ,dot dot def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN DROP NTH ASM T 2 ante tac

THEN asm rewrite tac[nth length one thm]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .1 .3" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[squash def ,list rel def ,

enumerate def ,id def ,dot dot def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .1 .4" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN DROP NTH ASM T 2 ante tac

THEN asm rewrite tac[nth length one thm]THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .2" ∗∗∗ ∗)

a(CASES Tp¬ # l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2}qasm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm rewrite thm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist last ′q

THEN asm rewrite tac[size list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 8 (ante tac o ∀ elimpl2 a [last ]q)

THEN DROP NTH ASM T 7 (fn => id tac)

THEN asm rewrite tac[size list rel a ⊲ thm] THEN ⇒ tac);

a(POP ASM T (rewrite thm tac o eq sym rule));

a(asm rewrite tac[extract a single lemma]);

a(CASES Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2}q

asm rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .3" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist lastq

THEN asm rewrite tac[size list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "1 .2 .2 .3 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .3 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 8 (fn => id tac)

THEN DROP NTH ASM T 7 (ante tac o ∀ elimplast ′q)

THEN asm rewrite tac[size list rel a ⊲ thm] THEN ⇒ tac);

a(POP ASM T rewrite thm tac);

a(asm rewrite tac[extract a single lemma]);

a(CASES Tp# l2 + 1

∈ 1 .. # (l2 a [last ])

\ Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l2 a [last ]) i) = c2}q

asm rewrite thm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .4" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist lastq

THEN cases tacpc2 dominates R exist last ′q

THEN asm rewrite tac[size list rel a ⊲ thm]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .4 .1" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 9 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 8 (fn => id tac)

THEN asm rewrite tac[extract a single lemma] THEN ⇒ tac);

a(CASES Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2}q

asm rewrite thm tac

THEN CASES Tp# l2 + 1

∈ 1 .. # (l2 a [last ])

\ Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l2 a [last ]) i) = c2}q

asm rewrite thm tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .4 .2" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .3" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .4" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN DROP NTH ASM T 9 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 8 (fn => id tac)

THEN asm rewrite tac[extract a single lemma] THEN ⇒ tac);

a(CASES Tp# l1 + 1

∈ 1 .. # (l1 a [last ′])

\ Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l1 a [last ′]) i) = c2}q

asm rewrite thm tac

THEN CASES Tp# l2 + 1

∈ 1 .. # (l2 a [last ])

\ Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l2 a [last ]) i) = c2}q

asm rewrite thm tac THEN asm rewrite tac[]);

val cleanTable deleteRows lemma = save pop thm"cleanTable deleteRows lemma";
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HOL output

cleanTable deleteRows lemma =

⊢ ∀ c1 c2 t1 t2 ns

• cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2

∧ c2 dominates TS class t1

⇒ cleanTable

c1

(replaceRows

t1

(Extract

(1 .. # (TS rows t1 )

\ revealRow c2 t1 Image ns

∩ {i |R exist (Nth (TS rows t1 ) i) = c2})

(TS rows t1 )))

= cleanTable

c1

(replaceRows

t2

(Extract

(1 .. # (TS rows t2 )

\ revealRow c2 t2 Image ns

∩ {i |R exist (Nth (TS rows t2 ) i) = c2})

(TS rows t2 )))

3.3 Update Rows Lemma

We prove two subsidiary results for updateField and updateRow .
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3.3.1 Update Field Lemma

SML

push goal([],p∀ c1 c2 d1 d2 t u •

c1 dominates c2

∧ replaceData c1 d1 = replaceData c1 d2

∧ isVal(updateField c2 (TS class t) (u,d1 ))

∧ isVal(updateField c2 (TS class t) (u,d2 ))

⇒

replaceData c1 (destVal(updateField c2 (TS class t) (u,d1 )))

=

replaceData c1 (destVal(updateField c2 (TS class t) (u,d2 )))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[updateField def ]);

a(cases tacpc2 = TS class tq

THEN cases tacpisItem uq

THEN cases tacpisClass uq

THEN asm rewrite tac[¬isVal giveError thm,destVal def ]);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac));

a(DROP NTH ASM T 4 ante tac THEN

asm rewrite tac[replaceData def ,get specpMkDataq]);

a(cases tacpc1 dominates Dat class d1q THEN cases tacpc1 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .3" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac));

a(DROP NTH ASM T 4 ante tac THEN

asm rewrite tac[replaceData def ,get specpMkDataq]);

a(cases tacpc1 dominates Dat class d1q THEN cases tacpc1 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(cases tacpdestClass u dominates Dat class d1q

THEN cases tacpdestClass u dominates Dat class d2q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ]);

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac));

a(DROP NTH ASM T 6 ante tac THEN

asm rewrite tac[replaceData def ,get specpMkDataq]);

a(cases tacpc1 dominates destClass uqTHEN asm rewrite tac[]);

a(fc tac[dominates trans]THEN asm fc tac[]);

a(asm rewrite tac[]);

a(⇒ T rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(cases tacpDat class d1 dominates c2q

THEN cases tacpDat class d2 dominates c2q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ]);

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac));

a(DROP NTH ASM T 6 ante tac THEN

asm rewrite tac[replaceData def ,get specpMkDataq]);

a(cases tacpc1 dominates Dat class d1q THEN cases tacpc1 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .1" ∗∗∗ ∗)

a(⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "4 .2" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .3" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "5" ∗∗∗ ∗)

a(cases tacpDat class d1 dominates c2q

THEN cases tacpDat class d2 dominates c2q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ]);

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac));

a(DROP NTH ASM T 6 ante tac THEN

asm rewrite tac[replaceData def ,get specpMkDataq]);

a(cases tacpc1 dominates Dat class d1q THEN cases tacpc1 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "5 .1" ∗∗∗ ∗)

a(⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "5 .2" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "5 .3" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq,data components]THEN strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

val replaceData updateField lemma = save pop thm"replaceData updateField lemma";
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HOL output

replaceData updateField lemma =

⊢ ∀ c1 c2 d1 d2 t u

• c1 dominates c2

∧ replaceData c1 d1 = replaceData c1 d2

∧ isVal (updateField c2 (TS class t) (u, d1 ))

∧ isVal (updateField c2 (TS class t) (u, d2 ))

⇒ replaceData c1 (destVal (updateField c2 (TS class t) (u, d1 )))

= replaceData c1 (destVal (updateField c2 (TS class t) (u, d2 )))

3.3.2 Update Row Lemma

SML

push goal([],p∀ c1 c2 r1 r2 t u

• c1 dominates c2

∧ Dom u ⊆ {n|∃ c′• c′ ∈ visibleCols c2 t ∧ CS posn c′ = n}

∧ cleanRow c1 (Snd (cleanColCons c1 t)) r1

= cleanRow c1 (Snd (cleanColCons c1 t)) r2

∧ isVal (updateRow c2 (TS class t) (u, r1 ))

∧ isVal (updateRow c2 (TS class t) (u, r2 ))

⇒ cleanRow c1 (Snd (cleanColCons c1 t))(destVal(updateRow c2 (TS class t)(u, r1 )))

= cleanRow c1 (Snd (cleanColCons c1 t))(destVal(updateRow c2 (TS class t)(u, r2 )))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[updateRow def ]);

SML

a(cases tacp¬ u ∈ Functionalq THEN

cases tacp((RelCombine u (R data r1 )
o
9
Graph (updateField c2 (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN cases tacp((RelCombine u (R data r2 )
o
9
Graph (updateField c2 (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN asm rewrite tac[¬isVal giveError thm,giveVal eq thm]);

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac) THEN rewrite tac[destVal def ]);

a(DROP NTH ASM T 3 (fn => id tac));

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[cleanRow def ,filterRow def ,

get specpMkRowq,row components,rel ext clauses,rel combine def ,⊕ thm]

THEN REPEAT ⇒ tac THEN strip tac THEN TRY asm rewrite tac[]);

a(REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

(∗ no update ∗)

a(lemma tacp¬ ∃ up • (x ,up) ∈ uq);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a contr tac;

a(spec nth asm tac 4 pdestVal(updateField c2 (TS class t) (up,z ))q);

a(spec nth asm tac 1 pupdateField c2 (TS class t) (up,z )q);

a(spec nth asm tac 1 p(up,z )q);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[]));

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[]));

SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pxq,preplaceData c1 zq]));

a(LEMMA Tp(∃ z ′

• ((∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = x )

∧ (x , z ′) ∈ R data r1 )

∧ replaceData c1 z = replaceData c1 z ′)qasm tac);

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

a(LEMMA Tp∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = xqrewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(REPEAT strip tac);

a(spec nth asm tac 9 pFst z ′′′q);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

(∗ update ∗)

a(DROP NTH ASM T 8 (asm tac o list ∀ elim[pxq,preplaceData c1 (Snd z ′′)q]));

a(LEMMA Tp(∃ z

• ((∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = x )

∧ (x , z ) ∈ R data r1 )

∧ replaceData c1 (Snd z ′′) = replaceData c1 z )qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpSnd z ′′qTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN ⇒ tac);

a(∃ tacpdestVal(updateField c2 (TS class t)(Fst z ′′,z ′′′))q);

a(LEMMA Tp∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = xqrewrite thm tac);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(LEMMA Tp(¬ (∃ y z

• (∃ z ′

• ((x , Fst z ′) ∈ u ∧ (x , Snd z ′) ∈ R data r2 )

∧ z = updateField c2 (TS class t) z ′)

∧ y = destVal z )

∧ (x , destVal (updateField c2 (TS class t) (Fst z ′′, z ′′′)))

∈ R data r2

∨ (∃ z ′

• (∃ z

• ((x , Fst z ) ∈ u ∧ (x , Snd z ) ∈ R data r2 )

∧ z ′ = updateField c2 (TS class t) z )

∧ destVal (updateField c2 (TS class t) (Fst z ′′, z ′′′))

= destVal z ′))qrewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a ∨ right tac;

a(∃ tacpupdateField c2 (TS class t) (Fst z ′′, z ′′′)qTHEN rewrite tac[]);

a(∃ tacp(Fst z ′′, z ′′′)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(lemma tacpisVal (updateField c2 (TS class t) (Fst z ′′, z ′′′)) ∧

isVal (updateField c2 (TS class t) z ′′)q);

(∗ ∗∗∗ Goal "2 .2 .2 .2 .1" ∗∗∗ ∗)

a strip tac;

(∗ ∗∗∗ Goal "2 .2 .2 .2 .1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c2 (TS class t) (Fst z ′′, z ′′′))qval or error type));

a(DROP NTH ASM T 16 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c2 (TS class t) (Fst z ′′, z ′′′))q]);

a(spec nth asm tac 1 p(updateField c2 (TS class t) (Fst z ′′, z ′′′))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(Fst z ′′, z ′′′)q));

SML

(∗ ∗∗∗ Goal "2 .2 .2 .2 .1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c2 (TS class t) z ′′)qval or error type));

a(DROP NTH ASM T 17 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c2 (TS class t) z ′′)q]);

a(spec nth asm tac 1 p(updateField c2 (TS class t) z ′′)q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim pz ′′q));

(∗ ∗∗∗ Goal "2 .2 .2 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);

a(POP ASM T ante tac THEN pure once rewrite tac[prove rule[]pz ′′ = (Fst z ′′,Snd z ′′)q]

THEN ⇒ tac);

a(fc tac[replaceData updateField lemma]

THEN asm fc tac[] THEN asm fc tac[] THEN asm rewrite tac[]);

Page 44 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
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Date: 5 June 2016

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

(∗ no update ∗)

a(lemma tacp¬ ∃ up • (x ,up) ∈ uq);

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

a contr tac;

a(spec nth asm tac 4 pdestVal(updateField c2 (TS class t) (up,z ))q);

a(spec nth asm tac 1 pupdateField c2 (TS class t) (up,z )q);

a(spec nth asm tac 1 p(up,z )q);

(∗ ∗∗∗ Goal "3 .1 .1" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[]));

(∗ ∗∗∗ Goal "3 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[]));

SML

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pxq,preplaceData c1 zq]));

a(LEMMA Tp(∃ z ′

• ((∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = x )

∧ (x , z ′) ∈ R data r2 )

∧ replaceData c1 z = replaceData c1 z ′)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

a(LEMMA Tp∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = xqrewrite thm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2" ∗∗∗ ∗)

a(REPEAT strip tac);

a(spec nth asm tac 9 pFst z ′′′q);
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SML

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

(∗ update ∗)

a(DROP NTH ASM T 8 (asm tac o list ∀ elim[pxq,preplaceData c1 (Snd z ′′)q]));

a(LEMMA Tp(∃ z

• ((∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = x )

∧ (x , z ) ∈ R data r2 )

∧ replaceData c1 (Snd z ′′) = replaceData c1 z )qasm tac);

(∗ ∗∗∗ Goal "4 .1" ∗∗∗ ∗)

a(∃ tacpSnd z ′′qTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN ⇒ tac);

a(∃ tacpdestVal(updateField c2 (TS class t)(Fst z ′′,z ′′′))q);

a(LEMMA Tp∃ c• c ∈ Snd (cleanColCons c1 t) ∧ CS posn c = xqrewrite thm tac);

(∗ ∗∗∗ Goal "4 .2 .1" ∗∗∗ ∗)

a(∃ tacpcqTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "4 .2 .2" ∗∗∗ ∗)

a(LEMMA Tp(¬ (∃ y z

• (∃ z ′

• ((x , Fst z ′) ∈ u ∧ (x , Snd z ′) ∈ R data r1 )

∧ z = updateField c2 (TS class t) z ′)

∧ y = destVal z )

∧ (x , destVal (updateField c2 (TS class t) (Fst z ′′, z ′′′)))

∈ R data r1

∨ (∃ z ′

• (∃ z

• ((x , Fst z ) ∈ u ∧ (x , Snd z ) ∈ R data r1 )

∧ z ′ = updateField c2 (TS class t) z )

∧ destVal (updateField c2 (TS class t) (Fst z ′′, z ′′′))

= destVal z ′))qrewrite thm tac);
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

(∗ ∗∗∗ Goal "4 .2 .2 .1" ∗∗∗ ∗)

a ∨ right tac;

a(∃ tacpupdateField c2 (TS class t) (Fst z ′′, z ′′′)qTHEN rewrite tac[]);

a(∃ tacp(Fst z ′′, z ′′′)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .2 .2 .2" ∗∗∗ ∗)

a(lemma tacpisVal (updateField c2 (TS class t) (Fst z ′′, z ′′′)) ∧

isVal (updateField c2 (TS class t) z ′′)q);

(∗ ∗∗∗ Goal "4 .2 .2 .2 .1" ∗∗∗ ∗)

a strip tac;

(∗ ∗∗∗ Goal "4 .2 .2 .2 .1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c2 (TS class t) (Fst z ′′, z ′′′))qval or error type));

a(DROP NTH ASM T 17 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c2 (TS class t) (Fst z ′′, z ′′′))q]);

a(spec nth asm tac 1 p(updateField c2 (TS class t) (Fst z ′′, z ′′′))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(Fst z ′′, z ′′′)q));

SML

(∗ ∗∗∗ Goal "4 .2 .2 .2 .1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c2 (TS class t) z ′′)qval or error type));

a(DROP NTH ASM T 16 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c2 (TS class t) z ′′)q]);

a(spec nth asm tac 1 p(updateField c2 (TS class t) z ′′)q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim pz ′′q));

(∗ ∗∗∗ Goal "4 .2 .2 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);

a(POP ASM T ante tac THEN pure once rewrite tac[prove rule[]pz ′′ = (Fst z ′′,Snd z ′′)q]

THEN ⇒ tac);

a(fc tac[replaceData updateField lemma]

THEN asm fc tac[] THEN asm fc tac[] THEN asm rewrite tac[]);

val cleanRow updateRow lemma1 = save pop thm"cleanRow updateRow lemma1";
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Date: 5 June 2016

HOL output

cleanRow updateRow lemma1 =

⊢ ∀ c1 c2 r1 r2 t u

• c1 dominates c2

∧ Dom u ⊆ {n|∃ c′• c′ ∈ visibleCols c2 t ∧ CS posn c′ = n}

∧ cleanRow c1 (Snd (cleanColCons c1 t)) r1

= cleanRow c1 (Snd (cleanColCons c1 t)) r2

∧ isVal (updateRow c2 (TS class t) (u, r1 ))

∧ isVal (updateRow c2 (TS class t) (u, r2 ))

⇒ cleanRow

c1

(Snd (cleanColCons c1 t))

(destVal (updateRow c2 (TS class t) (u, r1 )))

= cleanRow

c1

(Snd (cleanColCons c1 t))

(destVal (updateRow c2 (TS class t) (u, r2 )))

3.3.3 Update Rows Lemma

We first prove a theorem which essentially states that if the row existence class of two rows is the
same and the same fields of the two rows are visible, then an update either exists for both rows or
for neither.

SML

push goal([],p∀ l1 l2 x 1 x 2 c us up •

R exist x 1 = R exist x 2 ∧

#(ListRel l1 ⊲ {r |c dominates R exist r})

= #(ListRel l2 ⊲ {r |c dominates R exist r})

⇒

(((#(Squash (Id (Dom (ListRel (l1 a [x 1 ])

⊲ {r |c dominates R exist r})))),up) ∈ us)

⇔((#(Squash (Id (Dom (ListRel (l2 a [x 2 ])

⊲ {r |c dominates R exist r})))),up) ∈ us))q);
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

a(REPEAT ∀ tac THEN strip tac);

a(cases tacpc dominates R exist x 2q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tacpc dominates R exist x 1q THEN LIST [asm rewrite tac[],id tac]);

a(fc tac[size squash id dom thm]);

a(LEMMA Tp#(Squash (Id (Dom (ListRel (l1 a [x 1 ])

⊲ {r |c dominates R exist r}))))

= #(Squash (Id (Dom (ListRel (l2 a [x 2 ])

⊲ {r |c dominates R exist r}))))qrewrite thm tac);

a(strip asm tac(list ∀ elim[pl1q,px 1q,p{r |c dominates R exist r}q]size squash plus1 thm));

a(strip asm tac(list ∀ elim[pl2q,px 2q,p{r |c dominates R exist r}q]size squash plus1 thm));

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(lemma tacp¬ c dominates R exist x 1q THEN LIST [asm rewrite tac[],id tac]);

a(LEMMA Tp#(Squash (Id (Dom (ListRel (l1 a [x 1 ])

⊲ {r |c dominates R exist r}))))

= #(Squash (Id (Dom (ListRel (l2 a [x 2 ])

⊲ {r |c dominates R exist r}))))qrewrite thm tac);

a(asm rewrite tac[list rel a ⊲ thm]);

a(fc tac[size squash id dom thm]);

val inUpdates lemma = save pop thm"inUpdates lemma";
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HOL output

inUpdates lemma =

⊢ ∀ l1 l2 x 1 x 2 c us up

• R exist x 1 = R exist x 2

∧ # (ListRel l1 ⊲ {r |c dominates R exist r})

= # (ListRel l2 ⊲ {r |c dominates R exist r})

⇒ ((#

(Squash

(Id

(Dom

(ListRel (l1 a [x 1 ])

⊲ {r |c dominates R exist r})))), up)

∈ us

⇔ (#

(Squash

(Id

(Dom

(ListRel (l2 a [x 2 ])

⊲ {r |c dominates R exist r})))), up)

∈ us)

Now the main theorem of this section.
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Date: 5 June 2016

SML

push goal([],p∀ c1 c2 t1 t2 us •

us ∈ Functional

∧

Dom (
⋃

(Ran us)) ⊆ {n|∃ c • c ∈ Snd (cleanColCons c2 t2 ) ∧ CS posn c = n}

∧

((RelCombine

((revealRow c2 t1 )
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

∧ ((RelCombine

((revealRow c2 t2 )
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

∧ cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2 ∧ c2 dominates TS class t1

⇒

cleanTable

c1

(replaceRows

t1

(RelList

(ListRel (TS rows t1 )

⊕ (RelCombine

((revealRow c2 t1 )
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c2 (TS class t1 )))

o
9
Graph destVal)))

=

cleanTable

c1

(replaceRows

t2

(RelList

(ListRel (TS rows t2 )

⊕ (RelCombine

((revealRow c2 t2 )
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c2 (TS class t2 )))

o
9
Graph destVal)))q);
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SML

a(REPEAT strip tac);

a(lemma tacpcleanTable c2 t1 = cleanTable c2 t2q

THEN LIST [fc tac[cleanTable lemma]

THEN asm fc tac[],id tac]);

a(DROP NTH ASM T 4 ante tac THEN

rewrite tac[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(lemma tacpc1 dominates TS class t1qTHEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(cases tacpc1 dominates TS class t2qTHEN asm rewrite tac[]);

SML

set labelled goal"2";

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq,tab components,cleanColCons def ]

THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN DROP NTH ASM T 5 rewrite thm tac);

a(asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(⇒ T (strip asm tac o rewrite rule[get specpMkTableSpecq,tab components]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[cleanTable def ]);

a(GET NTH ASM T 8 ante tac THEN GET NTH ASM T 5 rewrite thm tac

THEN ⇒ tac

THEN asm rewrite tac[get specpMkTableSpecq,tab components] THEN strip tac);

a(POP ASM T ante tac THEN lemma tacpcleanColCons c2 t1 = cleanColCons c2 t2q

THEN LIST [pure once asm rewrite tac[prove rule[pair clauses]

p∀ p • p = (Fst p, Snd p)q]THEN asm rewrite tac[],

DROP NTH ASM T 3 (fn => id tac)

THEN DROP NTH ASM T 2 (fn => id tac)]);

a(asm rewrite tac[] THEN ⇒ tac);

a(lemma tacpcleanColCons c1 t1 = cleanColCons c1 t2q

THEN LIST [pure once asm rewrite tac[prove rule[pair clauses]

p∀ p • p = (Fst p, Snd p)q]THEN asm rewrite tac[],

DROP NTH ASM T 7 (fn => id tac)

THEN DROP NTH ASM T 6 (fn => id tac)]);
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SML

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(fc tac[cleanRows size lemma]);

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ](MAP EVERY ante tac));

a(LIST DROP NTH ASM T [1 ,2 ](MAP EVERY (fn => id tac)));

a(DROP NTH ASM T 9 ante tac THEN DROP NTH ASM T 8 ante tac THEN

rewrite tac[cleanColCons def ,cleanRows def ,revealRow def ,get specpMkTableSpecq]);

a(REPEAT strip tac);

a(LIST DROP NTH ASM T [1 ,2 ,3 ,6 ,7 ](MAP EVERY ante tac));

a(lemma tacp∃ l1 • TS rows t1 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l2 • TS rows t2 = l2qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl2q,pl2q));

a(REV LIST INDUCTION Tpl1qasm tac);

SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,all ∀ intro(eq sym rule(all ∀ elim list rel list thm)),

⊕ null thm,rel list null thm]THEN REPEAT strip tac);

a(LEMMA TpListRel l2 ⊲ {r |c2 dominates R exist r} = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[rel ext clauses,⊲ def ]);

a(REPEAT strip tac);

a(list spec nth asm tac 2 [pxq,pyq]);

a(swap nth asm concl tac 1 );

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[⊕ null thm2 ,rel list def ]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq) THEN REV LIST INDUCTION Tpl2qasm tac);

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN cases tacpc1 dominates R exist lastqTHEN asm rewrite tac

[map def ,⊕ null thm,rel list null thm,

all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]THEN REPEAT strip tac);

a(LEMMA TpListRel (l1 a [last ]) ⊲ {r |c2 dominates R exist r} = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .1 .1" ∗∗∗ ∗)

a(lemma tacp¬ c2 dominates R exist lastq);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .1" ∗∗∗ ∗)

a(swap nth asm concl tac 4 );

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[list rel a ⊲ thm]);

a(DROP NTH ASM T 4 ante tac THEN rewrite tac[rel ext clauses,⊲ def ]);

a(REPEAT strip tac);

a(list spec nth asm tac 2 [pxq,pyq]);

a(swap nth asm concl tac 1 );

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[⊕ null thm2 ,rel list def ,list rel a ⊲ thm]);

SML

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN cases tacpc1 dominates R exist lastqTHEN

cases tacpc1 dominates R exist last ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist lastq

THEN cases tacpc2 dominates R exist last ′q

THEN asm rewrite tac[size list rel a ⊲ thm]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN fc tac[rel combine null lemma]);

a(DROP NTH ASM T 14 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 13 (fn => id tac)

THEN asm rewrite tac[] THEN ⇒ tac);

a(GET NTH ASM T 6 (strip asm tac o rewrite rule

[cleanRow def ,get specpMkRowq,row components,rel ext clauses]));

a(POP ASM T (fn => id tac));

a(ante tac(list ∀ elim[pl1q,pl2q,plast
′q,plastq,pc2q,pusq]inUpdates lemma)

THEN asm rewrite tac[] THEN ⇒ tac);

a(cases tacp∃ up • (#(Squash (Id (Dom (ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r})))),up) ∈ usq);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[

p#(Squash(Id(Dom(ListRel (l1 a [last ′]) ⊲ {r |c2 dominates R exist r}))))q,

pupq,pusq,pc2q,pt2q]dom
⋃

ran lemma));

a(DROP NTH ASM T 3 (ante tac o ∀ elimpupq) THEN asm rewrite tac[]THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pc2q,plast
′q,pl1q,pupq,pusq,pt2q]conjunct1 lemma2 )

THEN POP ASM T rewrite thm tac);

a(strip asm tac(list ∀ elim[pc2q,plastq,pl2q,pupq,pusq,pt2q]conjunct1 lemma2 )

THEN POP ASM T rewrite thm tac);

a(lemma tacpisVal (updateRow c2 (TS class t2 ) (up, last ′))

∧ isVal (updateRow c2 (TS class t2 ) (up, last))q);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1" ∗∗∗ ∗)

a strip tac;

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c2 (TS class t2 ) (up, last ′))qval or error type));

a(DROP NTH ASM T 14 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [p# l1 + 1q,pdestError(updateRow c2 (TS class t2 )(up,last
′))q]);

a(spec nth asm tac 1 p(updateRow c2 (TS class t2 ) (up, last ′))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(up, last ′)q));

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 1 p#(Squash (Id (Dom (ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r}))))q);

a(POP ASM T ante tac THEN asm rewrite tac[inv rel def ]);

a(strip asm tac(list ∀ elim[pl1q,plast
′q,p{r |c2 dominates R exist r}q]size a one thm));

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[list rel def ,dot dot def ,

length a one thm,nth length one thm]));

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c2 (TS class t2 ) (up, last))qval or error type));

a(DROP NTH ASM T 15 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [p# l2 + 1q,pdestError(updateRow c2 (TS class t2 )(up, last))q]);

a(spec nth asm tac 1 p(updateRow c2 (TS class t2 ) (up, last))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(up, last)q));

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 1 p#(Squash (Id (Dom (ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r}))))q);

a(POP ASM T ante tac THEN asm rewrite tac[inv rel def ]);

a(strip asm tac(list ∀ elim[pl2q,plastq,p{r |c2 dominates R exist r}q]size a one thm));

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .1 .2 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[list rel def ,dot dot def ,

length a one thm,nth length one thm]));
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .2" ∗∗∗ ∗)

a(LEMMA Tpc1 dominates R exist

(destVal (updateRow c2 (TS class t2 ) (up, last ′)))

∧ c1 dominates R exist

(destVal (updateRow c2 (TS class t2 ) (up, last)))qasm rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .2 .1" ∗∗∗ ∗)

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[updateRow def ]);

a(cases tacp¬ up ∈ Functionalq THEN

cases tacp((RelCombine up (R data last ′)
o
9
Graph (updateField c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

∧ ((RelCombine up (R data last)
o
9
Graph (updateField c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ,get specpMkRowq,

row components]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .1 .2 .2" ∗∗∗ ∗)

a(bc tac[rewrite rule[cleanColCons def ]cleanRow updateRow lemma1 ]THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(LEMMA TpRelCombine ((Squash

(Id

(Dom

(ListRel (l1 a [last ′])

⊲ {r |c2 dominates R exist r}))))∼

o
9
us)

(ListRel (l1 a [last ′]))

=RelCombine ((Squash

(Id

(Dom

(ListRel l1

⊲ {r |c2 dominates R exist r}))))∼

o
9
us)

(ListRel l1 )qrewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm]);

a(LEMMA Tp{(# (Squash(Id(Dom (ListRel l1

⊲ {r |c2 dominates R exist r})))) + 1 , # l1 + 1 )}∼

o
9
us = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,inv rel def ]THEN REPEAT strip tac);

a(spec nth asm tac 4 pyq);

a(DROP NTH ASM T 4 (fn => id tac) THEN DROP NTH ASM T 4 (fn => id tac));

a(strip asm tac(list ∀ elim[pl1q,plast
′q,p{r |c2 dominates R exist r}q]size squash plus1 thm));

a(swap nth asm concl tac 2 );

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[rel combine one lemma]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2" ∗∗∗ ∗)

a(LEMMA TpRelCombine ((Squash

(Id

(Dom

(ListRel (l2 a [last ])

⊲ {r |c2 dominates R exist r}))))∼

o
9
us)

(ListRel (l2 a [last ]))

=RelCombine ((Squash

(Id

(Dom

(ListRel l2

⊲ {r |c2 dominates R exist r}))))∼

o
9
us)

(ListRel l2 )qrewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm]);

a(LEMMA Tp{(# (Squash(Id(Dom (ListRel l2

⊲ {r |c2 dominates R exist r})))) + 1 , # l2 + 1 )}∼

o
9
us = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,inv rel def ]THEN REPEAT strip tac);

a(spec nth asm tac 3 pyq);

a(DROP NTH ASM T 4 (fn => id tac) THEN DROP NTH ASM T 4 (fn => id tac));

a(strip asm tac(list ∀ elim[pl2q,plastq,p{r |c2 dominates R exist r}q]size squash plus1 thm));

a(swap nth asm concl tac 2 );

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[rel combine one lemma]);

(∗ ∗∗∗ Goal "1 .2 .2 .1 .1 .2 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pl1q,plast
′q,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(strip asm tac(list ∀ elim[pl2q,plastq,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pl1q,pl2q,pc1q,pc2q,p{col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t2}q]

map cleanRow lemma2 ));

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .3" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pl1q,pl2q,pc1q,pc2q,p{col

|∃ y

• c1 dominates CC exist y

∧ (CS consGroup col , y) ∈ TS cons t2}q]

map cleanRow lemma2 ));

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1 .4" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN fc tac[rel combine null lemma]);

a(DROP NTH ASM T 14 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 13 (fn => id tac)

THEN asm rewrite tac[] THEN ⇒ tac);

a(asm rewrite tac[list rel a ⊲ thm,rel combine one lemma]);

a(strip asm tac(list ∀ elim[pl1q,plast
′q,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(strip asm tac(list ∀ elim[pl2q,plastq,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist last ′q

THEN asm rewrite tac[size list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN fc tac[rel combine null lemma]);

a(DROP NTH ASM T 12 (ante tac o ∀ elimpl2 a [last ]q)

THEN DROP NTH ASM T 11 (fn => id tac)

THEN asm rewrite tac[size list rel a ⊲ thm] THEN ⇒ tac);

a(POP ASM T (rewrite thm tac o eq sym rule));

a(asm rewrite tac[list rel a ⊲ thm,rel combine one lemma]);

a(strip asm tac(list ∀ elim[pl1q,plast
′q,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .3" ∗∗∗ ∗)

a(cases tacpc2 dominates R exist lastq

THEN asm rewrite tac[size list rel a ⊲ thm]);

(∗ ∗∗∗ Goal "1 .2 .2 .3 .1" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .3 .2" ∗∗∗ ∗)

a(REPEAT ⇒ tac THEN fc tac[rel combine null lemma]);

a(DROP NTH ASM T 12 (fn => id tac)

THEN DROP NTH ASM T 11 (ante tac o ∀ elimplast ′q)

THEN asm rewrite tac[size list rel a ⊲ thm] THEN ⇒ tac);

a(POP ASM T rewrite thm tac);

a(asm rewrite tac[list rel a ⊲ thm,rel combine one lemma]);

a(strip asm tac(list ∀ elim[pl2q,plastq,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(asm rewrite tac[]);

Page 61 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

(∗ ∗∗∗ Goal "1 .2 .2 .4" ∗∗∗ ∗)

a(lemma tacp¬ c2 dominates R exist last ∧ ¬ c2 dominates R exist last ′q);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .1" ∗∗∗ ∗)

a(swap nth asm concl tac 1 THEN fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .2" ∗∗∗ ∗)

a(asm rewrite tac[size list rel a ⊲ thm] THEN REPEAT ⇒ tac

THEN fc tac[rel combine null lemma]);

a(DROP NTH ASM T 13 (ante tac o ∀ elimpl2q)

THEN DROP NTH ASM T 12 (fn => id tac)

THEN asm rewrite tac[size list rel a ⊲ thm] THEN ⇒ tac);

a(asm rewrite tac[list rel a ⊲ thm,rel combine one lemma]);

a(strip asm tac(list ∀ elim[pl1q,plast
′q,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(strip asm tac(list ∀ elim[pl2q,plastq,pc2q,pusq,pt2q]conjunct1 lemma1 ));

a(asm rewrite tac[]);

val cleanTable updateRows lemma = save pop thm"cleanTable updateRows lemma";
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HOL output

cleanTable updateRows lemma =

⊢ ∀ c1 c2 t1 t2 us

• Dom (
⋃

(Ran us))

⊆ {n|∃ c• c ∈ Snd (cleanColCons c2 t2 ) ∧ CS posn c = n}

∧ ((RelCombine

((revealRow c2 t1 )
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

∧ ((RelCombine

((revealRow c2 t2 )
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

∧ cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2

∧ c2 dominates TS class t1

⇒ cleanTable

c1

(replaceRows

t1

(RelList

(ListRel (TS rows t1 )

⊕ (RelCombine

((revealRow c2 t1 )
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c2 (TS class t1 )))

o
9
Graph destVal)))

= cleanTable

c1

(replaceRows

t2

(RelList

(ListRel (TS rows t2 )

⊕ (RelCombine

((revealRow c2 t2 )
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c2 (TS class t2 )))

o
9
Graph destVal))) Page 63 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

3.4 Proof of Conjunct 2

First we prove three auxiliary results.

SML

push goal([],p∀ c1 c2 i s • (c1 dominates c2 ∧ tabExists c2 i s)

⇒ tabExists c1 i sq);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[tabExists def ]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(∃ tacpyqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(fc tac[dominates trans]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(∃ tacpy ′qTHEN asm rewrite tac[]);

val tabExists lemma1 = save pop thm"tabExists lemma1";

HOL output

tabExists lemma1 =

⊢ ∀ c1 c2 i s

• c1 dominates c2 ∧ tabExists c2 i s ⇒ tabExists c1 i s

SML

push goal([],p∀ c s1 s2

• hideR (c, repState s1 ) = hideR (c, repState s2 )

⇒ (∀ i

• tabExists c i (repState s1 )

⇒ cleanTable c (getTable i (repState s1 ))

= cleanTable c (getTable i (repState s2 )))q);

a(REPEAT strip tac);

a(fc tac[rewrite rule[hide eq lemma]tabExists cleanTable lemma]THEN asm fc tac[]);

val tabExists cleanTable lemma1 = save pop thm"tabExists cleanTable lemma1";

HOL output

tabExists cleanTable lemma1 =

⊢ ∀ c s1 s2

• hideR (c, repState s1 ) = hideR (c, repState s2 )

⇒ (∀ i

• tabExists c i (repState s1 )

⇒ cleanTable c (getTable i (repState s1 ))

= cleanTable c (getTable i (repState s2 )))
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SML

push goal([],p∀ c t1 t2 •

c dominates TS class t1

∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2

⇒ colDefaults c t1 = colDefaults c t2q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN asm rewrite tac

[cleanTable def ,get specpMkTableSpecq,tab components]THEN strip tac);

a(asm rewrite tac[ext thm,colDefaults def ,visibleCols def ]);

val colDefaults lemma = save pop thm"colDefaults lemma";

HOL output

colDefaults lemma = ⊢ ∀ c t1 t2

• c dominates TS class t1

∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2

⇒ colDefaults c t1 = colDefaults c t2

Now the proof of conjunct2 .

SML

push goal([],p∀ c1 c2 s1 s2 e

• hideR (c1 , repState s1 ) = hideR (c1 , repState s2 ) ∧ c1 dominates c2

⇒ hideR (c1 , Fst (updateStateR (c2 , e, repState s1 )))

= hideR (c1 , Fst (updateStateR (c2 , e, repState s2 )))q);

a(REPEAT strip tac);

a(lemma tacphideR (c2 , repState s1 ) = hideR (c2 , repState s2 )q

THEN LIST [fc tac[rewrite rule[hide eq lemma,secureHide def ]secureHide lemma]

THEN asm fc tac[],id tac]);

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateStateR def ]]);

a(lemma tacp(tabExists c2 (tabFromEffect (Fst e)) (repState s1 )

⇒ tabExists c2 (tabFromEffect (Fst e)) (repState s2 ))

∧ (tabExists c2 (tabFromEffect (Fst e)) (repState s2 )

⇒ tabExists c2 (tabFromEffect (Fst e)) (repState s1 ))q);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pc2q,ps1q,ps2q](rewrite rule[hide eq lemma]

tabExists lemma))THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

(∗ invalid tables in s1 and s2 ∗)

a(strip asm tac(∀ elim pFst eq query type) THEN asm rewrite tac[]

THEN cases tacp¬ Snd e = []q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

(∗ valid tables in s1 and s2 ∗)

a(strip asm tac (list ∀ elim[pc2q,ps1q,ps2q](rewrite rule[hide eq lemma]

tabExists cleanTable lemma)));

a(POP ASM T (strip asm tac o ∀ elimptabFromEffect (Fst e)q));

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

(∗ table classes not dominated by c ∗)

a(EVERY [strip asm tac(∀ elim pFst eq query type),

asm rewrite tac[],

cases tacp¬ Snd e = []q,

asm rewrite tac[]]);

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

(∗ table classes dominated by c ∗)

a(strip asm tac(list ∀ elim[pc1q,pc2q,ptabFromEffect (Fst e)q,prepState s1q]tabExists lemma1 ));

a(strip asm tac (list ∀ elim[pc1q,ps1q,ps2q]tabExists cleanTable lemma1 ));

a(POP ASM T (strip asm tac o ∀ elimptabFromEffect (Fst e)q));

a(EVERY [strip asm tac(∀ elim pFst eq query type),

asm rewrite tac[],

cases tacp¬ Snd e = []q,

asm rewrite tac[]]);

(∗
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SML

∗)

(∗ 3 subgoals − Select automatically proven ∗)

(∗ ∗∗∗ Goal "3 .2 .1" ∗∗∗ ∗)

(∗ ∗∗∗ Insert ∗∗∗ ∗)

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ,7 ](MAP EVERY (fn => id tac)));

a(POP ASM T (strip asm tac o rewrite rule[isInsert def ]));

a(LIST DROP NTH ASM T [2 ,3 ,4 ,5 ,6 ,7 ](MAP EVERY ante tac)

THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps1qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s1q,pFront (Fst i)q,py ′′q]at thm1 ));

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps2qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s2q,pFront (Fst i)q,pyq]at thm1 ));

a(LIST DROP NTH ASM T [7 ,8 ,9 ,10 ,11 ,12 ,13 ,15 ,16 ,17 ](MAP EVERY ante tac)

THEN GET NTH ASM T 4 rewrite thm tac THEN TOP ASM T rewrite thm tac);

(∗
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SML

∗)

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 16 ante tac THEN DROP NTH ASM T 13 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]

THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast (Fst i)q,py ′q]at thm1 ));

a(strip asm tac(list ∀ elim[pDir tables y ′′q,pLast (Fst i)q,py ′′′q]at thm1 ));

a(LIST DROP NTH ASM T [9 ,10 ,11 ,12 ](MAP EVERY ante tac)THEN asm rewrite tac[]);

a(LIST DROP NTH ASM T [4 ,6 ,7 ,8 ](MAP EVERY (fn => id tac))

THEN REPEAT ⇒ tac);

a(LEMMA Tpi = (Fst i ,Snd i)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],asm rewrite tac[hideR def ,insertQuery def ,changeSpec def ]]);

a(DROP NTH ASM T 23 (strip asm tac o rewrite rule[hideR def ,rel ext clauses]));

a(REPEAT ∀ tac);

a(strip asm tac(list ∀ elim[pc2q,py
′′′q,py ′q]colDefaults lemma));

a(TOP ASM T rewrite thm tac);

a(cases tacp¬ Elems (Map (MkRow c2 o colDefaults c2 y ′)

(Snd i)) ⊆ RowSq

THEN asm rewrite tac[]);

a(POP ASM T (fn => id tac) THEN REPEAT strip tac);

(∗

Page 68 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst i)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 8 (asm tac o list ∀ elim[pFront(Fst i)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst i), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 26 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst i)q,pz ′q,pyq]));

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

a(∃ tacpMkDirectory

(Dir tables y

⊕ {(Last (Fst i),

replaceRows

y ′

(TS rows y ′

a Map

(MkRow c2 o colDefaults c2 y ′)

(Snd i)))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst i)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′ (TS rows y ′ a Map (MkRow c2 o colDefaults c2 y ′) (Snd i))q

THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable insertRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpSnd iq) THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst i)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′′′ (TS rows y ′′′ a Map (MkRow c2 o colDefaults c2 y ′′′) (Snd i))q

THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable insertRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpSnd iq) THEN asm rewrite tac[]

THEN ⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s1 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst i)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 8 (asm tac o list ∀ elim[pFront(Fst i)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst i), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗

Page 72 of 101



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 26 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst i)q,pz ′q,pyq]));

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

a(∃ tacpMkDirectory

(Dir tables y ′′

⊕ {(Last (Fst i),

replaceRows

y ′′′

(TS rows y ′′′

a Map

(MkRow c2 o colDefaults c2 y ′′′)

(Snd i)))})

(Dir exist y ′′)

(Dir class y ′′)qTHEN asm rewrite tac[get specpMkDirectoryq]);

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst i)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′′′ (TS rows y ′′′ a Map (MkRow c2 o colDefaults c2 y ′′′) (Snd i))q

THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable insertRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpSnd iq) THEN asm rewrite tac[]

THEN ⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst i)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′ (TS rows y ′ a Map (MkRow c2 o colDefaults c2 y ′) (Snd i))q

THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable insertRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpSnd iq) THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .1 .2 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s2 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .1 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2" ∗∗∗ ∗)

(∗ ∗∗∗ Delete ∗∗∗ ∗)

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ,7 ](MAP EVERY (fn => id tac)));

a(POP ASM T (strip asm tac o rewrite rule[isDelete def ]));

a(LIST DROP NTH ASM T [2 ,3 ,4 ,5 ,6 ,7 ](MAP EVERY ante tac)

THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps1qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s1q,pFront (Fst d)q,py ′′q]at thm1 ));

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps2qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s2q,pFront (Fst d)q,pyq]at thm1 ));

a(LIST DROP NTH ASM T [7 ,8 ,9 ,10 ,11 ,12 ,13 ,15 ,16 ,17 ](MAP EVERY ante tac)

THEN GET NTH ASM T 4 rewrite thm tac THEN TOP ASM T rewrite thm tac);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 16 ante tac THEN DROP NTH ASM T 13 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]

THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast (Fst d)q,py ′q]at thm1 ));

a(strip asm tac(list ∀ elim[pDir tables y ′′q,pLast (Fst d)q,py ′′′q]at thm1 ));

a(LIST DROP NTH ASM T [9 ,10 ,11 ,12 ](MAP EVERY ante tac)THEN asm rewrite tac[]);

a(LIST DROP NTH ASM T [4 ,6 ,7 ,8 ](MAP EVERY (fn => id tac))

THEN REPEAT ⇒ tac);

a(LEMMA Tpd = (Fst d ,Snd d)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],asm rewrite tac[hideR def ,deleteQuery def ,changeSpec def ]]);

a(DROP NTH ASM T 23 (strip asm tac o rewrite rule[hideR def ,rel ext clauses]));

a(REPEAT strip tac);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst d)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pFront(Fst d)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst d), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 25 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst d)q,pz ′q,pyq]));

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

(∗

SML

∗)

a(∃ tacpMkDirectory(Dir tables y

⊕ {(Last (Fst d),

replaceRows

y ′

(Extract

(1 .. # (TS rows y ′)

\ revealRow c2 y ′ Image Snd d

∩ {i

|R exist (Nth (TS rows y ′) i)

= c2})

(TS rows y ′)))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

(∗

SML

∗)

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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Ref: DS/FMU/FEF/013
Issue: Revision : 2 .6

Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst d)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′

(Extract

(1 .. # (TS rows y ′)

\ revealRow c2 y ′ Image Snd d

∩ {i |R exist (Nth (TS rows y ′) i) = c2})

(TS rows y ′))q THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable deleteRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(spec nth asm tac 7 pSnd dq);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗
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Date: 5 June 2016

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst d)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′′′

(Extract

(1 .. # (TS rows y ′′′)

\ revealRow c2 y ′′′ Image Snd d

∩ {i |R exist (Nth (TS rows y ′′′) i) = c2})

(TS rows y ′′′))q THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable deleteRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(spec nth asm tac 7 pSnd dqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 5 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s1 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .2" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst d)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pFront(Fst d)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst d), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 25 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst d)q,pz ′q,pyq]));

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

a(∃ tacpMkDirectory (Dir tables y ′′

⊕ {(Last (Fst d),

replaceRows

y ′′′

(Extract

(1 .. # (TS rows y ′′′)

\ revealRow c2 y ′′′ Image Snd d

∩ {i

|R exist (Nth (TS rows y ′′′) i)

= c2})

(TS rows y ′′′)))})

(Dir exist y ′′)

(Dir class y ′′)qTHEN asm rewrite tac[get specpMkDirectoryq]);

(∗

SML

∗)

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst d)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′′′

(Extract

(1 .. # (TS rows y ′′′)

\ revealRow c2 y ′′′ Image Snd d

∩ {i |R exist (Nth (TS rows y ′′′) i) = c2})

(TS rows y ′′′))q THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable deleteRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(spec nth asm tac 7 pSnd dq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst d)qTHEN asm rewrite tac[]);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′

(Extract

(1 .. # (TS rows y ′)

\ revealRow c2 y ′ Image Snd d

∩ {i |R exist (Nth (TS rows y ′) i) = c2})

(TS rows y ′))q THEN asm rewrite tac[]);

a(EXTEND PC T1 "
′mmp1" fc tac[cleanTable deleteRows lemma]

THEN EXTEND PC T1 "
′mmp1" asm fc tac[]);

a(spec nth asm tac 7 pSnd dq);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .1 .2 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 5 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s2 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3" ∗∗∗ ∗)

(∗ ∗∗∗ Update ∗∗∗ ∗)

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ,7 ](MAP EVERY (fn => id tac)));

a(POP ASM T (strip asm tac o rewrite rule[isUpdate def ]));

a(LIST DROP NTH ASM T [2 ,3 ,4 ,5 ,6 ,7 ](MAP EVERY ante tac)

THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps1qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s1q,pFront (Fst u)q,py ′′q]at thm1 ));

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps2qisState lemma)));

a(strip asm tac(list ∀ elim[prepState s2q,pFront (Fst u)q,pyq]at thm1 ));

a(LIST DROP NTH ASM T [7 ,8 ,9 ,10 ,11 ,12 ,13 ,15 ,16 ,17 ](MAP EVERY ante tac)

THEN GET NTH ASM T 4 rewrite thm tac THEN TOP ASM T rewrite thm tac);

(∗

SML

∗)

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 16 ante tac THEN DROP NTH ASM T 13 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]

THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast (Fst u)q,py ′q]at thm1 ));

a(strip asm tac(list ∀ elim[pDir tables y ′′q,pLast (Fst u)q,py ′′′q]at thm1 ));

a(LIST DROP NTH ASM T [9 ,10 ,11 ,12 ](MAP EVERY ante tac)THEN asm rewrite tac[]);

a(LIST DROP NTH ASM T [4 ,6 ,7 ,8 ](MAP EVERY (fn => id tac))

THEN REPEAT ⇒ tac);

(∗
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SML

∗)

a(LEMMA TphideR (c1 , Fst (updateQuery (c2 , u, repState s1 , y
′′′)))

= hideR(c1 , Fst (updateQuery (c2 , u, repState s2 , y
′)))q

rewrite thm tac);

a(DROP NTH ASM T 4 ante tac THEN

asm rewrite tac[cleanTable def ,get specpMkTableSpecq,tab components]);

a strip tac;

a(DROP NTH ASM T 27 (asm tac o rewrite rule[hideR def ]));

a(LEMMA Tpu = (Fst u,Snd u)q pure once asm rewrite thm tac THEN LIST [rewrite tac[],

asm rewrite tac[hideR def ,updateQuery def ,changeSpec def ,visibleCols def ]]);

a(conv tac (MAP C let conv));

(∗

SML

∗)

a(cases tacp¬ Snd u ∈ Functionalq THEN

cases tacp¬ Dom (
⋃

(Ran (Snd u)))

⊆ {n

|∃ c

• c ∈ Snd (cleanColCons c2 y ′) ∧ CS posn c = n}q

THEN asm rewrite tac[]);

a(ante tac (rewrite rule[visibleCols def ]

(list ∀ elim[pc2q,py
′q,py ′′′q,pSnd uq]cleanRows errors or vals lemma))

THEN asm rewrite tac[] THEN REPEAT strip tac THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 (asm tac o rewrite rule[rel ext clauses]));

a(rewrite tac[rel ext clauses]THEN REPEAT strip tac);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst u)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pFront(Fst u)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst u), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 33 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst u)q,pz ′q,pyq]));

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

a(∃ tacpMkDirectory(Dir tables y

⊕ {(Last (Fst u),

replaceRows

y ′

(RelList

(ListRel (TS rows y ′)

⊕ (RelCombine

((revealRow c2 y ′)∼

o
9
Snd u)

(ListRel (TS rows y ′))
o
9
Graph

(updateRow c2 (TS class y ′)))
o
9
Graph destVal)))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

(∗

SML

∗)

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst u)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows

y ′

(RelList

(ListRel (TS rows y ′)

⊕ (RelCombine

((revealRow c2 y ′)∼ o
9
Snd u)

(ListRel (TS rows y ′))
o
9
Graph (updateRow c2 (TS class y ′)))

o
9
Graph destVal))q THEN asm rewrite tac[]);

a(ante tac(list ∀ elim[pc1q,pc2q,py
′′′q,py ′q,pSnd uq]cleanTable updateRows lemma)

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst u)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows

y ′′′

(RelList

(ListRel (TS rows y ′′′)

⊕ (RelCombine

((revealRow c2 y ′′′)∼ o
9
Snd u)

(ListRel (TS rows y ′′′))
o
9
Graph (updateRow c2 (TS class y ′)))

o
9
Graph destVal))q THEN asm rewrite tac[]);

a(ante tac(list ∀ elim[pc1q,pc2q,py
′′′q,py ′q,pSnd uq]cleanTable updateRows lemma)

THEN asm rewrite tac[] THEN ⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 5 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s1 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .2" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front (Fst u)qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 7 (asm tac o list ∀ elim[pFront(Fst u)q,pcleanDirectory c1 y ′′q]));

a(LEMMA Tp(∃ z

• (c1 dominates Dir exist z ∧ (Front (Fst u), z ) ∈ repState s1 )

∧ cleanDirectory c1 y ′′ = cleanDirectory c1 z )qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′′qTHEN asm rewrite tac[]);

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = yq);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 33 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront (Fst u)q,pz ′q,pyq]));

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(⇒ T (strip asm tac o rewrite rule[cleanDirectory def ,

get specpMkDirectoryq,dir components]));

a(∃ tacpMkDirectory (Dir tables y ′′

⊕ {(Last (Fst u),

replaceRows

y ′′′

(RelList

(ListRel (TS rows y ′′′)

⊕ (RelCombine

((revealRow c2 y ′′′)∼

o
9
Snd u)

(ListRel (TS rows y ′′′))
o
9
Graph

(updateRow

c2

(TS class y ′)))
o
9
Graph destVal)))})

(Dir exist y ′′)

(Dir class y ′′)qTHEN asm rewrite tac[get specpMkDirectoryq]);

(∗

SML

∗)

a(lemma tacpc1 dominates Dir exist yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(rewrite tac[cleanDirectory def ]);

a(lemma tacpc1 dominates Dir class y ′′q THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(asm rewrite tac[get specpMkDirectoryq,dir components]);

a(lemma tacpc1 dominates Dir class yq THEN LIST

[fc tac[dominates trans] THEN asm fc tac[],asm rewrite tac[]]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[rel ext clauses]THEN ⇒ tac);

a(rewrite tac[⊕ single]);

a(REPEAT ∀ tac THEN ⇔ T asm tac);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .1" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst u)qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′′′

(RelList

(ListRel (TS rows y ′′′)

⊕ (RelCombine

((revealRow c2 y ′′′)∼ o
9
Snd u)

(ListRel (TS rows y ′′′))
o
9
Graph (updateRow c2 (TS class y ′)))

o
9
Graph destVal))q THEN asm rewrite tac[]);

a(ante tac(list ∀ elim[pc1q,pc2q,py
′′′q,py ′q,pSnd uq]cleanTable updateRows lemma)

THEN asm rewrite tac[] THEN ⇒ T rewrite thm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .2" ∗∗∗ ∗)

a(cases tacpx ′ = Last (Fst u)qTHEN asm rewrite tac[]);

(∗
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SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(∃ tacpreplaceRows y ′

(RelList

(ListRel (TS rows y ′)

⊕ (RelCombine

((revealRow c2 y ′)∼ o
9
Snd u)

(ListRel (TS rows y ′))
o
9
Graph (updateRow c2 (TS class y ′)))

o
9
Graph destVal))q THEN asm rewrite tac[]);

a(ante tac(list ∀ elim[pc1q,pc2q,py
′′′q,py ′q,pSnd uq]cleanTable updateRows lemma)

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 strip asm tac);

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[px ′q,pcleanTable c1 z ′′q]));

a(LEMMA Tp∃ z • (x ′, z ) ∈ Dir tables y ′′

∧ cleanTable c1 z ′′ = cleanTable c1 zqasm tac);

(∗

SML

∗)

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .1 .2 .2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′′′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (strip asm tac o rewrite rule

[⊕ single,get specpMkDirectoryq,dir components]));

a(DROP NTH ASM T 5 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (c1 dominates Dir exist z ′ ∧ (x , z ′) ∈ repState s2 )

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2 .3 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

val conjunct2 = save pop thm"conjunct2";
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HOL output

conjunct2 =

⊢ ∀ c1 c2 s1 s2 e

• hideR (c1 , repState s1 ) = hideR (c1 , repState s2 ) ∧ c1 dominates c2

⇒ hideR (c1 , Fst (updateStateR (c2 , e, repState s1 )))

= hideR (c1 , Fst (updateStateR (c2 , e, repState s2 )))

4 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

pop pc();
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5 THE THEORY fef013

5.1 Parents

fef012

5.2 Children

fef015

5.3 Theorems

cleanTable insertRows lemma
⊢ ∀ c1 c2 t1 t2 ds
• cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2
⇒ cleanTable

c1
(replaceRows

t1
(TS rows t1

@ Map
(MkRow c2 o colDefaults c2 t1 )
ds))

= cleanTable
c1
(replaceRows

t2
(TS rows t2

@ Map
(MkRow c2 o colDefaults c2 t2 )
ds))

extract a single lemma
⊢ ∀ c l x
• Extract

(1 .. # (l @ [x ])
\ Squash

(Id
(Dom

(ListRel (l @ [x ])
⊲ {r
|c

dominates R exist
r})))

Image ns
∩ {i |R exist (Nth (l @ [x ]) i) = c})

(l @ [x ])
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= (if
# l + 1
∈ 1 .. # (l @ [x ])
\ Squash

(Id
(Dom

(ListRel (l @ [x ])
⊲ {r
|c

dominates R exist
r})))

Image ns
∩ {i |R exist (Nth (l @ [x ]) i) = c}

then
Extract

(1 .. # l
\ Squash

(Id
(Dom

(ListRel l
⊲ {r
|c

dominates R exist
r})))

Image ns
∩ {i |R exist (Nth l i) = c})

l
@ [x ]

else
Extract
(1 .. # l

\ Squash
(Id

(Dom
(ListRel l

⊲ {r
|c

dominates R exist
r})))

Image ns
∩ {i |R exist (Nth l i) = c})

l)
map cleanRow lemma1

⊢ ∀ l1 l2 c1 c2 s
• c1 dominates c2

∧ Map
(cleanRow c1 s)
(l1 ↾ {r |c1 dominates R exist r})
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= Map
(cleanRow c1 s)
(l2 ↾ {r |c1 dominates R exist r})

⇒ Map
(cleanRow c2 s)
(l1 ↾ {r |c2 dominates R exist r})

= Map
(cleanRow c2 s)
(l2 ↾ {r |c2 dominates R exist r})

map cleanRow lemma2
⊢ ∀ l1 l2 c1 c2 s
• c1 dominates c2

∧ Map
(cleanRow c1 s)
(l1 ↾ {r |c1 dominates R exist r})

= Map
(cleanRow c1 s)
(l2 ↾ {r |c1 dominates R exist r})

⇒ # (ListRel l1 ⊲ {r |c2 dominates R exist r})
= # (ListRel l2 ⊲ {r |c2 dominates R exist r})

cleanTable deleteRows lemma
⊢ ∀ c1 c2 t1 t2 ns
• cleanTable c1 t1 = cleanTable c1 t2

∧ c1 dominates c2
∧ c2 dominates TS class t1

⇒ cleanTable
c1
(replaceRows

t1
(Extract

(1 .. # (TS rows t1 )
\ revealRow c2 t1 Image ns
∩ {i
|R exist (Nth (TS rows t1 ) i)

= c2})
(TS rows t1 )))

= cleanTable
c1
(replaceRows

t2
(Extract

(1 .. # (TS rows t2 )
\ revealRow c2 t2 Image ns
∩ {i
|R exist (Nth (TS rows t2 ) i)

= c2})
(TS rows t2 )))

replaceData updateField lemma
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⊢ ∀ c1 c2 d1 d2 t u
• c1 dominates c2

∧ replaceData c1 d1 = replaceData c1 d2

∧ isVal (updateField c2 (TS class t) (u, d1 ))
∧ isVal (updateField c2 (TS class t) (u, d2 ))

⇒ replaceData
c1
(destVal

(updateField c2 (TS class t) (u, d1 )))
= replaceData
c1
(destVal

(updateField c2 (TS class t) (u, d2 )))
cleanRow updateRow lemma1

⊢ ∀ c1 c2 r1 r2 t u
• c1 dominates c2

∧ Dom u
⊆ {n
|∃ c′

• c′ ∈ visibleCols c2 t ∧ CS posn c′ = n}
∧ cleanRow c1 (Snd (cleanColCons c1 t)) r1
= cleanRow c1 (Snd (cleanColCons c1 t)) r2

∧ isVal (updateRow c2 (TS class t) (u, r1 ))
∧ isVal (updateRow c2 (TS class t) (u, r2 ))

⇒ cleanRow
c1
(Snd (cleanColCons c1 t))
(destVal

(updateRow c2 (TS class t) (u, r1 )))
= cleanRow
c1
(Snd (cleanColCons c1 t))
(destVal

(updateRow c2 (TS class t) (u, r2 )))
inUpdates lemma

⊢ ∀ l1 l2 x 1 x 2 c us up
• R exist x 1 = R exist x 2

∧ # (ListRel l1 ⊲ {r |c dominates R exist r})
= # (ListRel l2 ⊲ {r |c dominates R exist r})

⇒ ((#
(Squash

(Id
(Dom

(ListRel (l1 @ [x 1 ])
⊲ {r
|c

dominates R exist
r})))), up)
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∈ us
⇔ (#

(Squash
(Id

(Dom
(ListRel (l2 @ [x 2 ])

⊲ {r
|c

dominates R exist
r})))), up)

∈ us)
cleanTable updateRows lemma

⊢ ∀ c1 c2 t1 t2 us
• us ∈ Functional

∧ Dom (
⋃

(Ran us))
⊆ {n
|∃ c
• c ∈ Snd (cleanColCons c2 t2 )

∧ CS posn c = n}
∧ ((RelCombine

(revealRow c2 t1
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}
∧ ((RelCombine

(revealRow c2 t2
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c2 (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}
∧ cleanTable c1 t1 = cleanTable c1 t2
∧ c1 dominates c2
∧ c2 dominates TS class t1

⇒ cleanTable
c1
(replaceRows

t1
(RelList

(ListRel (TS rows t1 )
⊕ (RelCombine

(revealRow c2 t1
∼ o

9
us)

(ListRel (TS rows t1 ))
o
9
Graph
(updateRow

c2
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(TS class t1 )))
o
9
Graph destVal)))

= cleanTable
c1
(replaceRows

t2
(RelList

(ListRel (TS rows t2 )
⊕ (RelCombine

(revealRow c2 t2
∼ o

9
us)

(ListRel (TS rows t2 ))
o
9
Graph
(updateRow

c2
(TS class t2 )))

o
9
Graph destVal)))

tabExists lemma1
⊢ ∀ c1 c2 i s
• c1 dominates c2 ∧ tabExists c2 i s

⇒ tabExists c1 i s
tabExists cleanTable lemma1

⊢ ∀ c s1 s2
• hideR (c, repState s1 ) = hideR (c, repState s2 )

⇒ (∀ i
• tabExists c i (repState s1 )

⇒ cleanTable c (getTable i (repState s1 ))
= cleanTable c (getTable i (repState s2 )))

colDefaults lemma
⊢ ∀ c t1 t2
• c dominates TS class t1

∧ c dominates TS class t2
∧ cleanTable c t1 = cleanTable c t2

⇒ colDefaults c t1 = colDefaults c t2
conjunct2 ⊢ ∀ c1 c2 s1 s2 e

• hideR (c1 , repState s1 )
= hideR (c1 , repState s2 )

∧ c1 dominates c2
⇒ hideR

(c1 ,
Fst

(updateStateR
(c2 , e, repState s1 )))

= hideR
(c1 ,

Fst
(updateStateR

(c2 , e, repState s2 )))
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