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1 GENERAL

1.1 Scope

This document, together with [3] and [4], provides a formal proof that the components hide and
updateState satisfy their critical requirements, as specified in the proof strategy [2]. It constitutes
part of deliverable D6 of work package 1lc, as given in section 7 of the Secure Database Technical
Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemmal, the requirement on the critical components hide and updateState,
described in the proof strategy document [2].

Lemmal

7+ hide € secureHide N (hide,updateState) € secureUpdate

In this document, we give a proof that the second conjunct of secureUpdate holds for hideR and
updateStateR:

=V c; co 851 89 €

= hideR (cy, Fst (updateStateR (cz, e, repState s;)))

‘ e hideR (cy, repState s;) = hideR (cy, repState sp) A ¢; dominates cp
‘ = hideR (cy, Fst (updateStateR (cz, e, repState s2)))

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef013.
SML

‘ open_theory "fef012";

‘(force-delete-theory "fef013" handle - => ());

‘ new_theory" fef013";

‘push-merge-pcs["hol“," wrk049","wrk049a" " pairl "] ;
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3 PROOF OF CONJUNCT 2

3.1 Insert Rows Lemma

SML

push_goal([],"V ¢; co t; to ds e
cleanTable c¢; t; = cleanTable c; ts N c¢; dominates cg
=
cleanTable c; (replaceRows t4

((TS_rows t;) ~ (Map((MkRow c2) o (colDefaults co t;1))ds)))

cleanTable c; (replaceRows ty
((TS_rows tz) — (Map((MkRow c2) o (colDefaults co tz))ds)))”);
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac
[cleanTable_def ;replace Rows_def ,get _spec” MkTableSpec™));
a(cases_tac™ c¢; dominates TS_class t; 7"THEN cases_tac™ c; dominates TS_class tg™
THEN asm_rewrite_tac|]);
(% sk Goal "1" sk x)
a(rewrite_tac[get_spec” MkTableSpec™ tab_components,cleanColCons_ def ]
THEN REPEAT strip_tac);
a(POP_ASM_T ante_-tac THEN rewrite_tac|cleanRows_def ,revealRow_def ,map_"_thm1]);
a =_tac;
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SML
a(LEMMA_T"™ Map
(cleanRow
C1
{col
Fy
e ¢; dominates CC_exist y
A (CS_consGroup col, y) € TS_cons t;})
(Map (MkRow cg o colDefaults cp t1) ds
I {r|c; dominates R_exist r}) =
Map
(cleanRow
C1
{col
Fy
e ¢; dominates CC_exist y
A (CS_consGroup col, y) € TS_cons ts})
(Map (MEkRow cg o colDefaults ¢z tg) ds

I {rlc; dominates R_exist r}) asm_rewrite_thm_tac);

a(POP_ASM_T (fn - => id_tac));
a(REV _LIST_INDUCTION _T"dsasm_tac);
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SML
(¢ skk Goal "1.1" skx x)
a(rewrite_tac[map_def ,[_def));
(% wxk Goal "1.2" sxx x)
a(rewrite_tac[[-thm,get_spec” MkRow™));
a(V_-tac THEN GET_NTH_ASM_T 8 rewrite_thm_tac);
a(LEMMA_TT cleanRow ¢y {col
EX
e c; dominates CC_exist y
A (CS_consGroup col, y) € TS_cons t;}
(MERow cz (colDefaults co t; last))
= cleanRow c¢; {col
EX
e ¢; dominates CC_exist y
A (CS_-consGroup col, y) € TS_cons ta}

(MkRow cz (colDefaults cp tg last)) asm_rewrite_thm_tac);

a(POP_ASM_T (fn - => id_tac));
a(POP_ASM _T(strip_asm_tac o rewrite_rule[rel_ext_clauses]));

a(asm_rewrite_tac[colDefaults_def ,cleanColCons_def ,visible Cols_def ,cleanRow_def ,
get_spec” MkRow™,row_components,rel_ext_clauses,filterRow_def]);

a(REPEAT strip_tac);
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SML
(¢ *xx Goal "1.2.1" *xx %)
a(cases_tac™ x € Dom{(n, d)
13 c
e~y
e cp dominates CC_exist y
A (CS_consGroup ¢, y) € TS_cons ty)
A n = CS_posn ¢
A d = CS_default c¢}™);
(% sxx Goal "1.2.1.1" s*x )
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|[®-thm]);
a(rewrite_tac[®_thm] THEN strip_tac);
(% #xx Goal "1.2.1.1.1" xxx %)
a(3-tac" 2 "THEN asm_rewrite_tac[] THEN strip_tac);
(x wxx Goal "1.2.1.1.1.1" sxx %)
a(3-tac" c"THEN asm_rewrite_tacl]);
a(3_tac"y'"THEN asm_rewrite_tacl]);
(x #xx Goal "1.2.1.1.1.2" xxx %)
a V_left_tac;
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T J(strip_asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "y"7);
a(spec_nth_asm_tac 1 Tc'7);
a(I_tac"y" " THEN asm_rewrite_tac|]);
a(lemma_tac” c; dominates CC_exist y"'7);

SML

(% sk Goal "1.2.1.1.1.2.1" sxx %)
a(fe_tacldominates_trans] THEN asm_fc_tacl]);

(x *xx Goal "1.2.1.1.1.2.2" s*x x)
a(list_spec_nth_asm_tac 13 [~ CS_consGroup ¢'7,"y""7]);
(% sk Goal "1.2.1.1.2" sk )

a(DROP_NTH_ASM_T J(strip_asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "27);

a(spec_nth_asm_tac 1 Tc'7);

a(spec_nth_asm_tac 7 "y"7);

(% *xx Goal "1.2.1.2" %%k )

a(DROP_NTH_ASM_T 3 ante_-tac THEN asm_rewrite_tac[®-thm));
a(rewrite_tac|®_thm] THEN strip_tac);

a(3-tac" 2" THEN asm_rewrite_tac[] THEN strip_tac);
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SML

(% #xx Goal "1.2.1.2.1" sxx %)

a(3-tac" c"THEN asm_rewrite_tac|]);
a(I_tac"y'"THEN asm_rewrite_tac|]);

(x #xx Goal "1.2.1.2.2" sxxx x)

a V_right_tac;

a(3_tac” TTHEN asm_rewrite_tacl]);
a(REPEAT strip_tac);

a(spec_nth_asm_tac 4 "y"7);

a contr_tac;

a(lemma_tac™c¢; dominates CC_exist y"7);

(% sk Goal "1.2.1.2.2.1" sxx )
a(fe-tacldominates_trans] THEN asm_fc_tacl]);
(¢ skk Goal "1.2.1.2.2.2" sxx %)
a(list_spec_nth_asm_tac 13 [~ CS_consGroup ¢'7,\"y"™]);

SML
(x *xx Goal "1.2.2" xxx x)
a(cases_tac™ x € Dom{(n, d)
ERE
e~y
e cp dominates CC_exist y
A (CS_consGroup ¢, y) € TS_cons tg)

A n = CS_posn ¢

A d = CS_default c}™);
(% *xx Goal "1.2.2.1" skx x)
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|®-thm]);
a(rewrite_tac[®_thm] THEN strip_tac);
(% *xx Goal "1.2.2.1.1" sxx %)
a(3-tac" 2 "THEN asm_rewrite_tac[] THEN strip_tac);
(¢ skk Goal "1.2.2.1.1.1" sxx %)
a(3-tac" c"THEN asm_rewrite_tacl]);
a(3_tac"y' "THEN asm_rewrite_tacl]);
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SML

(¢ skk Goal "1.2.2.1.1.2" sxx %)

a V_left_tac;

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T J(strip-asm_tac o rewrite-rule[dom_def]));
a(spec_nth_asm_tac 1 "y"7);

a(I_tac"y" " THEN asm_rewrite_tac|]);
a(lemma-tac™ c; dominates CC_exist y"'7)
(x skk Goal "1.2.2.1.1.2.1" sxx )
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(% sk Goal "1.2.2.1.1.2.2" sxx %)
a(list_spec_nth_asm_tac 13 [~ CS_consGroup ¢',"y""7);
(¢ sk Goal "1.2.2.1.2" sxx )

a(DROP_NTH_ASM_T j(strip_asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "27);

(
(
(
a(spec_nth_asm_tac 1 "c'7);
(
(

I

(
a(spec_nth_asm_tac 1 "c'7);
(

a(spec_nth_asm_tac 7 "y"7);

SML

(% *xxx Goal "1.2.2.2" sxx x)
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac[®-thm]);
a(rewrite_tac|®_thm] THEN strip_tac);

a(3-tac" 2" THEN asm_rewrite_tac[] THEN strip_tac);

(x #xx Goal "1.2.2.2.1" xxx %)
a(3-tac" ¢ "THEN asm_rewrite_tacl]);
a(I_tac"y' " THEN asm_rewrite_tac|]);
(% sk Goal "1.2.2.2.2" sk )

a V_right_tac;

a(3-tac" /TTHEN asm_rewrite_tac));

a(REPEAT strip_tac);

a(spec_nth_asm_tac 4 "y"7);

a contr_tac;

a(lemma_tac™c; dominates CC_exist y"™);

(¢ skk Goal "1.2.2.2.2.1" sxx %)
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(% *xx Goal "1.2.2.2.2.2" xxx x)
a(list-spec_nth_asm_tac 18 [~ CS_consGroup ¢'7,"y"7));

) )
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SML
(¢ skk Goal "2" sxx *)

a(rewrite_tac[get_spec” MkTableSpec™,tab_ components,cleanColCons_def ]
THEN REPEAT strip_tac);

a(DROP_NTH_ASM_T 7 ante_-tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
a(asm_rewrite_tac|]);

(% sk Goal "3" sk %)

a(rewrite_tac[get_spec™ MkTableSpec™,tab_ components,cleanColCons_def]
THEN REPEAT strip_tac);

a(DROP_NTH_ASM_T 7 ante_-tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
a(asm_rewrite_tacl]);

val cleanTable_insertRows_lemma = save_pop_thm" cleanTable_insertRows_lemma";

HOL output
cleanTable_insertRows_lemma =
FYcrcoty tg ds
e cleanTable ¢; t; = cleanTable c; to N c¢; dominates co
= cleanTable
Ci
(replaceRows
3]
(TS_rows t; ~ Map (MkRow cg o colDefaults cy ti) ds))
= cleanTable
Ci
(replaceRows
12
(TS_rows ty — Map (MkRow cg o colDefaults cg to) ds))
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3.2 Delete Rows Lemmas

SML

push_goal([],7V ¢ | ze Extract

(1. # (17 [z])
\ Squash (Id(Dom(ListRel (I 7 [z]) > {r|c dominates R_ezist 1})))
Image ns

N {i|R-exist (Nth (I © [z]) i) = ¢}) (I ™ [z])
= if #l+1e€((1..#17 [z])
\ Squash (Id(Dom(ListRel (I 7 [z]) > {r|c dominates R_ezist r})))
Image ns

N {i|R-exist (Nth (I ™ [z]) i) = c¢})

then
(Ezxtract
(1. %1
\ Squash (Id(Dom(ListRel | > {r|c dominates R_exist r})))
Image ns
N {i|R-exist (Nth 1 i) = ¢}) 1) ™ [z]
else
(Extract
(1. #1
\ Squash (Id(Dom(ListRel | > {r|c dominates R_exist r})))
Image ns

N {i|R_exist (Nth 1 i) = c}) 1)7);
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SML

a(REPEAT strip_tac THEN rewrite_tac|extract_"_single_azx]);

a(cases_tac™ ¢ dominates R_exist 17 THEN
asm_rewrite_tac[squash_""_thm,image_U_thm,J_N_thm]);

(¢ skk Goal "1" sx% *)

a(CASES_T™ # | + 1

el .. # (" [z])
\ (Squash
(Id (Dom (ListRel | > {r|c dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I ™ [z]) i) = ¢}
U {(#
(Squash
(Id
(Dom
(ListRel 1
> {r
lc

dominates R_exist

1))
+ 1, # 1+ 1)}
Image ns

N {i|R-exist (Nth (I ™ [z]) i) = c}) rewrite_thm_tac);
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SML

(¢ #xx Goal "1.1 & 1.2"s%x )
a(rewrite_taclextract_def]);

a(LEMMA_T™(1 .. % (1 7 [z])

\ (Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I ™ [z]) i) = ¢}
U {(#
(Squash
(Id
(Dom
(ListRel 1
> {r
|c
dominates R_exist
)
+ 1, # 1+ 1)}
Image ns

N {i|R-exist (Nth (I ™ [z]) i) = c})
< ListRel 1) = (1 .. # 1
\ Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1})))
Image ns
N {i|R_exist (Nth | i) = c}
< ListRel 1) rewrite_thm_tac);
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SML

a(rewrite_tac[rel_ext_clauses,<1_def ,.>_def ,list_rel_def ,image_def ,dot_dot_def ,
<_plus1_thm,length_" _one_thm));

a(REPEAT strip_tac);

(¢ #xx Goal "1.1.1" #%x %)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "1.1.2" xxx x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac||);

(¢ #xx Goal "1.1.3" *xx x)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(% sk Goal "1.1.4" s%x x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);

(¢ *xx Goal "1.1.5" sxx %)

a(spec_nth_asm_tac 5 "z"7);

(% *xx Goal "1.1.6" *xx %)

a(spec_nth_asm_tac 5 "z"7);

SML

(¢ *xx Goal "1.1.7" sxx %)

a(strip-asm_tac(rewrite_rule[dot_dot_def](list_V_elim["17, 2’7 T2 nth-"_thm1)));
a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac]|);

(% sk Goal "1.1.8" #xx x)
a(strip-asm_tac(rewrite_rule[dot_dot_def](list_V_elim["17," 2’7"z nth-"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]]);

(% sk Goal "1.1.9" sxx x)

a(spec_nth_asm_tac 4 "z"7);

(% *xx Goal "1.1.10" %% x)

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac]]);

(% sk Goal "1.1.11" *%x x)
a(strip-asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["17," 2’7 T2 nth-"_thm1)));
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac]]);

(% sk Goal "1.1.12" s%x x)

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tacl]);

SML
(¢ skk Goal "2" sxx *)
a(CASES_T™ # 1 + 1
€1 .. # (1" [z])
\ Squash
(Id (Dom (ListRel | > {r|c dominates R_exist r})))

Image ns
N {i|R-exist (Nth (I ™ [z]) i) = ¢} rewrite_thm_tac);
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SML

(x *xx Goal "2.1 & 2.2" s*x x)
a(rewrite_taclextract_def]);
a(LEMMA_T™(1 .. # (I ™ [z])
\ Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
N {i|R_ezist (Nth (I ™ [z]) i) = ¢}
< ListRel 1)=(1 .. # 1
\ Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
N {i|R_ezist (Nth | i) = c}
< ListRel 1) 'rewrite_thm_tac);

SML

a(rewrite_tac|rel _ext_clauses,<1_def ,;>_def list_rel_def ;image_def ,dot_dot _def
<_plus1 _thm,length_"_one_thm));

a(REPEAT strip_tac);

(¢ #xx Goal "2.1.1" #xx %)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.1.2" xxx x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);

(¢ *xx Goal "2.1.3" xxx %)

a(spec_nth_asm_tac 4 "z"7);

(% skk Goal "2.1.4" *%x x)

a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim[" 17,72’ " 2 nth_"_thm1)));

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]));

(% *xx Goal "2.1.5" xxx x)

a(spec_nth_asm_tac 4 "z"7);

(¢ #xx Goal "2.1.6" *xx x)

a(strip-asm_tac(rewrite_rule[dot_dot_def](list_V_elim[" 17,72’ T2 nth-"_thm1)));

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac]]);

val extract_"" _single_lemma = save_pop_thm" extract_" _single_lemma";
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HOL output

extract_"" _single_lemma =

FVeclax
o Extract
(1 # (7 [2])
\ Squash
(Id (Dom (ListRel (I ™ [z]) > {r|c dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I ™ [z]) i) = ¢})
(L7 [=])
= (if
# 1+ 1
el .. # (" [z])
\ Squash
(Id
(Dom
(ListRel (I ™ [z]) > {r|c dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I ™ [z]) i) = ¢}
then
Eaxtract
(1 ..#1
\ Squash (Id (Dom (ListRel | > {r|c dominates R_exist 1})))
Image ns
N {i|R-exist (Nth | i) = c})
l
~ ]
else
Ezxtract
(1 ..#1
\ Squash (Id (Dom (ListRel | > {r|c dominates R_exist r})))
Image ns
N {i|R-exist (Nth [ i) = c})
)
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SML
push_goal([],"V l; lg ¢1 ca s ®
c; dominates co
A
Map(cleanRow ¢ s)(1; | {r|c; dominates R_exist r})

Map(cleanRow ¢y s)(lg | {r|c; dominates R_exist r})
=
Map(cleanRow cz s)(l; | {r|cz dominates R_exist r})

Map(cleanRow cg s)(lg | {r|ce dominates R_exist r})7);

SML
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN intro_¥_tac("1;7,"1;7));
a(LIST_INDUCTION _T" 15 asm_tac);
(x skk Goal "1" sx% )
a(rewrite_tac[map_def ,all_¥_intro(eq_sym_rule(all_V_elim list_rel_list_thm))]);
a(rewrite_tac[rel_ext_clauses THEN REPEAT strip_tac);
a contr_tac;
a(fe-tacldominates_trans] THEN asm_fc_tacl]);
(¢ skk Goal "2" sxx *)
a(REPEAT V_tac);
a(intro_¥_tac("z,"z7));
a(LIST_INDUCTION _T"1; asm_tac);
(

a(rewrite_tac[map_def]);
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Proof of Security (IId) Date: 5 June 2016

SML

(¢ skk Goal "2.1" skx x)

a(rewrite_tac[map_def ,all_¥_intro(eq_sym_rule(all_V_elim list_rel_list_thm))));

a(rewrite_tac[rel_ext_clauses THEN REPEAT strip_tac);

a contr_tac;

a(fe_tacldominates_trans] THEN asm_fc_tacl]);

(% #xx Goal "2.2" xxx %)

a(rewrite_tac[|-def]);

a(REPEAT V_tac);

a(cases_tac™ cy dominates R_exist x 7 THEN cases_tac™ cp dominates R_exist z'”
THEN asm_rewrite_tac[map_def]);

(% sk Goal "2.2.1" sxx x)

a(fe_tacldominates_trans] THEN asm_fc_tacl]);

a(asm_rewrite_tac[map_def] THEN strip_tac);

a(DROP_NTH_ASM_T 11 (ante_tac o Y_elim"l; ") THEN asm_rewrite_tac|]
THEN strip_tac THEN asm_rewrite_tac|));

a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac
[cleanRow _def ,row - components,get _spec” MkRow™);

a(rewrite_tac|rel_ext_clauses] THEN REPEAT strip_tac);
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SML
(% #xx Goal "2.2.1.1" skx x)
a(DROP_NTH_ASM_T 3 (asm_tac o list_V_elim["z" " replaceData c; 27)));
a(LEMMA_T™(3 2/

e (2", 2') € filterRow s (R-data )

A replaceData c; z = replaceData c; z")asm_tac);

(% sk Goal "2.2.1.1.1" sk )
a(3-tac" 2" THEN asm_rewrite_tacl]);
(x skk Goal "2.2.1.1.2" sxx )
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3_tac™ 2’7 THEN asm_rewrite_tac[]);
a(fe_tac[replaceData_lemma] THEN asm_fc_tac[]);
(x xxx Goal "2.2.1.2" s** x)
a(DROP_NTH_ASM_T 3 (asm_tac o list_¥V_elim[" 2" 7" replaceData c; 27)));
a(LEMMA_T"(3 2/

o (2", 2') € filterRow s (R_data ')

A replaceData ¢; z = replaceData ¢; 2') asm_tac);

(% #xx Goal "2.2.1.2.1" sxx %)
a(3-tac" 2z THEN asm_rewrite_tacl]);
(% sk Goal "2.2.1.2.2" sk )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(3-tac™ 2’7 THEN asm_rewrite_tac|));
a(fe_tac[replaceData_lemma] THEN asm_fc_tac[]);

SML

(x *xx Goal "2.2.2" xxx x)
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
a(cases_tac™ c; dominates R_exist ¥’ "THEN asm_rewrite_tac[map_def,|_def]);
(% *xx Goal "2.2.2.1" s*x x)
a strip_tac;
a(DROP_NTH_ASM_T 2
(ante_tac o rewrite_rule|cleanRow_def ,row_components,get_spec” MkRow™));
a strip_tac;
a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac]|);
(% *xx Goal "2.2.2.2" skx x)
a strip_tac;
a(DROP_NTH_ASM_T 9(ante_tac o V_elim"™ Cons x 1;7));

a(asm_rewrite_tac[|-def ;map_def));
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SML
(x #xx Goal "2.2.3" xxx x)
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
a(cases_tac™ c; dominates R_exist x 7 THEN asm_rewrite_tac[map_def,|_def]);
(x xxx Goal "2.2.3.1" s*x x)
a strip_tac;
o(DROP_NTH_ASM_T 2
(ante_tac o rewrite_rule|cleanRow_def ,row_components,get_spec” MkRow™));
a strip_tac;
a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac]|);
(x xxx Goal "2.2.8.2" skx x)
a strip_tac;
a(DROP_NTH_ASM_T 8(ante_tac o V_elim™z'™"));

a(asm_rewrite_tac|[-def ;map_def));

SML

(% *xx Goal "2.2.4" *xx %)

a(cases_tac "¢y dominates R_exist 17 THEN cases_tac "c; dominates R_exist x'”
THEN asm_rewrite_tac[map_def,[_def]);

(% *xx Goal "2.2.4.1" *kx *)

a(strip_-tac THEN DROP_NTH_ASM_T 8(ante_tac o V_elim"l; ) THEN asm_rewrite_tac[]);

(% *xx Goal "2.2.4.2" s*x x)

a(strip-tac THEN DROP_NTH_ASM_T 7(ante_tac o ¥Y_elim™ Cons z ;™)
THEN asm_rewrite_tac[map_def,[_def]);

(x xxx Goal "2.2.4.8" *** x)

a(strip-tac THEN DROP_NTH_ASM_T 6(ante_tac o ¥_elim™z'7)
THEN asm_rewrite_tac[map_def ,[_def));

val map_cleanRow_lemmal = save_pop_thm"map_cleanRow_lemmal";

HOL output
map_cleanRow_lemmal =
FYIl;lg cqcos
e ¢; dominates cg
A Map (cleanRow cy s) (11 | {r|c; dominates R_exist r})
= Map (cleanRow c; s) (Ig | {r|c; dominates R_exist r})
= Map (cleanRow cg s) (I; | {r|ce dominates R_exist r})

= Map (cleanRow cz s) (lg | {r|ce dominates R_exist r})
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SML
push_goal([],"V l; lg ¢1 ca s ®
c; dominates co
A
Map(cleanRow ¢ s)(1; | {r|c; dominates R_exist r})

Map(cleanRow ¢y s)(lg | {r|c; dominates R_exist r})
=
# (ListRel 1y > {r|ce dominates R_exist r})

# (ListRel lg > {r|ce dominates R_exist r})7);

a(REPEAT strip_tac);

a(fe_tac[map_cleanRow_lemmal]| THEN asm_fc_tacl]);

a(DROP_NTH_ASM_T 2 (fn - => id_tac) THEN DROP_NTH_ASM_T 2 (fn - => id_tac)):
a(POP_ASM_T ante_tac);

a(intro_N_tac("ls 7" 12™M));

a(REV _LIST_INDUCTION _T"l; asm_tac);

(x sk Goal "1" sk x)

a(rewrite_tac[map_def]);

a(V_tac THEN =_T (asm_tac o rewrite_rule
[all_V_intro(eq-sym_rule(all_V_elim list_rel_list_thm))]));

a(asm_rewrite_tacl]);

SML

(% sk Goal "2" sk x)

a(REPEAT V_tac);

a(intro_¥_tac("last™," last™));

a(REV_LIST_INDUCTION _T" 15 asm_tac);

(% #xx Goal "2.1" sxx %)

a(rewrite_tac[map_def);

a(V_tac THEN cases_tac™ cy dominates R_exist last™” THEN asm_rewrite_tacl]);

(
a(=_T (asm_tac o rewrite_rule[all_V_intro(eq_sym_rule(all_-V_elim list_rel_list_thm))]));
(

a(asm_rewrite_tac[list_rel " _singleton_thm]);

Page 22 of 101



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/013
Lemma 1 . Issue: Rewvision : 2.6
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SML

(x skk Goal "2.2" skx x)

a(REPEAT V_tac);

a(cases_tac™ cp dominates R_exist last’™
THEN cases_tac™ cp dominates R_exist last” THEN asm_rewrite_tac|]);

(x *xx Goal "2.2.1" *xx x)

a(=_-tac THEN DROP_NTH_ASM_T 6 (ante-tac o V_elim"ly") THEN asm_rewrite_tac]]
THEN =_tac);

a(asm_rewrite_tac[list_rel_"_singleton_thm));

a(lemma_tac™ 1 last ® (ListRel | > {r|ce dominates R_exist r}) N {(# | + 1, last)}
= {7

(% #xx Goal "2.2.1.1" s*x x)

a(REPEAT V_tac THEN rewrite_tac|list_rel_def ,>_def ,dot_dot_def ,rel_ext_clauses));

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]));

SML
(% sk Goal "2.2.1.2" sk )
a(TOP_ASM_T (asm_tac o list_¥V_elim["1; 7, last’T]));

a(asm_tac(list_V_elim["1;7,"{r|ce dominates R_exist r}7|fin_list_rel_t>_thm));
a(asm_tac(V_elim"™(# 1y + 1, last’) fin_set_thm?));
a(ante_tac(list_V_elim[" ListRel 1; > {r|cs dominates R_exist r}7,

“{(# l; + 1, last’)}7|size_thm7) THEN asm_rewrite_tac[size_thml size_singleton_thm));
a(=_T rewrite_thm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_¥_elim[" 127, last™]));
a(asm_tac(list_V_elim[" 1o " {r|ce dominates R_exist r}7|fin_list_rel_t>_thm));
a(asm_tac(V_elim™(# lg + 1, last)fin_set_thmb));
a(ante_tac(list_¥_elim[" ListRel 1y > {r|ce dominates R_exist r}7,

"{(# l2 + 1, last)} | size_thm7) THEN asm_rewrite_tac[size_thm1 ,size_singleton_thm]);
a(=_T asm_rewrite_thm_tac);
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SML

(x *xx Goal "2.2.2" xxx x)

a(DROP_NTH_ASM_T 3(ante_tac o V_elim"last' ") THEN asm_rewrite_tac|]);
a(=_T asm_tac THEN =_tac);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN strip_tac);
a(asm_rewrite_tac(list_rel_"_t>_thm]);

(% *xx Goal "2.2.3" xxx %)

a(DROP_NTH_ASM_T 4 (ante_tac o V_elim™ly ™ [last]") THEN asm_rewrite_tac|));
a(=_T asm_tac THEN = _tac);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN strip_tac);
a(asm_rewrite_tac(list_rel_"_t>_thm]);

(% *xx Goal "2.2.4" *xx %)

a(asm_rewrite_tac[list_rel_"_t>_thm]);

val map_cleanRow_lemma2 = save_pop_thm"map_cleanRow_lemma2";

HOL output

map_cleanRow_lemma2 =

FYIl;lg cqcos

e ¢; dominates co
A Map (cleanRow c; s) (I; | {r|c; dominates R_exist r})
= Map (cleanRow c; s) (lg | {r|c; dominates R_exist r})
= # (ListRel l; > {r|ce dominates R_exist r})

= # (ListRel lg > {r|ce dominates R_exist r})
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SML
push_goal([],"V ¢1 co t; to ns e
cleanTable c¢; t; = cleanTable ¢y to
A ¢; dominates co N co dominates TS_class t;
=
cleanTable c; (replaceRows t;
(Extract (1 .. #(TS_rows t;) \
((revealRow cg t;) Image ns N {i|R_exist(Nth(TS_rows t;)i) = ca}))
TS _rows ty)))
cleanTable ¢; (replaceRows to
(Extract (1 .. #(TS_rows tg) \
((revealRow cp tz) Image ns N {i|R-exist(Nth(TS_rows t2)i) = cz}))
(TS_rows t2)))7);
a(REPEAT strip_tac);
a(lemma_tac” cleanTable cy t; = cleanTable cg tp™
THEN _LIST|fc_tac[cleanTable_lemma]
THEN asm_fc_tac]],id_tac]);
a(DROP_NTH_ASM_T 4 ante_tac THEN
rewrite_tac|[cleanTable_def ,replaceRows_def ,get_spec™ MkTableSpec™));
a(lemma_tac™c; dominates TS_class t; "THEN _LIST
[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);

a(cases_tac™c; dominates TS_class t2 "THEN asm_rewrite_tac]]);

SML
set_labelled _goal" 2",
(¢ skk Goal "2" k% *)
a(rewrite_tac[get_spec™ MkTableSpec™,tab_ components,cleanColCons_def]
THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 7 ante_-tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
a(asm_rewrite_tac|]);
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Ref: DS/FMU/FEF/013
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DRA FRONT END FILTER PROJECT

Lemma 1 Proof of Security (IId)

SML
(¢ skk Goal "1" sx% *)
a(=_T(strip_asm_tac o rewrite_rule|[get_spec” MkTableSpec™,tab_components]));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|cleanTable_def));
a(GET_NTH_ASM_T 8 ante_-tac THEN GET_NTH_ASM_T 5 rewrite_thm_tac
THEN =_tac
THEN asm_rewrite_tac[get_spec™ MkTableSpec™,tab_components] THEN strip_tac);
a(POP_ASM_T ante_tac THEN lemma_tac™ cleanColCons cg t; = cleanColCons cg ta”
THEN _LIST [pure-once_asm_rewrite _tac[prove_rule[pair_ clauses|
"V p ep=(Fst p, Snd p)"|THEN asm_rewrite_tac|],
DROP_NTH_ASM_T 3(fn - => id_tac)
THEN DROP_NTH_ASM_T 2(fn _ => id_tac)));
a(asm_rewrite_tac[| THEN =_tac);
a(lemma_tac™ cleanColCons ¢y t; = cleanColCons cy tp™
THEN _LIST [pure_once_asm_rewrite_tac[prove_rule[pair - clauses]
"Vp ep = (Fstp, Snd p)|THEN asm_rewrite_tac]],
DROP_NTH_ASM_T 7(fn - => id_tac)
THEN DROP_NTH_ASM_T 6(fn - => id_tac)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]| THEN =_tac);

SML

a(fe_tac[cleanRows_size_lemmal);

a(LIST_-DROP_NTH_ASM_T [1,2,3,4](MAP_EVERY ante_tac));

a(LIST_DROP_NTH_ASM_T [1,2)(MAP_EVERY (fn - => id_tac)));

a(rewrite_tac[cleanColCons_def ,cleanRows_def ,reveal Row - def ,get _spec” MkTableSpec™));

a(REPEAT strip_tac);

a(LIST_-DROP_NTH_ASM_T [1,2,3](MAP_EVERY ante_tac));

a(lemma_tac™3 1; o TS_rows t; = l; "THEN _LIST
[prove_3_tac,POP_ASM _T rewrite_thm_tac]);

a(lemma_tac™3 1y © TS_rows ty = lp "THEN _LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac]);

a(intro_¥_tac("l2 7" l2™M));

a(REV _LIST_INDUCTION _T"1; "asm_tac);
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SML
(¢ skk Goal "1.1" skx x)
a(rewrite_tac[map_def|[ THEN REPEAT strip_tac);
a(fe_tac[|-extract_null_thm]);
a(spec_nth_asm_tac 17(1 .. # l»

\ Squash

(Id
(Dom
(ListRel 1
> {r|ce dominates R_exist r})))
Image ns
N {i|R_ezist (Nth lg i) = c2}));

a(asm_rewrite_tac|extract_def ;rel_list_null_thm]);
( skk Goal "1.2" skx x)
a(REPEAT V_tac);
a(intro_¥_tac("last™,"last™) THEN REV _LIST_INDUCTION_T" 13 asm_tac);

SML
(% sk Goal "1.2.1" #%x x)
a(REPEAT V_tac THEN cases_tac™ c¢; dominates R_exist last7THEN asm_rewrite_tac
[map_def ,extract_"_single_ax] THEN REPEAT strip_tac);
a(CASES_T™# 1; + 1
€1 ..# (ly 7 [last])
\ Squash
(Id
(Dom
(ListRel (I; ™ [last])
> {r|ce dominates R_exist r})))

Image ns

N {i|R-exist (Nth (I; ™ [last]) i) = ca} 'rewrite_thm_tac);
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SML
(% #xx Goal "1.2.1.1" s%x )
a(fe_tac[|-extract_null_thm]);
a(spec_nth_asm_tac 17(1 .. # (I; ~ [last])

\ Squash

(Id
(Dom
(ListRel (1; ™ [last])
> {r|ce dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I;  [last]) i) = c2})7);

a(asm_rewrite_tac|extract_def ,rel_list_null_thm));

SML

(% sk Goal "1.2.1.2" sk x)
a(fe_tacl|_extract_null_thm)]);
a(spec_nth_asm_tac 17(1 .. # (I; ™ [last])
\ Squash
(Id
(Dom
(ListRel (1; ™ [last])
> {r|ce dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I; ~ [last]) i) = c2})7);

a(asm_rewrite_tac|extract_def ,rel_list_null_thm]);

SML

(% *xx Goal "1.2.2" xxx x)

a(REPEAT V_tac THEN cases_tac™ c¢; dominates R_exist last" THEN
cases_tac” c¢; dominates R_exist last’” THEN asm_rewrite_tac|]);

(% *xx Goal "1.2.2.1" s%x )

a(cases_tac™ cyp dominates R_exist last™
THEN cases_tac™ co dominates R_exist last'™
THEN asm_rewrite_tac[size_list_rel .~ _>_thm]);

(¢ skk Goal "1.2.2.1.1" %% )

a(REPEAT = _tac THEN DROP_NTH_ASM_T 10(ante_tac o ¥_elim"l5™)
THEN DROP_NTH_ASM_T 9(fn - => id_tac)

THEN asm_rewrite_tac[extract-"_single_lemma] THEN = _tac);
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SML
a(LEMMA_T™# 1, + 1
€1 .. # (l; 7 [last'])
\ Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (I; 7 [last']) i) = c2} &
# 1o+ 1
€1 ..# (lz ™ [last])
\ Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist r})))

Image ns
N {i|R_exist (Nth (lz ™ [last]) i) = cg} lasm_tac);

SML

( skk Goal "1.2.2.1.1.1" sxx %)

a(POP_ASM_T (fn - => id_tac) THEN POP_ASM_T (fn - => id_tac)
THEN DROP_NTH_ASM_T 2 (strip_asm_tac o rewrite_rule
[cleanRow _def ,get _spec” MkRow™,row_components,rel _ext_clauses]));

a(POP_ASM_T (fn - => id_tac));

a(fe_taclsize_squash_id_dom_thm));

a(asm_rewrite_tac[squash_"_thm,image_def ,dot_dot_def ,<_plusl _thm,
length_"_one_thm]);

a(REPEAT strip_tac);

(x skk Goal "1.2.2.1.1.1.1" %% )

a(POP_ASM_T (strip_-asm_tac o rewrite_rule[squash_def list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac]|);

(x skk Goal "1.2.2.1.1.1.2" %% )

a(spec_nth_asm_tac 3 "z7);

a(POP_ASM_T ante_tac THEN asm_rewrite_tac]]);

(% *xx Goal "1.2.2.1.1.1.3" s%x )

a(POP_ASM_T (strip-asm_tac o rewrite_rule[squash_def list_rel_def,
enumerate_def id_def ,dot_dot_def)));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|));
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SML

(¢ skk Goal "1.2.2.1.1.1.4" sx% %)

a(DROP_NTH_ASM_T 3 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm| THEN REPEAT strip_tac);

( skx Goal "1.2.2.1.1.1.5" %% )

a(POP_ASM_T (strip_-asm_tac o rewrite_rule[squash_def list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|));

(x skx Goal "1.2.2.1.1.1.6" %% )

a(spec_nth_asm_tac 3 "z7);

a(POP_ASM_T ante_tac THEN asm_rewrite_tac]]);

(% sk Goal "1.2.2.1.1.1.7" sxx %)

a(DROP_NTH_ASM_T 8 ante_-tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm| THEN REPEAT strip_tac);

(¢ sk Goal "1.2.2.1.1.1.8" %% )

a(DROP_NTH_ASM_T 3 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm|THEN REPEAT strip_tac);

SML
(% *xx Goal "1.2.2.1.1.2" xxx %)
a(CASES_T™# 1; + 1
€1 .. # (I; ™ [last’])
\ Squash
(Id
(Dom
(ListRel (1; ™ [last’])
> {r|ce dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I; ™ [last’]) i) = cg}lasm_tac);
(¢ sk Goal "1.2.2.1.1.2.1" sx% )
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]]
THEN =_T asm_rewrite_thm_tac);
(x skk Goal "1.2.2.1.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]]
THEN =_T asm_rewrite_thm_tac);
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SML
(¢ skk Goal "1.2.2.1.2" sxx )
a(REPEAT = _tac);
a(fe_tac[map_cleanRow_lemma2] THEN asm_fc_tacl]);
a(DROP_NTH_ASM_T 16 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
(x skk Goal "1.2.2.1.8" %% )
a(REPEAT =_tac);
a(fe_tac[map_cleanRow_lemma2] THEN asm_fc_tacl]);
a(DROP_NTH_ASM_T 16 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
( skk Goal "1.2.2.1.4" sx% %)
a(REPEAT =_tac THEN DROP_NTH_ASM_T 10(ante_tac o ¥Y_elim"l5™)
THEN DROP_NTH_ASM_T 9(fn - => id_tac)

THEN asm_rewrite_tac[extract-"_single_lemma] THEN = _tac);

SML
a(LEMMA_T™# 1, + 1
€1 .. # (I3 ™ [last’]))
\ Squash
(Id
(Dom
(ListRel (I; 7 [last'])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (I; ™ [last’]) i) = c2} &
# 1o + 1
€1 ..# (lz ™ [last])
\ Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist 1})))

Image ns
N {i|R_exist (Nth (lz ™ [last]) i) = cg2} lasm_tac);
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SML

(¢ skk Goal "1.2.2.1.4.1" sxx x)

a(POP_ASM_T (fn - => id_tac) THEN POP_ASM_T (fn - => id_tac)
THEN DROP_NTH_ASM_T 2 (strip_asm_tac o rewrite_rule
[cleanRow_def ,get - spec™ MkRow ™, row_components,rel_ext_ clauses)));

a(POP_ASM_T (fn - => id_tac));

a(fe_tac[size_squash_id_dom_thm));

a(asm_rewrite_tac[squash_"_thm,image_def ,dot_dot_def ,<_plusl _thm,
length_"_one_thm]);

a(REPEAT strip_tac);

(¢ skk Goal "1.2.2.1.4.1.1" %% )

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def list_rel_def
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_-tac THEN asm_rewrite_tacl]);

( skk Goal "1.2.2.1.4.1.2" sxx )

a(DROP_NTH_ASM_T 3 ante_-tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm| THEN REPEAT strip_tac);

(x sk Goal "1.2.2.1.4.1.8" sxx )

a(POP_ASM_T (strip_-asm_tac o rewrite_rule[squash_def list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "1.2.2.1.4.1.4" %*x x)

a(DROP_NTH_ASM_T 8 ante_-tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm| THEN REPEAT strip_tac);
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SML
(¢ skk Goal "1.2.2.1.4.2" sxx %)
a(CASES_T™— # 1 + 1
€1 ..# (I3 ™ [last’])
\ Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I; ~ [last’]) i) = c2}asm_tac);
(% *xx Goal "1.2.2.1.4.2.1" %xx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]]
THEN =_T asm_rewrite_thm_tac);
(% *xx Goal "1.2.2.1.4.2.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]]
THEN =_T asm_rewrite_thm_tac);

SML
(% *xxx Goal "1.2.2.2" skx x)
a(cases_tac™ cy dominates R_exist last’™
THEN asm_rewrite_tac[size_list_rel .~ _>_thm]);
(x skk Goal "1.2.2.2.1" sxx )
a(fe-tacldominates_trans] THEN asm_fc_tacl]);
(% sk Goal "1.2.2.2.2" sk )
a(REPEAT =_tac THEN DROP_NTH_ASM_T 8(ante_tac o V_elim"lg

THEN DROP_NTH_ASM_T 7(fn - => id_tac)

THEN asm_rewrite_tac[size_list_rel_"_>_thm| THEN =_tac);
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(asm_rewrite_tac|extract_" _single_lemmal);
a(CASES_T"# 1y + 1

€1 .. # (I3 ™ [last’]))
\ Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (I; ™ [last’]) i) = ¢z}
asm_rewrite_thm_tac);

™ [last]")
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SML

(% *xx Goal "1.2.2.3" skx x)
a(cases_tac™ cy dominates R_exist last™
THEN asm_rewrite_tac[size_list_rel . _>_thm]);
( skk Goal "1.2.2.3.1" %% )
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(% *xx Goal "1.2.2.3.2" sxx %)
a(REPEAT =_tac THEN DROP_NTH_ASM_T 8 (fn - => id_tac)
THEN DROP_NTH_ASM_T 7(ante_tac o V_elim™last'™)
THEN asm_rewrite_tac[size_list_rel_"_>_thm| THEN =_tac);
a(POP_ASM_T rewrite_thm_tac);
a(asm_rewrite_tac|extract_" _single_lemmal);
a(CASES_T™# 1 + 1
€1 ..# (lz ™ [last])
\ Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (lz ™ [last]) i) = cg}"
asm_rewrite_thm_tac);

‘(* skk Goal "1.2.2.4" xxx %)
‘a(cases_tac’_c,g dominates R_exist last™
‘ THEN cases_tac™ co dominates R_exist last'”

THEN asm_rewrite_tac[size_list_rel .~ _>_thm]);

Page 34 of 101



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/013
Lemma 1 Issue: Rewvision : 2.6

Proof of Security (IId) Date: 5 June 2016

SML
( skk Goal "1.2.2.4.1" %% *)
a(REPEAT =_tac THEN DROP_NTH_ASM_T 9(ante_tac o V_elim"lp™)
THEN DROP_NTH_ASM_T 8(fn - => id_tac)
THEN asm_rewrite_tac[extract-"_single_lemma] THEN =_tac);
a(CASES_T™# 1; + 1
€1 ..# (Iy ™ [last’])
\ Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I; ~ [last’]) i) = ¢z}
asm_rewrite_thm_tac
THEN CASES_T"# ly + 1
€1 ..# (lp ™ [last])
\ Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R_exist (Nth (Ig ™ [last]) i) = cg}
asm_rewrite_thm_tac THEN asm_rewrite_tac|));
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SML
(x skk Goal "1.2.2.4.2" sxx %)
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(% *xx Goal "1.2.2.4.8" sxx %)
a(fe-tacldominates_trans] THEN asm_fc_tacl]);
(x skk Goal "1.2.2.4.4" sxx *)
a(REPEAT =_tac THEN DROP_NTH_ASM_T 9(ante_tac o V_elim"lp™)
THEN DROP_NTH_ASM_T 8(fn - => id_tac)
THEN asm_rewrite_tac[extract-"_single_lemma] THEN = _tac);
a(CASES_T™# 1; + 1
€1 ..# (Iy ™ [last’])
\ Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I; ~ [last’]) i) = ¢z}
asm_rewrite_thm_tac
THEN CASES_T# lp + 1
€1 ..# (lz ™ [last])
\ Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (Ig ~ [last]) i) = cg}
asm_rewrite_thm_tac THEN asm_rewrite_tac|));

val cleanTable_deleteRows_lemma = save_pop_thm" cleanTable_delete Rows_lemma™",
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HOL output
cleanTable_deleteRows_lemma =
FYcy coty to ns
e cleanTable c; t; = cleanTable c; to
A ¢; dominates co
A cg dominates TS _class t;
= cleanTable
C1
(replaceRows
ts
(Eztract
(1 .. # (TS_rows t;)
\ revealRow cg t; Image ns
N {i|R_exist (Nth (TS_rows t;) i) = cz2})
(TS_rows ty)))
= cleanTable
C1
(replaceRows
te
(Extract
(1 ..# (TS_rows tg)
\ revealRow cg tz Image ns
N {i|R_exist (Nth (TS_rows tz) i) = cz2})
(TS_rows tz)))

3.3 Update Rows Lemma

We prove two subsidiary results for updateField and update Row.
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3.3.1 Update Field Lemma

SML
push_goal([],"V ¢c; co dy do t u e
c; dominates co
A replaceData c¢; d; = replaceData c; dg
A isVal(updateField cp (TS_class t) (u,dyp))
A isVal(updateField co (TS_class t) (u,d2))
=
replaceData c; (destVal(updateField co (TS_class t) (u,dy1)))

replaceData c¢; (destVal(updateField co (TS-class t) (u,d2)))™);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN POP_ASM _T ante_tac THEN rewrite_tac[updateField_def));
a(cases_tac" cy = TS_class t™

THEN cases_tac" isltem u™

THEN cases_tac"isClass u™

THEN asm_rewrite_tac[—isVal_giveError_thm,destVal_def]);

SML

(% #xx Goal "1" skk *)

a(=_T (fn - => id_tac) THEN =_T (fn . => id_tac));

a(DROP_NTH_ASM_T 4 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get_spec” MkData™));

a(cases_tac™ c; dominates Dat_class d; " THEN cases_tac™c; dominates Dat_class dg™
THEN asm_rewrite_tac|]);

(x skk Goal "1.1" skx x)

a(=_T rewrite_thm_tac);

(% sk Goal "1.2" sxx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac||);

(¢ skk Goal "1.3" skx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));
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SML

(¢ skk Goal "2" sxx *)

a(=_T (fn - => id_tac) THEN =_T (fn - => id_tac));

a(DROP_NTH_ASM_T J ante_tac THEN
asm_rewrite_tac[replaceData_def ,get _spec” MkData™));

a(cases_tac™ c; dominates Dat_class d; 7 THEN cases_tac™ c; dominates Dat_class dp™
THEN asm_rewrite_tac|]);

(x sk Goal "2.1" skx %)

a(=_T rewrite_thm_tac);

(x skk Goal "2.2" skx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(x xxx Goal "2.3" *xx x)

a(rewrite_tac[get_spec” MkData™,data_ components) THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]]);

SML
(x skk Goal "83" sxx *)
a(cases_tac™ destClass u dominates Dat_class d ;™
THEN cases_tac" destClass u dominates Dat_class dg™
THEN asm_rewrite_tac[—isVal-giveError_thm,dest Val_def]);
a(=_T (fn - => id_tac) THEN =_T (fn - => id_tac));
a(DROP_NTH_ASM_T 6 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get _spec” MkData™);
a(cases_tac™ c; dominates destClass u'THEN asm_rewrite_tacl]);
a(fe-tacldominates_trans) THEN asm_fc_tacl]]);
a(asm_rewrite_tacl]);
(

a(=_T rewrite_thm_tac);
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SML
(¢ skk Goal "4" k% *)
a(cases_tac™ Dat_class d; dominates cg™

THEN cases_tac” Dat_class do dominates cg'’

THEN asm_rewrite_tac[—isVal_giveError_thm,destVal_def]);
a(=_T (fn - => id_tac) THEN =_T (fn - => id_tac));
a(DROP_NTH_ASM_T 6 ante_tac THEN

asm_rewrite_tac[replaceData_def ,get _spec” MkData™));
a(cases_tac™ c; dominates Dat_class d; ' THEN cases-tac™ c; dominates Dat_class dg™

THEN asm_rewrite_tacl]);

(¢ skk Goal "4.1" skx x)

a(=_T rewrite_thm_tac);

(x xxx Goal "4.2" *xx x)

a(rewrite_tac[get_spec” MkData™,data_ components) THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]]);

(% wxk Goal "4.3" sxx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);

SML

(x skk Goal "5" sxx *)

a(cases_tac” Dat_class d; dominates cg’
THEN cases_tac” Dat_class do dominates ca’
THEN asm_rewrite_tac[—isVal_giveError_thm,destVal_def]);

a(=_T (fn - => id_tac) THEN =_T (fn - => id_tac));

a(DROP_NTH_ASM_T 6 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get _spec” MkData™));

a(cases_tac™ c; dominates Dat_class d; " THEN cases_tac™c; dominates Dat_class dg™
THEN asm_rewrite_tacl]);

(¢ skk Goal "5.1" skx %)

a(=_T rewrite_thm_tac);

(% wxk Goal "5.2" sxx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);

(x skk Goal "5.3" skx x)

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]));

val replaceData_updateField_lemma = save_pop_thm"replaceData_updateField_lemma";
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HOL output
replaceData_updateField_lemma =
FYcy cody dotu
e ¢; dominates co
A replaceData ¢y dy = replaceData c; do
A isVal (updateField co (TS_class t) (u, d1))
A isVal (updateField cy (TS_class t) (u, dg))
= replaceData c; (destVal (updateField cy (TS_class t) (u, d1)))
= replaceData c; (destVal (updateField co (TS-class t) (u, d2)))

3.3.2 Update Row Lemma

SML
push_goal([],"V ¢; co 1 T2 t u
e ¢; dominates co
A Dom u C {n|3 e ¢’ € visibleCols co t N CS_posn ¢’ = n}
A cleanRow ¢y (Snd (cleanColCons ¢y t)) ri
= cleanRow c; (Snd (cleanColCons c; t)) T2
A isVal (updateRow co (TS-class t) (u, ry1))
A isVal (updateRow cp (TS-class t) (u, rg))

= cleanRow c;(Snd (cleanColCons c;y t))(destVal(updateRow co (TS_class t)(u, r1)))

= cleanRow c;(Snd (cleanColCons c¢; t))(destVal(updateRow co (TS-class t)(u, r2)))7);
a(REPEAT strip_tac);

a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[updateRow_def]);

SML

a(cases_tac™— u € Functional?” THEN
cases_tac” ((RelCombine u (R_data 1)
s Graph (updateField cs (TS-class t)))
> {z|isError z})
5 Graph destError = {}
THEN cases_tac™ ((RelCombine u (R_data ry)
s Graph (updateField co (TS-class t)))
> {z|isError z})
5 Graph destError = {}”
THEN asm_rewrite_tac[—is Val_giveError_thm,give Val_eq_thm));

a(=_T (fn - => id_tac) THEN =_T (fn - => id_tac) THEN rewrite_tac|destVal_def]);
a(DROP_NTH_ASM_T 3 (fn - => id_tac));

a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac|cleanRow_def filterRow_def
get_spec” MkRow™,row_components,rel_ext_clauses,rel_combine_def ,®_thm]

THEN REPEAT = _tac THEN strip_tac THEN_TRY asm_rewrite_tacl]);
a(REPEAT strip_tac);
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SML

(¢ skk Goal "1" sx% *)

(x no update )

a(lemma_tac™— 3 up o (z,up) € u’);

(x skk Goal "1.1" skx %)

a contr_tac;

a(spec_nth_asm_tac 4 "destVal(updateField co (TS_class t) (up,z))7);
a(spec_nth_asm_tac 1 "updateField cp (TS-class t) (up,z)7);
a(spec_nth_asm_tac 1 "(up,z)™);

(% #xx Goal "1.1.1" %xx %)

a(POP_ASM_T (strip_asm_tac o rewrite_rulel]));

(% sk Goal "1.1.2" sxx x)

a(POP_ASM_T (strip-asm_tac o rewrite_rulel]));

SML
(% wxk Goal "1.2" sxx x)
a(DROP_NTH_ASM_T 7(asm_tac o list_-N_elim["z ", replaceData c¢; z7]));
a(LEMMA_T™(3 2/
o ((3 ce ¢ € Snd (cleanColCons c; t) N CS_posn ¢ = x)
A (z, 2") € R_data ry)
A replaceData ¢y z = replaceData c¢; 2') asm_tac);
(% *xx Goal "1.2.1" *xx x)
a(3-tac" 2" THEN asm_rewrite_tac|]);
a(3-tac" c"THEN asm_rewrite_tac|]);
(% *xx Goal "1.2.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN =_tac);
a(I_tac" 2’ "THEN asm_rewrite_tac|));
a(LEMMA_T"™3 ce ¢ € Snd (cleanColCons c; t) AN CS_posn ¢ = x 'rewrite_thm_tac);
(% *xx Goal "1.2.2.1" s%x )
a(3-tac" "THEN asm_rewrite_tacl]);
(% *xx Goal "1.2.2.2" skx x)
a(REPEAT strip_tac);
a(spec_nth_asm_tac 9 "Fst 2"7);
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SML
(¢ skk Goal "2" sxx *)
(x update x)
a(DROP_NTH_ASM_T 8(asm_tac o list_¥_elim["z7,"replaceData c¢; (Snd 2")7)));
a(LEMMA_T"(3 z
o ((3 ce ¢ € Snd (cleanColCons c¢; t) N CS_posn ¢ = )
A (z, z) € R_data ry)
A replaceData c; (Snd 2z") = replaceData ¢; z)asm_tac);
(x xxx Goal "2.1" *xx x)
a(3-tac”Snd 2" TTHEN asm_rewrite_tacl]);
a(3-tac" c"THEN asm_rewrite_tac|]);
(% wxk Goal "2.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]| THEN =_tac);
a(3-tac" destVal(updateField co (TS-class t)(Fst 2",2"))7);
a(LEMMA_T"3 ce ¢ € Snd (cleanColCons ¢y t) N CS_posn ¢ = zrewrite_thm_tac);
(% sk Goal "2.2.1" sxx x)
a(I_tac" ¢ "THEN asm_rewrite_tacl]);

SML
(% *xx Goal "2.2.2" xxx x)
a(LEMMA_-T™ (- 3y 2
e (37
o ((z, Fst 2/) € u A (z, Snd 2') € R_data ryp)
A z = updateField cy (TS_class t) 2')
Ay = destVal z)
A (z, destVal (updateField cp (TS-class t) (Fst 2", 2"")))
€ R_data r»
v (327
o (32
o ((z, Fst z) € u A (z, Snd z) € R_data r2)
A 2" = updateField cp (TS_class t) z)
A destVal (updateField cy (TS_class t) (Fst 2", 2"))
= destVal 2'))rewrite_thm_tac);
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SML
(% #xx Goal "2.2.2.1" skx x)
a V_right_tac;
a(3_tac" updateField co (TS_class t) (Fst 2", 2”")T7THEN rewrite_tac|]);
a(3-tac™ (Fst 2", 2"")\7THEN asm_rewrite_tac|));
(% xxx Goal "2.2.2.2" skx x)
a(lemma_tacisVal (updateField co (TS_class t) (Fst 2", 2"")) A
isVal (updateField cg (TS-class t) 2")7);
(x skk Goal "2.2.2.2.1" sxx )
a strip_tac;
(x xxx Goal "2.2.2.2.1.1" sxx %)
a(strip_asm_tac(V_elim" (updateField co (TS_class t) (Fst 2", 2"))wal_or_error_type));
a(DROP_NTH_ASM_T 16 (strip-asm_tac o rewrite_rule[rel_ext_clauses,rel-combine_def]));
a(list_spec_nth_asm_tac 1 ["z7," destError(updateField cg (TS-class t) (Fst 2", 2")7);
a(spec_nth_asm_tac 1 "(updateField co (TS_class t) (Fst 2", 2"))7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "(Fst 2", 2"")7));

SML
(% sk Goal "2.2.2.2.1.2" sxx %)
a(strip_asm_tac(V_elim"™ (updateField co (TS_class t) 2")wal_or_error_type));
a(DROP_NTH_ASM_T 17 (strip-asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def)));
a(list_spec_nth_asm_tac 1 ["z7," destError(updateField cg (TS-class t) 2")7]);
a(spec_nth_asm_tac 1 "(updateField cg (TS_class t) z")7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "2"7));
(x #xxx Goal "2.2.2.2.2" sxxx %)
a(asm_rewrite_tac[]);
a(POP_ASM_T ante_tac THEN pure_once_rewrite_tac[prove_rule[|” 2" = (Fst z”,Snd 2")7]
THEN =_tac);
a(fe_taclreplaceData_updateField_lemmal
THEN asm_fc_tac]] THEN asm_fc_tac]] THEN asm_rewrite_tacl]);
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SML

(¢ skk Goal "83" sxx *)

(x no update )

a(lemma_tac™— 3 up o (z,up) € u’);

(x skk Goal "8.1" skx x)

a contr_tac;

a(spec_nth_asm_tac 4 "destVal(updateField co (TS_class t) (up,z))7);
a(spec_nth_asm_tac 1 "updateField cp (TS-class t) (up,z)7);
a(spec_nth_asm_tac 1 "(up,z)™);

(% #xx Goal "3.1.1" *xx %)

a(POP_ASM_T (strip_asm_tac o rewrite_rulel]));

(% sk Goal "3.1.2" sxx x)

a(POP_ASM_T (strip-asm_tac o rewrite_rulel]));

SML
(% wxk Goal "3.2" sxx x)
a(DROP_NTH_ASM_T 7(asm_tac o list_-N_elim["z ", replaceData c¢; z7]));
a(LEMMA_T™(3 2/
o ((3 ce ¢ € Snd (cleanColCons c; t) N CS_posn ¢ = x)
A (z, 2') € R_data rp)
A replaceData ¢y z = replaceData c¢; 2') asm_tac);
(% *xx Goal "3.2.1" *xx x)
a(3-tac" 2" THEN asm_rewrite_tac|]);
a(3-tac" c"THEN asm_rewrite_tac|]);
(% *xx Goal "3.2.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN =_tac);
a(I_tac" 2’ "THEN asm_rewrite_tac|));
a(LEMMA_T"™3 ce ¢ € Snd (cleanColCons c; t) AN CS_posn ¢ = x 'rewrite_thm_tac);
(% *xx Goal "3.2.2.1" s*x x)
a(3-tac" "THEN asm_rewrite_tacl]);
(% *xx Goal "3.2.2.2" skx x)
a(REPEAT strip_tac);
a(spec_nth_asm_tac 9 "Fst 2"7);
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SML
(¢ skk Goal "4" k% *)
(x update x)
a(DROP_NTH_ASM_T 8(asm_tac o list_¥_elim["z7,"replaceData c¢; (Snd 2")7)));
a(LEMMA_T"(3 z
o ((3 ce ¢ € Snd (cleanColCons c¢; t) N CS_posn ¢ = )
A (z, z) € R_data r2)
A replaceData c; (Snd 2z") = replaceData ¢; z)asm_tac);
(x xxx Goal "4.1" %% x)
a(3-tac”Snd 2" TTHEN asm_rewrite_tacl]);
a(3-tac" c"THEN asm_rewrite_tac|]);
(% wxk Goal "4.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]| THEN =_tac);
a(3-tac" destVal(updateField co (TS-class t)(Fst 2",2"))7);
a(LEMMA_T"3 ce ¢ € Snd (cleanColCons ¢y t) N CS_posn ¢ = zrewrite_thm_tac);
(% sk Goal "4.2.1" sxx x)
a(I_tac" ¢ "THEN asm_rewrite_tacl]);

SML
(% sk Goal "4.2.2" sxx x)
a(LEMMA_-T™ (- 3y 2
e (37
o ((z, Fst 2/) € u A (z, Snd 2') € R_data ry)
A z = updateField cy (TS_class t) 2')
Ay = destVal z)
A (z, destVal (updateField cp (TS-class t) (Fst 2", 2"")))
€ R_data 7
v (327
o (32
o ((z, Fst z) € u A (z, Snd z) € R_data ry)
A 2" = updateField cp (TS_class t) z)
A destVal (updateField cy (TS_class t) (Fst 2", 2"))
= destVal 2'))rewrite_thm_tac);
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SML
(% xxx Goal "4.2.2.1" skx x)
a V_right_tac;
a(3_tac" updateField co (TS_class t) (Fst 2", 2”")T7THEN rewrite_tac|]);
a(3-tac™ (Fst 2", 2"")\7THEN asm_rewrite_tac|));
(% xxx Goal "4.2.2.2" skx x)
a(lemma_tacisVal (updateField co (TS_class t) (Fst 2", 2"")) A
isVal (updateField cg (TS-class t) 2")7);
(x xxx Goal "4.2.2.2.1" xxx %)
a strip_tac;
(x xxx Goal "4.2.2.2.1.1" sxx %)
a(strip_asm_tac(V_elim" (updateField co (TS_class t) (Fst 2", 2"))wal_or_error_type));
a(DROP_NTH_ASM_T 17 (strip-asm_tac o rewrite_rule[rel_ext_clauses,rel-combine_def]));
a(list_spec_nth_asm_tac 1 ["z7," destError(updateField cg (TS-class t) (Fst 2", 2")7);
a(spec_nth_asm_tac 1 "(updateField co (TS_class t) (Fst 2", 2"))7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "(Fst 2", 2"")7));

SML
(% sk Goal "4.2.2.2.1.2" sxx x)
a(strip_asm_tac(V_elim"™ (updateField co (TS_class t) 2")wal_or_error_type));
a(DROP_NTH_ASM_T 16 (strip-asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def)));
a(list_spec_nth_asm_tac 1 ["z7," destError(updateField cg (TS-class t) 2")7]);
a(spec_nth_asm_tac 1 "(updateField cg (TS_class t) z")7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "2"7));
(x xxx Goal "4.2.2.2.2" xxx %)
a(asm_rewrite_tac[]);
a(POP_ASM_T ante_tac THEN pure_once_rewrite_tac[prove_rule[|” 2" = (Fst z”,Snd 2")7]
THEN =_tac);
a(fe_taclreplaceData_updateField_lemmal
THEN asm_fc_tac]] THEN asm_fc_tac]] THEN asm_rewrite_tacl]);
val cleanRow_updateRow_lemmal = save_pop_thm" cleanRow_updateRow_lemmal";
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HOL output
cleanRow_update Row_lemmal =
FYcrcoryratu
e ¢; dominates co
A Dom u C {n|3 c'e ' € visibleCols cy t N CS_posn ¢’ = n}
A cleanRow c¢; (Snd (cleanColCons c¢; t)) 14
= cleanRow c¢; (Snd (cleanColCons c; t)) 72
A isVal (updateRow cg (TS-class t) (u, ry1))
A 1sVal (updateRow cp (TS_class t) (u, r2))
= cleanRow
Ci
(Snd (cleanColCons c; t))
(destVal (updateRow cp (TS_class t) (u, 71)))
= cleanRow
Ci1
(Snd (cleanColCons ¢y t))
(destVal (updateRow cp (TS_class t) (u, r2)))

3.3.3 Update Rows Lemma

We first prove a theorem which essentially states that if the row existence class of two rows is the
same and the same fields of the two rows are visible, then an update either exists for both rows or

for neither.
SML
push_goal([],"V l1 lg ©1 x2 ¢ us up e
R_exist x; = R_exist 2 A
#(ListRel 1; > {r|c dominates R_exist 1})
= #(ListRel 1y > {r|c dominates R_exist r})
=
(((#(Squash (Id (Dom (ListRel (1; ™ [z4])
> {r|c dominates R_exist r})))),up) € us)
<((#(Squash (Id (Dom (ListRel (1o ™ [z2])
> {r|c dominates R_exist r})))),up) € us))?);
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SML
a(REPEAT V_tac THEN strip_tac);
a(cases_tac™ ¢ dominates R_exist x57);
(% sk Goal "1" sk x)
a(lemma_tac™ c dominates R_exist x;" THEN _LIST [asm_rewrite_tac]],id_tac]);
a(fe_tac|size_squash_id_dom_thm));
a(LEMMA_T"#(Squash (Id (Dom (ListRel (I; © [z1])
> {r|c dominates R_exist 1}))))
= #(Squash (Id (Dom (ListRel (lz ™ [z2])
> {r|c dominates R_exist r})))) 'rewrite-thm_tac);
a(strip_asm_tac(list_-¥V_elim["1;"\"z; 7,7 {r|c dominates R_exist r}7|size_squash_plusl_thm));
a(strip_asm_tac(list_V_elim["127,"2,7,7{r|c dominates R_exist r}7|size_squash_plusl_thm));
a(asm_rewrite_tacl]);
(% *xx Goal "2" skx x)
a(lemma_tac™ = ¢ dominates R_exist ©;' THEN _LIST[asm_rewrite_tac[|,id_tac]);
a(LEMMA_T"#(Squash (Id (Dom (ListRel (I; ™ [z4])
> {r|c dominates R_exist 1}))))
= #(Squash (Id (Dom (ListRel (lz ™ [z2])
> {r|c dominates R_exist r})))) rewrite_thm_tac);
a(asm_rewrite_tac(list_rel_"_t>_thm]);
a(fe_tac[size_squash_id_dom_thm));

val inUpdates_lemma = save_pop_thm"inUpdates_lemma";
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HOL output
inUpdates_lemma =
FYl;ls z7 22 ¢ us up
e R_exist v; = R_exist zo
N # (ListRel 1; > {r|c dominates R_exist T})
= # (ListRel 1y > {r|c dominates R_ezist r})
= ((#
(Squash
(Id
(Dom
(ListRel (1; ™ [z4])
> {r|c dominates R_exist r})))), up)
€ us
& (#
(Squash
(Id
(Dom
(ListRel (I ™ [x2])
> {r|c dominates R_exist r})))), up)

€ us)

Now the main theorem of this section.

Page 50 of 101



Lemma 1

DRA FRONT END FILTER PROJECT
Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Rewvision : 2.6
Date: 5 June 2016

SML

push_goal([],"V ¢1 co t; to us @

us € Functional
AN

Dom (U (Ran us)) C {n|3 c ® ¢ € Snd (cleanColCons cg tz) N CS_posn ¢ = n}

A
((RelCombine
((revealRow ¢z t1)~ § us)
(ListRel (TS_rows ty1))
o Graph (updateRow cg (TS_class t2)))
> {xz|isError z})
o Graph destError
={}
A ((RelCombine
((revealRow cz t2)~ § us)
(ListRel (TS_rows tgp))
s Graph (updateRow cg (TS_class t2)))
> {z|isError x})
s Graph destError
={}
A cleanTable ¢; t; = cleanTable c; to
A c¢; dominates co N co dominates TS_class t;
=
cleanTable
C1
(replaceRows
t1
(RelList
(ListRel (TS _rows tp)
@ (RelCombine
((revealRow ¢z t1)~ § us)
(ListRel (TS_rows t1))
s Graph (updateRow cg (TS_class t1)))
3 Graph destVal)))

cleanTable

C1
(replace Rows

ts

(RelList

(ListRel (TS _rows t2)
@ (RelCombine
((revealRow co t2)™ g us)

(ListRel (TS _rows tz))
o Graph (updateRow cg (TS_class tp)))
s Graph destVal)))™");
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SML

a(REPEAT strip_tac);

a(lemma_tac” cleanTable cy t; = cleanTable cy tp™

THEN _LIST|fc_tac|cleanTable_lemmal)

THEN asm_fc_tac]|,id-tac]);

a(DROP_NTH_ASM_T 4 ante_tac THEN

rewrite_tac|[cleanTable_def ,replaceRows_def ,get_spec™ MkTableSpec™));

a(lemma_tac™c; dominates TS_class t; "THEN _LIST
[fe-tac[dominates_trans] THEN asm_fc_tacl|,asm_rewrite_tacl]]);

a(cases_tac™ c¢; dominates TS_class to "THEN asm_rewrite_tacl]);

SML

set_labelled _goal" 2",

(x skk Goal "2" sxx *)
a(rewrite_tac[get_spec™ MkTableSpec™,tab_ components,cleanColCons_def |

THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 7 ante_-tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);

a(asm_rewrite_tac|));

SML

(x sk Goal "1" k% )
a(=_T(strip_asm_tac o rewrite_rule|get_spec” MkTableSpec™,tab_components]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|cleanTable_def));
a(GET_NTH_ASM_T 8 ante_tac THEN GET_NTH_ASM_T 5 rewrite_thm_tac
THEN =_tac
THEN asm_rewrite_tac[get_spec™ MkTableSpec™ tab_components| THEN strip_tac);
a(POP_ASM_T ante_tac THEN lemma_tac™ cleanColCons cp t; = cleanColCons cg tp”
THEN _LIST [pure_once_asm_rewrite_tac[prove_rule|pair_ clauses]
"Vp ep = (Fstp, Snd p)|THEN asm_rewrite_tac]],
DROP_NTH_ASM_T 3(fn - => id_tac)
THEN DROP_NTH_ASM_T 2(fn - => id_tac)]);
a(asm_rewrite_tac]] THEN =_tac);
a(lemma_tac™ cleanColCons ¢y t; = cleanColCons ¢y ta™
THEN _LIST [pure_once_asm_rewrite_tac|prove_rule|pair_ clauses]
"V p ep=(Fstp, Snd p)|THEN asm_rewrite_tac]],
DROP_NTH_ASM_T 7(fn - => id_tac)
THEN DROP_NTH_ASM_T 6(fn - => id_tac)));
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SML
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]| THEN =_tac);
a(fe_tac[cleanRows_size_lemmal);
a(LIST_DROP_NTH_ASM_T [1,2,3,4)(MAP_EVERY ante_tac));
a(LIST_-DROP_NTH_ASM_T [1,2)(MAP_EVERY (fn - => id_tac)));
a(DROP_NTH_ASM_T 9 ante_-tac THEN DROP_NTH_ASM_T 8 ante_tac THEN
rewrite_tac[cleanColCons_def ,cleanRows_def ,revealRow_def ,get _spec™ MkTableSpec™));
a(REPEAT strip_tac);
a(LIST_-DROP_NTH_ASM_T [1,2,3,6,7/(MAP_EVERY ante_tac));
a(lemma_tac™3 1; @ TS_rows t; = l; "THEN _LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac]);
a(lemma_tac™3 1y © TS_rows tg = lp " THEN _LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac]);
a(intro_N_tac("ls " 12™M));
a(REV_LIST_INDUCTION _T"l; 'asm_tac);

SML

(¢ skk Goal "1.1" skx x)

a(rewrite_tac[map_def ,all_¥_intro(eq_sym_rule(all_V_elim list_rel_list_thm)),
@_null_thm,rel_list_null_thm| THEN REPEAT strip_tac);

a(LEMMA_T" ListRel 1y > {r|ce dominates R_exist r} = {} rewrite_thm_tac);

(% #xx Goal "1.1.1" %xx %)

a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac[rel_ext_clauses,>>_def]);

a(REPEAT strip_tac);

a(list_spec_nth_asm_tac 2 [Tz " y7]);

a(swap_nth_asm_concl_tac 1);

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(% sk Goal "1.1.2" sxx x)

a(asm_rewrite_tac[®_null_thm2,rel_list_def));
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SML
(¢ skk Goal "1.2" skx x)
a(REPEAT V_tac);
a(intro_¥_tac("last™,"last™) THEN REV _LIST_INDUCTION_T" 1y asm_tac);
(% *xx Goal "1.2.1" *xx %)
a(REPEAT V_tac THEN cases_tac™ c¢; dominates R_exist last7THEN asm_rewrite_tac
[map_def ,®_null_thm,rel _list_null_thm,
all_¥_intro(eq_sym_rule(all_¥_elim list_rel_list_thm))|THEN REPEAT strip_tac);
a(LEMMA_T" ListRel (1; ™ [last]) > {r|ca dominates R_exist r} = {}rewrite_thm_tac);
(% *xx Goal "1.2.1.1" skx )
a(lemma_tac™— cp dominates R_exist last™);
(% #xx Goal "1.2.1.1.1" sxx %)
a(swap_nth_asm_concl_tac 4);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(% #xx Goal "1.2.1.1.2" %xx %)
a(asm_rewrite_tac(list_rel_"_t>_thm]);
a(DROP_NTH_ASM_T 4 ante_tac THEN rewrite_tac|rel_ext_clauses,>>_def]);
a(REPEAT strip_tac);
a(list_spec_nth_asm_tac 2 ["z7."y7]);
a(swap_nth_asm_concl_tac 1);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(% *xx Goal "1.2.1.2" s%x )

a(asm_rewrite_tac[®_null_thm2, rel_list_def list_rel_"_>_thm]);

SML
(¢ #xx Goal "1.2.2" sxx x)
a(REPEAT V_tac THEN cases_tac™ c; dominates R_exist last” THEN
cases_tac” c; dominates R_exist last’” THEN asm_rewrite_tac|]);
(% *xx Goal "1.2.2.1" sxx x)
a(cases_tac™ cg dominates R_exist last™
THEN cases_tac™ co dominates R_exist last'”

THEN asm_rewrite_tac[size_list_rel_"_t>_thm]);
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SML
(¢ skk Goal "1.2.2.1.1" %% )
a(REPEAT =_tac THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH _ASM_T 14 (ante_tac o V_elim"lp™)
THEN DROP_NTH_ASM_T 13(fn - => id_tac)
THEN asm_rewrite_tac[] THEN =_tac);
a(GET_NTH_ASM_T 6 (strip_asm_tac o rewrite_rule
[cleanRow_def ,get _spec™ MkRow™,row_components,rel _ext_ clauses]));
a(POP_ASM_T (fn - => id_tac));
a(ante_tac(list_¥_elim["1; 7,7 1o T last’Tlast™," co7,TusinUpdates_lemma)
THEN asm_rewrite_tac[] THEN =-_tac);
a(cases_tac™3 up o (#(Squash (Id (Dom (ListRel (13 ~ [last’])
> {r|ce dominates R_exist r})))),up) € us™);
(% *xx Goal "1.2.2.1.1.1" %xx %)
a(strip_asm_tac(list_V_elim]
"#(Squash(I1d(Dom(ListRel (I; ™ [last']) > {r|ce dominates R_exist r}))))7,
Tup T usTep Tt dom_|J-ran_lemma));
a(DROP_NTH_ASM_T 8 (ante_tac o V_elim"up?) THEN asm_rewrite_tac[| THEN =_tac);
a(strip_asm_tac(list_V_elim["c2 " last'™,"1; T up T us "t T conjunct! _lemma?2)
THEN POP_ASM_T rewrite_thm_tac);
a(strip_asm_tac(list_¥_elim["cp T last "l up™,"us " to | conjunct! _lemma?2)
THEN POP_ASM_T rewrite_thm_tac);
a(lemma_tacTisVal (updateRow cp (TS_class tz) (up, last’))
A isVal (updateRow cg (TS-class tz) (up, last))™);
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SML
(¢ skk Goal "1.2.2.1.1.1.1" %% )
a strip_tac;
(% #xx Goal "1.2.2.1.1.1.1.1" %xx %)
a(strip_asm_tac(V_elim"™ (updateRow cg (TS-class tg) (up, last’))wal_or_error_type));
a(DROP_NTH_ASM_T 14 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# l; + 17, destError(updateRow co(TS-class tz)(up,last’))7]);
a(spec_nth_asm_tac 1 "(updateRow co (TS_class tg) (up, last’))™);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "(up, last’)"));
(¢ skk Goal "1.2.2.1.1.1.1.1.1" s )
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (I; 7 [last'])

> {r|ce dominates R_exist r}))))7);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac[inv_rel_def]);
a(strip_asm_tac(list_V_elim["1; " last’ 7,7 {r|ce dominates R_exist r}"|size-"_one_thm));
(¢ sk Goal "1.2.2.1.1.1.1.1.2" s )
a(POP_ASM _T (strip_-asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thml));

SML
(% *xx Goal "1.2.2.1.1.1.1.2" sxx %)
a(strip-asm_tac(V_elim™ (updateRow co (TS_class tg) (up, last))val_or_error_type));
a(DROP_NTH_ASM_T 15 (strip-asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# lo + 17,7 destError(updateRow co(TS_class tg)(up, last))7));
a(spec_nth_asm_tac 1 "(updateRow co (TS_class tz) (up, last))™);
a(POP_ASM _T(strip_-asm_tac o rewrite_rule[] o VY_elim "(up, last)™));
(¢ skk Goal "1.2.2.1.1.1.1.2.1" s )
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (lz ™ [last])

> {r|ce dominates R_exist r}))))");
a(POP_ASM_T ante_tac THEN asm_rewrite_taclinv_rel_def));
a(strip-asm_tac(list_V_elim[" 127" last","{r|ce dominates R_exist r}7|size-"_one_thm));
(¢ sk Goal "1.2.2.1.1.1.1.2.2" s )
a(POP_ASM _T(strip_asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thml));
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SML
(¢ skk Goal "1.2.2.1.1.1.2" %% )
a(LEMMA_T" c; dominates R_exist
(destVal (updateRow cg (TS_class tz) (up, last')))
A ¢; dominates R_exist
(destVal (updateRow co (T'S-class tz) (up, last)))asm_rewrite_thm_tac);
(% sk Goal "1.2.2.1.1.1.2.1" #xx x)
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[updateRow_def]);
a(cases_tac™— up € Functional” THEN
cases_tac™ ((RelCombine up (R-data last’)
o Graph (updateField cp (TS_class tg)))
> {z|isError z})
s Graph destError
={}
A ((RelCombine up (R-data last)
s Graph (updateField cp (TS_class t2)))
> {z|isError z})
s Graph destError
= {}"
THEN asm_rewrite_tac[—isVal_giveError_thm,destVal_def ,get_spec” MkRow™,
row_components] THEN REPEAT strip_tac);
(x #xx Goal "1.2.2.1.1.1.2.2" sxx %)
a(be_tac[rewrite_rule|cleanColCons_def]cleanRow_updateRow_lemmal]| THEN asm_rewrite_tac|]);

SML
(¢ skk Goal "1.2.2.1.1.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac]] THEN =_tac);
a(LEMMA_T" RelCombine ((Squash
(Id
(Dom
(ListRel (I; ™ [last'])
> {r|ce dominates R_exist r}))))™
5 us)
(ListRel (1; ™ [last']))
=RelCombine ((Squash
(Id
(Dom
(ListRel 1;
> {r|ce dominates R_exist r}))))™
5 us)
(ListRel ;) ‘rewrite_thm_tac);
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SML

(¢ skk Goal "1.2.2.1.1.2.1" %% )
a(asm_rewrite_tac[squash_"_thm]);
a(LEMMA_T™{(# (Squash(Id(Dom (ListRel 1,
> {r|ce dominates R_exist r})))) + 1, # 11 + 1)}~

5 us = {} rewrite_thm_tac);
(% *xx Goal "1.2.2.1.1.2.1.1" %xx %)
a(rewrite_tac[rel_ext_clauses,inv_rel_def[THEN REPEAT strip_tac);
a(spec_nth_asm_tac 4 "y7);
a(DROP_NTH _ASM_T 4(fn - => id_tac) THEN DROP_NTH_ASM_T 4(fn - => id_tac));
a(strip_asm_tac(list_N_elim["1; 7" last’ 7 {r|ce dominates R_exist r}7|size_squash_plusl _thm));
a(swap_nth_asm_concl_tac 2);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]]);
(% #xx Goal "1.2.2.1.1.2.1.2" xxx %)

a(rewrite_tac[rel_combine_one_lemmal);
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SML
(¢ skk Goal "1.2.2.1.1.2.2" sxx )
a(LEMMA_T" RelCombine ((Squash
(Id
(Dom
(ListRel (lz ™ [last])
> {r|ce dominates R_exist r}))))™
5 us)
(ListRel (lz ™ [last]))
=RelCombine ((Squash
(Id
(Dom
(ListRel 1y
> {r|ce dominates R_exist r}))))™
5 us)
(ListRel lg) ‘rewrite_thm_tac);
(x wxk Goal "1.2.2.1.1.2.2.1" #xx x)
a(asm_rewrite_tac[squash_"_thm]);
a(LEMMA_T™{(# (Squash(Id(Dom (ListRel 1z
> {r|ce dominates R_exist r})))) + 1, # lp + 1)}~
5 us = {} rewrite_thm_tac);

(x *xx Goal "1.2.2.1.1.2.2.1.1" *xx %)

a(rewrite_tac[rel_ext_clauses,inv_rel_def[THEN REPEAT strip_tac);

a(spec_nth_asm_tac 8 "y7);

a(DROP_NTH_ASM_T 4(fn - => id_tac) THEN DROP_NTH_ASM_T 4(fn - => id_tac));
a(strip_asm_tac(list_-V_elim[" 127, last","{r|ce dominates R_exist r}"|size_squash_plusl_thm));
a(swap_nth_asm_concl_tac 2);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac]|);

(x sk Goal "1.2.2.1.1.2.2.1.2" s )
a(rewrite_tac[rel-combine_one_lemmal);

(% sk Goal "1.2.2.1.1.2.2.2" sxx x)

a(strip_asm_tac(list_V_elim["1; 7, last’ T ca T us™,Tto | conjunctl _lemmal));

a(strip_asm_tac(list_V_elim[" 157" last"," co T us " t2 | conjunctl _lemmal));

a(asm_rewrite_tac[]);
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SML
(¢ skk Goal "1.2.2.1.2" sxx )
a(REPEAT = _tac);
a(strip_asm_tac(list_¥_elim["1; 7,7 127,Tc; 7T ep 7 { col
EX
e c; dominates CC_exist y
A (CS_consGroup col, y) € TS_cons ta}7]
map_cleanRow_lemma2));
a(DROP_NTH_ASM_T 3 ante_-tac THEN POP_ASM_T rewrite_thm_tac);

SML
(% #xx Goal "1.2.2.1.8" sxx %)
a(REPEAT =_tac);
a(strip-asm_tac(list_¥_elim["1; 7,712 7"," ¢ T eo T { col
EN
e c; dominates CC_exist y
A (CS_consGroup col, y) € TS_cons tg}]
map- cleanRow_lemma?2));

a(DROP_NTH_ASM_T 3 ante_tac THEN POP_ASM_T rewrite_thm_tac);

SML
( sokk Goal "1.2.2.1.4" %% *)
a(REPEAT =_tac THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 1/ (ante_tac o V_elim"ly")
THEN DROP_NTH_ASM_T 13(fn - => id_tac)
THEN asm_rewrite_tac[] THEN =_tac);
a(asm_rewrite_tac[list_rel " _>_thm,rel_combine_one_lemmal));

a(strip_asm_tac(list_V_elim["1; " last’ T ca T us™,Tty | conjunctl _lemmal));

(
(
a(strip_asm_tac(list_¥_elim[" 127" last™," co " us™," to2 " conjunct! _lemmal));
a(asm_rewrite_tacl]);
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SML

(% *xx Goal "1.2.2.2" skx x)

a(cases_tac™ cy dominates R_exist last’™
THEN asm_rewrite_tac[size_list_rel . _>_thm]);

(x skk Goal "1.2.2.2.1" %% )

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(% *xx Goal "1.2.2.2.2" sxx %)

a(REPEAT =-_tac THEN fc_tac[rel_combine_null_lemmal);

a(DROP_NTH_ASM_T 12(ante_tac o VY_elim™lp ™ [last]”)
THEN DROP_NTH_ASM_T 11(fn - => id_tac)
THEN asm_rewrite_tac[size_list_rel_"_>_thm| THEN =_tac);

a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));

a(strip_asm_tac(list_V_elim["1; 7, last’ T ca T us™, "o | conjunctl _lemmal));

(
a(asm_rewrite_tac[list_rel_"_t>_thm,rel_combine_one_lemmal);
(
a(asm_rewrite_tac[]);

SML
(% *xx Goal "1.2.2.3" sxx x)
a(cases_tac™ cy dominates R_exist last™
THEN asm_rewrite_tac[size_list_rel " _>_thm]);
(% #xx Goal "1.2.2.3.1" xxx x)
a(fe_tacldominates_trans) THEN asm_fc_tacl]);
(% sk Goal "1.2.2.8.2" sk )
a(REPEAT =_tac THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 12(fn - => id_tac)
THEN DROP_NTH_ASM_T 11(ante-tac o V_elim™last'™)
THEN asm_rewrite_tac[size_list_rel_"_>_thm| THEN =_tac);
a(POP_ASM_T rewrite_thm_tac);

(
a(asm_rewrite_tac[list_rel_"_t>_thm,rel_combine_one_lemmal);
a(strip_asm_tac(list_¥_elim[" 12, last " cp " us "t |conjunct! _lemmal));
(

a(asm_rewrite_tac|]);
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SML
(% #xx Goal "1.2.2.4" skx x)
a(lemma_tac™ = co dominates R_exist last N\ — cg dominates R_exist last'™);
(% #xx Goal "1.2.2.4.1" sxx %)
a(swap_nth_asm_concl_tac 1 THEN fec_tac[dominates_trans] THEN asm_fc_tacl]);
( skk Goal "1.2.2.4.2" sxx *)
a(asm_rewrite_tac[size_list_rel_"_>_thm] THEN REPEAT =_tac
THEN fe_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 13(ante_tac o V_elim"ls™)
THEN DROP_NTH_ASM_T 12(fn - => id_tac)
THEN asm_rewrite_tac[size_list_rel_"_>_thm| THEN =_tac);

a(asm_rewrite_tac[list_rel " _>_thm,rel_combine_one_lemmal));
a(strip_asm_tac(list_V_elim["1; " last’ T ca T us™,Tty | conjunctl _lemmal));
a(strip_asm_tac(list_N_elim[" 127" last™," co T us™," to | conjunct! _lemmal));
a(asm_rewrite_tacl]);

val cleanTable_updateRows_lemma = save_pop_thm" cleanTable_updateRows_lemma";
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HOL output
cleanTable_updateRows_lemma =
FYcscoty to us
e Dom (J (Ran us))
C {n|3 ce ¢ € Snd (cleanColCons cg tz) N CS_posn ¢ = n}
A ((RelCombine
((revealRow ¢z t1)~ § us)
(ListRel (TS_rows t1))
s Graph (updateRow cg (TS_class t2)))
> {z|isError z})
s Graph destError
={}
A ((RelCombine
((revealRow cp t2)~ 5 us)
(ListRel (TS_rows ty))
5 Graph (updateRow cg (TS_class t3)))
> {z|isError x})
s Graph destError
={}
A cleanTable ¢y t; = cleanTable c; to
A c¢1 dominates co
A co dominates TS _class t;
= cleanTable
Ci
(replaceRows
ts
(RelList
(ListRel (TS_rows tp)
@ (RelCombine
((revealRow co t1)™ 4 us)
(ListRel (TS_rows t1))
o Graph (updateRow cg (TS_class t1)))
s Graph destVal)))
= cleanTable
C1
(replaceRows
12
(RelList
(ListRel (TS_rows t2)
@ (RelCombine
((revealRow czp t2)™~ g us)
(ListRel (TS_rows tg))
s Graph (updateRow co (TS_class t2)))
o Graph destVal))) Page 63 of 101




L 1 DRA FRONT END FILTER PROJECT
e Proof of Security (IId)

Ref: DS/FMU/FEF/013
Issue: Rewvision : 2.6
Date: 5 June 2016

3.4 Proof of Conjunct 2

First we prove three auxiliary results.

SML

push_goal([],"V ¢; c2 i s ® (¢; dominates cy A tabExists cp i s)
= tabErists ¢y i s7);

a(REPEAT strip_tac);

a(POP_ASM_T ante_tac THEN rewrite_tac[tabExists_def));

a(REPEAT strip_tac);

(x skk Goal "1" k% )

a(3-tac"y ' THEN asm_rewrite_tac|]);

(% sk Goal "2" sk x)

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(x sk Goal "8" xxx *)

a(fe-tacldominates_trans] THEN asm_fc_tac]]);

(x skk Goal "4" %% *)

a(I_tac"y'"THEN asm_rewrite_tac|]);

val tabExists_lemmal = save_pop_thm"tabExists_lemmal™";

HOL output
tabExists_lemmal =
FYecrcois

e c; dominates co N tabExists co i s = tabFExists c¢; i s

SML
push_goal([],"V ¢ s1 sz
e hideR (c, repState s;) = hideR (c, repState sg)
= (V1
e tabEwists ¢ i (repState sy)
= cleanTable c (getTable i (repState s1))

= cleanTable ¢ (getTable i (repState s2)))7);
a(REPEAT strip_tac);

HOL output
tabExists_cleanTable_lemmal =
FYecs; ss
e hideR (c, repState s;) = hideR (c, repState sg)
= (V1
e tabEwists ¢ i (repState sy)
= cleanTable c (getTable i (repState s1))
= cleanTable ¢ (getTable i (repState sz)))

a(fe_taclrewrite_rule[hide_eq_lemmaltabErists_cleanTable_lemma| THEN asm_fc_tacl]);
val tabExists_cleanTable_lemmal = save_pop_thm"tabExists_cleanTable_lemmal";

Page 64 of 101



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/013
Lemma 1 Issue: Rewvision : 2.6

Proof of Security (IId) Date: 5 June 2016

SML
push_goal([],7V ¢ t; to ®
¢ dominates TS_class t;
A ¢ dominates TS_class ts
A cleanTable ¢ t; = cleanTable ¢ ty
= colDefaults ¢ t; = colDefaults ¢ ty7);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac
[cleanTable_def ,get _spec™ MkTableSpec™,tab-components| THEN strip_tac);
a(asm_rewrite_tac|ext_thm,colDefaults_def ,visible Cols_def]);
val colDefaults_lemma = save_pop_thm" colDefaults_lemma";

HOL output
colDefaults_lemma = F VY ¢ t; to
e ¢ dominates TS_class t;
A ¢ dominates TS_class to
A cleanTable ¢ t; = cleanTable c to
= colDefaults ¢ t; = colDefaults c ty

Now the proof of conjunct2.

SML
push_goal([],"V ¢1 c2 s1 sz e
e hideR (cy, repState s;) = hideR (cy, repState sp) A ¢; dominates cp
= hideR (cy, Fst (updateStateR (cz, e, repState s;)))
= hideR (cy, Fst (updateStateR (cz, e, repState s2)))7);
a(REPEAT strip_tac);
a(lemma_tac™ hideR (cz, repState s;) = hideR (cz, repState sz)™
THEN _LIST|fc_tac[rewrite_rule[hide-eq_lemma,secureHide_def]secure Hide_lemma]
THEN asm_fc_tacl],id-tac));
a(LEMMA_T"e = (Fst e,Snd e)” pure_once_asm_rewrite_thm_tac
THEN _LIST [rewrite_tac[],rewrite_tac[updateStateR_def]]);
a(lemma_tac™ (tabExists cg (tabFromEffect (Fst e)) (repState sy)
= tabErists co (tabFromEffect (Fst e)) (repState sz))
A (tabEzists ca(tabFromEffect (Fst e)) (repState sg )
= tabFEzists ca(tabFromEffect (Fst e)) (repState s1))7);
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SML

9

(% sk Goal "1" sk %)

a(strip_asm_tac(list_¥_elim["cp " s1 " so | (rewrite_rule[hide_eq_lemmal]
tabExists_lemma)) THEN asm_rewrite_tacl]);

(x skk Goal "2" sxx *)

(x invalid tables in s; and sg *)

a(strip_asm_tac(V_elim "Fst e query_type) THEN asm_rewrite_tac|]
THEN cases_tac™— Snd e = [|7 THEN asm_rewrite_tacl]);

(¢ skk Goal "83" sxx *)

(x valid tables in s; and sg *)

a(strip_asm_tac (list_¥_elim["ca,Fs1 " s2 | (rewrite_rule[hide_eq_lemmal)
tabExists_ cleanTable_lemma)));

a(POP_ASM_T (strip_asm_tac o V_elim"tabFromEffect (Fst €)7));

(*

SML
9
(% #xx Goal "3.1" sxx %)
(x table classes not dominated by c *)
a(EVERY [strip_asm_tac(V_elim " Fst e query_type),
asm_rewrite_tac]],
cases_tac™— Snd e = [|7,
asm_rewrite_tacl]]);
(x skk Goal "8.2" skx x)
(x table classes dominated by c x)
a(strip_asm_tac(list_V_elim["c; " co " tabFromEffect (Fst €)1, repState s; "tabExists_lemmal));
a(strip_asm_tac (list_¥_elim["c; " s; " so JtabEzists_cleanTable_lemmal));
a(POP_ASM_T (strip_asm_tac o V_elim"™tabFromEffect (Fst €)7));
a(EVERY [strip_asm_tac(V_elim "Fst e query_type),
asm_rewrite_tac|],
cases_tac™— Snd e = [|7,

asm_rewrite_tac(]]);
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SML
9
(% 8 subgoals — Select automatically proven x)
(% *xx Goal "3.2.1" *xx %)
(x sk Insert sk %)
a(LIST_DROP_NTH_ASM_T|1,2,3.4,7(MAP_EVERY (fn _ => id_tac)));
a(POP_ASM_T (strip_asm_tac o rewrite_rule[isInsert_def]));
a(LIST_-DROP_NTH_ASM_T|2,3.4.5,6,7(MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac[destInsert_def ,tabFromEffect_def
getTable_def ;rewrite_rule[dom_def|tabExists_def));
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get-spec”isState™,get_spec” StateS™,—+_def ,N_def]
(V_elim"s; YisState_lemma)));
a(strip_asm_tac(list_V_elim|"repState s;7," Front (Fst i)","y" at_thm1));
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" s VisState_lemma)));
a(strip-asm_tac(list_V_elim["repState sz 7," Front (Fst i)","y " at_thm1));
a(LIST_DROP_NTH_ASM_T[7,8,9,10,11,12,13,15,16,17)(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T 4 rewrite_-thm_tac THEN TOP_ASM_T rewrite_thm_tac);

(*
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SML
9
a(REPEAT = _tac);
a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_tac THEN

rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™,N_def ,x _def,

get_spec” Universe,rel_ext_clauses,get_spec” $P|THEN REPEAT =_tac);
a(asm_fe_tacl));
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[+ _def ,N_def]

THEN REPEAT = _tac);
a(strip-asm_tac(list_V_elim[" Dir_tables y,” Last (Fst i)™,"y'Jat_thm1));
a(strip-asm_tac(list_V_elim|" Dir_tables y"7," Last (Fst i)™,y at_thm1));
a(LIST_DROP_NTH_ASM_T[9,10,11,12)(MAP_EVERY ante_tac) THEN asm_rewrite_tac]|);
a(LIST_-DROP_NTH_ASM_T|4,6,7,8)(MAP_EVERY (fn _ => id_tac))

THEN REPEAT = _tac);
a(LEMMA_T"i = (Fst i,5nd )" pure_once_asm_rewrite_thm_tac

THEN _LIST[rewrite_tac[],asm_rewrite_tac[hideR_def ,insertQuery_def ,changeSpec_def]]);
a(DROP_NTH_ASM_T 23(strip_asm_tac o rewrite_rule[hideR_def ,rel_ext_clauses)));
a(REPEAT V_tac);
a(strip-asm_tac(list_V_elim|"cg ™,y 7,7y’ T colDefaults_lemma));
a(TOP_ASM_T rewrite_thm_tac);
a(cases_tac™— Elems (Map (MkRow cg o colDefaults co y')

(Snd 1)) C RowS™

THEN asm_rewrite_tac|]);

a(POP_ASM_T (fn - => id_-tac) THEN REPEAT strip_tac);

(*
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SML
9
(% swxk Goal "3.2.1.1" skx )
a(rewrite_tac|®_single]);
a(CASES_T"z = Front (Fst i) asm_tac);
(% #xx Goal "3.2.1.1.1" sxxx %)
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[@©-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 8(asm_tac o list_¥_elim[" Front(Fst i)7," cleanDirectory c; y"7)));
a(LEMMA_T"(3 z
e (¢; dominates Dir_exist z N\ (Front (Fst i), z) € repState sp)
A cleanDirectory c; y" = cleanDirectory c¢; z)asm_tac);
(x #xx Goal "3.2.1.1.1.1" xxx x)
a(3-tac"y" T THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% sxk Goal "3.2.1.1.1.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(lemma_tac™ 2" = y7);

(*
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SML
9
(% sk Goal "3.2.1.1.1.2.1" sxx %)
a(DROP_NTH_ASM_T 26(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip-asm_tac o list_¥_elim[" Front (Fst i)7,72'7"y™));
(¢ skk Goal "8.2.1.1.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule|[cleanDirectory_def,
get_spec” MkDirectory™,dir_ components]));

a(3-tac” MkDirectory

(Dir_tables y

@ {(Last (Fst i),

replaceRows
/

Y
(TS_rows y'
™ Map
(MkRow ¢z o colDefaults cg y')
(Snd i)))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™));
a(lemma_tac™ c; dominates Dir_exist y' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(rewrite_tac[cleanDirectory_def));
a(lemma_tac”c; dominates Dir_class y"" THEN_LIST
[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir -components));
a(lemma_tac™ c; dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|rel_ezt_clauses] THEN =_tac);
a(rewrite_tac|®-_single]);
a(REPEAT V_tac THEN <_T asm_tac);

*

—
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SML
9
(x xxk Goal "3.2.1.1.1.2.2.1" #xx x)

a(cases_tac™z' = Last (Fst i)7THEN asm_rewrite_tac|]);
(x sk Goal "8.2.1.1.1.2.2.1.1" s )
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(3_tac" replaceRows y' (TS_rows y' ™ Map (MkRow cz o colDefaults cz y') (Snd i))”
THEN asm_rewrite_tacl]);
a(EXTEND_PC_T1 ""mmp1" fc_tac[cleanTable_insertRows_lemmal
THEN EXTEND_PC_T1 “"mmpl" asm_fc_tac|));
a(DROP_NTH_ASM_T 7 (ante_tac o ¥Y_elim™Snd i) THEN asm_rewrite_tac[]);
(x sk Goal "8.2.1.1.1.2.2.1.2" s )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_V_elim["z'7" cleanTable ¢; 2z"7)));
a(LEMMA_T"™3 z e (2', z) € Dir_tables y"
A cleanTable ¢; 2" = cleanTable ¢; 2 asm_tac);
(¢ skk Goal "3.2.1.1.1.2.2.1.2.1" %xx %)
a(I_tac" 2" "THEN asm_rewrite_tacl]);
(% %% Goal "3.2.1.1.1.2.2.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac™ 2" TTHEN asm_rewrite_tacl]);

SML

( sk Goal "8.2.1.1.1.2.2.2" sxx %)

a(cases_tac™z' = Last (Fst i)7THEN asm_rewrite_tac|));

(% %% Goal "3.2.1.1.1.2.2.2.1" sxx %)

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(3-tac" replaceRows y" (TS_rows y" ~ Map (MkRow cp o colDefaults cg y"') (Snd i)
THEN asm_rewrite_tac|]);

a(EXTEND_PC_T1 “"mmpl1" fc_tac[cleanTable_insertRows_lemmal)
THEN EXTEND_PC_T1 “"'mmpl" asm_fc_tac|));

a(DROP_NTH_ASM_T 7 (ante_tac o V_elim™Snd i) THEN asm_rewrite_tac||
THEN =_T rewrite_thm_tac);

(% %% Goal "3.2.1.1.1.2.2.2.2" xxx x)

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(I_tac” 2" " THEN asm_rewrite_tac|]);

(%
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SML
9
(x sk Goal "3.2.1.1.2" sk )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[®-single,get_spec” MkDirectory™,dir_ components]));
a(DROP_NTH_ASM_T 6(asm_tac o list_-N_elim|[ "z cleanDirectory c; z7));
a(LEMMA_T"3 72/
e (¢; dominates Dir_exist 2/ A (x, 2') € repState s;)
A cleanDirectory ¢; z = cleanDirectory c¢; z'asm_tac);
(% #xx Goal "3.2.1.1.2.1" xxx x)
a(3-tac" 2" THEN asm_rewrite_tac|]);
(% wkk Goal "3.2.1.1.2.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac" 2’ T"THEN asm_rewrite_tac|));

(*

SML
9
(% sxxk Goal "3.2.1.2" skx )
a(rewrite_tac|®-_single]);
a(CASES_T"x = Front (Fst i) asm_tac);
(% #xx Goal "3.2.1.2.1" sxx %)
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[©-single,get_spec™ MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 8(asm_tac o list_V_elim|[" Front(Fst i)™, cleanDirectory c; y"7));
a(LEMMA_T"(3 z
e (¢; dominates Dir_exist z N (Front (Fst i), z) € repState sp)
A cleanDirectory c¢; y" = cleanDirectory ¢y z) asm_tac);
(% *xx Goal "3.2.1.2.1.1" *xx %)
a(3-tac"y""THEN asm_rewrite_tac|]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% sk Goal "3.2.1.2.1.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(lemma_tac™ 2" = y7);

(*

Page 72 of 101



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/013
Lemma 1 Issue: Rewvision : 2.6

Proof of Security (IId) Date: 5 June 2016

SML
9
(x sk Goal "3.2.1.2.1.2.1" sxx %)
a(DROP_NTH_ASM_T 26(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip-asm_tac o list_¥_elim[" Front (Fst i)7,72'7"y™));
(x skk Goal "83.2.1.2.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule|[cleanDirectory_def,
get_spec” MkDirectory™,dir_ components]));

a(3-tac” MkDirectory

(Dir_tables y"

@ {(Last (Fst i),

replaceRows
n

Y
(TS-rows y"
™ Map
(MEkRow ¢z o colDefaults co y")
(Snd i)))})
(Dir_exist y")
(Dir_class y")"THEN asm_rewrite_tac|get_spec” MkDirectory™]);
a(lemma_tac™ c; dominates Dir_exist y' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(rewrite_tac[cleanDirectory_def));
a(lemma_tac”c; dominates Dir_class y"" THEN_LIST
[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir -components));
a(lemma_tac™ c; dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|rel_ezt_clauses] THEN =_tac);
a(rewrite_tac|®-_single]);
a(REPEAT V_tac THEN <_T asm_tac);

*

—
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SML
9
(x sxk Goal "3.2.1.2.1.2.2.1" #xx x)
a(cases_tac™z' = Last (Fst i)7THEN asm_rewrite_tac|]);
(x sk Goal "8.2.1.2.1.2.2.1.1" s )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3_tac" replaceRows y" (TS_rows y" ~ Map (MkRow cg o colDefaults co y") (Snd i))™
THEN asm_rewrite_tacl]);
a(EXTEND_PC_T1 ""mmp1" fc_tac[cleanTable_insertRows_lemmal
THEN EXTEND_PC_T1 “"mmpl" asm_fc_tac|));
a(DROP_NTH_ASM_T 7 (ante_tac o ¥Y_elim"Snd i) THEN asm_rewrite_tac]]
THEN =_T rewrite_thm_tac);
(¢ skk Goal "83.2.1.2.1.2.2.1.2" %% )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(I_tac" 2" "THEN asm_rewrite_tacl]);

(*

SML
9
(x sk Goal "8.2.1.2.1.2.2.2" sxx %)

a(cases_tac™z'" = Last (Fst i)7THEN asm_rewrite_tac|));
(% %% Goal "3.2.1.2.1.2.2.2.1" xxx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(3_tac" replaceRows y' (TS_rows y' ~ Map (MkRow cz o colDefaults co y') (Snd 7))”
THEN asm_rewrite_tac|]);
a(EXTEND_PC_T1 “"mmpl1" fc_tac[cleanTable_insertRows_lemmal)
THEN EXTEND_PC_T1 “"'mmpl" asm_fc_tac|));
a(DROP_NTH_ASM_T 7 (ante_tac o ¥_elim™Snd i) THEN asm_rewrite_tac[]);
(% wxk Goal "3.2.1.2.1.2.2.2.2" sxx x)
a(DROP_NTH_ASM_T 2 strip-asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_¥V_elim[" 2’7" cleanTable c¢; 2"7]));
a(LEMMA_T"3 2 e (2', z) € Dir_tables y"
A cleanTable ¢; 2" = cleanTable ¢; 2 asm_tac);
(x %% Goal "3.2.1.2.1.2.2.2.2.1" sxx x)
a(3-tac" 2" TTHEN asm_rewrite_tac|]);
(¢ sk Goal "3.2.1.2.1.2.2.2.2.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(3_tac" 2" "THEN asm_rewrite_tacl));

(*
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SML
9
(x sk Goal "3.2.1.2.2" sk )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[®-single,get_spec” MkDirectory™,dir_ components]));
a(DROP_NTH_ASM_T 6(asm_tac o list_-N_elim|[ "z cleanDirectory c; z7));
a(LEMMA_T"3 72/
e (¢; dominates Dir_exist 2/ N (x, 2') € repState s2)
A cleanDirectory ¢; z = cleanDirectory c¢; z'asm_tac);
(x skk Goal "8.2.1.2.2.1" sxx %)
a(3-tac" 2" THEN asm_rewrite_tac|]);
(% wkk Goal "3.2.1.2.2.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac" 2’ T"THEN asm_rewrite_tac|));

(*

SML
9
(x sk Goal "3.2.2" sxx x)
(x sk Delete sxx x)
a(LIST_-DROP_NTH_ASM_T|1,2,3.4,7)(MAP_EVERY (fn _ => id_tac)));
a(POP_ASM_T (strip_asm_tac o rewrite_rule[isDelete_def]));
a(LIST_DROP_NTH_ASM_T[2,3,4,5,6,7(MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac[destInsert_def ,tabFromEffect_def
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" s ; VisState_lemma)));
a(strip_asm_tac(list_V_elim["repState s;7," Front (Fst d)7,"y" at_thm1));
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" sy VisState_lemma)));
a(strip_asm_tac(list_¥_elim["repState so™," Front (Fst d)","yat_thm1));
a(LIST_DROP_NTH_ASM_T[7,8,9,10,11,12,13,15,16,17)(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T J rewrite_thm_tac THEN TOP_ASM_T rewrite_thm_tac);

(%
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9
a(REPEAT = _tac);
a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_tac THEN

rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™,N_def ,x _def,

get_spec” Universe,rel_ext_clauses,get_spec” $P|THEN REPEAT =_tac);
a(asm_fe_tacl));
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[+ _def ,N_def]

THEN REPEAT = _tac);
a(strip_asm_tac(list_NV_elim[" Dir_tables y™," Last (Fst d)™,"y'Vat_thm1));
a(strip_asm_tac(list_V_elim|" Dir_tables y"7\" Last (Fst d)™,"y"at_thm1));
a(LIST_DROP_NTH_ASM_T[9,10,11,12)(MAP_EVERY ante_tac) THEN asm_rewrite_tac]|);
a(LIST_-DROP_NTH_ASM_T|4,6,7,8)(MAP_EVERY (fn _ => id_tac))

THEN REPEAT = _tac);
a(LEMMA_T"d = (Fst d,Snd d)7 pure_once_asm_rewrite_thm_tac

THEN _LIST [rewrite_tac[],asm_rewrite_tac[hideR_def ,delete Query_def ,changeSpec_def]]);

DROP_NTH_ASM_T 23(strip_asm_tac o rewrite_rule[hideR_def ,rel_ext_clauses]));
REPFEAT strip_tac);

o
(

*

a

—

SML
9
(x xxx Goal "3.2.2.1" s*x* x)
a(rewrite_tac|®-_single]);
a(CASES_T"x = Front (Fst d)"asm_tac);
(x skk Goal "8.2.2.1.1" %% )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[@-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH _ASM_T 7(asm_tac o list_N_elim[" Front(Fst d)™," cleanDirectory c; y"7));
a(LEMMA_T"(3 z
o (¢; dominates Dir_exist z N\ (Front (Fst d), z) € repState s;)
A cleanDirectory c¢; y" = cleanDirectory ¢y z) asm_tac);
(% *xx Goal "3.2.2.1.1.1" *xx %)
a(3-tac"y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% *xx Goal "3.2.2.1.1.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(lemma_tac™ 2" = y7);

(*
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9
(% sk Goal "3.2.2.1.1.2.1" sxx %)
a(DROP_NTH_ASM_T 25(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip-asm_tac o list_-N_elim[" Front (Fst d)7,"2'7,"y7));
(x skk Goal "83.2.2.1.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule|[cleanDirectory_def,

get_spec” MkDirectory™,dir_ components]));

a(3-tac” MkDirectory(Dir_tables y
® {(Last (Fst d),

replace Rows
/

Y
(Ezxtract

(1 ..# (TS_rows y)
\ revealRow cg y' Image Snd d
N {i
|R_exist (Nth (TS_-rows y') i)
= cz})
(TS-rows y')))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™));

a(lemma_tac™ c¢; dominates Dir_exist y' THEN _LIST
[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);

a(rewrite_tac[cleanDirectory_def));

a(lemma_tac” c; dominates Dir_class y"" THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);

a(asm_rewrite_tac[get_spec” MkDirectory™,dir - components));

a(lemma_tac” c; dominates Dir_class y' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|rel_ezt_clauses] THEN =-_tac);

a(rewrite_tac|®-singlel);

a(REPEAT V_tac THEN <_T asm_tac);

*

—

Page 77 of 101



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/013
Lemma 1 Issue: Rewvision : 2.6

Proof of Security (IId) Date: 5 June 2016

SML
9
(% sxk Goal "3.2.2.1.1.2.2.1" *xx x)
a(cases_tac™z' = Last (Fst d)"THEN asm_rewrite_tacl]);
(x sk Goal "8.2.2.1.1.2.2.1.1" %% )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3_tac" replaceRows y'
(Extract
(1 ..# (TS_rows y)
\ revealRow cg y' Image Snd d
N {i|R-exist (Nth (TS_rows y') i) = cz})
(TS_rows y'))" THEN asm_rewrite_tacl]);

a(EXTEND_PC_T1 "“"mmpl1" fc_tac|cleanTable_ delete Rows_lemmal

THEN EXTEND_PC_T1 “"mmpl" asm_fc_tac|));
a(spec_nth_asm_tac 7 "Snd d7);
(% wkk Goal "3.2.2.1.1.2.2.1.2" *xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_¥V_elim[" 2’7" cleanTable c¢; 2"7]));
a(LEMMA_T"3 2 e (2', z) € Dir_tables y"

A cleanTable ¢; 2" = cleanTable c¢; z7asm_tac);

(*
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SML
9
(x xxx Goal "3.2.2.1.1.2.2.1.2.1" skx x)
a(I_tac" 2" "THEN asm_rewrite_tacl]);
( sk Goal "8.2.2.1.1.2.2.1.2.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(I_tac” 2" TTHEN asm_rewrite_tacl]);
(% *xx Goal "3.2.2.1.1.2.2.2" sxx %)
a(cases_tac™z' = Last (Fst d)"THEN asm_rewrite_tacl]);
(x skk Goal "8.2.2.1.1.2.2.2.1" sxx )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3_tac" replaceRows y"
(Eztract
(1 ..# (TS-rows y")
\ revealRow cg y" Image Snd d
N {i|R_exist (Nth (TS_rows y") i) = ca})
(TS_rows y""))" THEN asm_rewrite_tac|));

a(EXTEND_PC_T1 "“"mmpl" fc_tac[cleanTable_deleteRows_lemma]

THEN EXTEND_PC_T1 “"mmpl" asm_fc_tac]));
a(spec_nth_asm_tac 7 "Snd d7THEN asm_rewrite_tacl]);
(% %% Goal "3.2.2.1.1.2.2.2.2" xxx %)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3-tac" 2" TTHEN asm_rewrite_tacl]);

(%

SML
9
(% sk Goal "3.2.2.1.2" sk )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[©-single,get_spec” MkDirectory™,dir_ components]));
a(DROP_NTH_ASM_T 5(asm_tac o list_¥_elim["z7," cleanDirectory c¢; z7));
a(LEMMA_T"3 2/
e (¢; dominates Dir_exist 2/ A (z, 2') € repState s;)
A cleanDirectory c¢; z = cleanDirectory c¢; z'asm_tac);
(% #xx Goal "3.2.2.1.2.1" xxx x)
a(3-tac" 2" THEN asm_rewrite_tac|]);
(% *xx Goal "3.2.2.1.2.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac" 2 T"THEN asm_rewrite_tac|));

(%
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9
(% xxk Goal "3.2.2.2" skx )
a(rewrite_tac|®_single]);
a(CASES_T"z = Front (Fst d)Tasm_tac);
(x skk Goal "83.2.2.2.1" sxx )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[@©-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 7(asm_tac o list_N_elim[" Front(Fst d)™," cleanDirectory c; y"7));
a(LEMMA_T"(3 z
e (¢; dominates Dir_exist z N\ (Front (Fst d), z) € repState s;)
A cleanDirectory c; y" = cleanDirectory c¢; z)asm_tac);
(x sk Goal "8.2.2.2.1.1" *xx %)
a(3-tac"y" T THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% wxk Goal "3.2.2.2.1.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(lemma_tac™ 2" = y7);

(*
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9
(x sk Goal "3.2.2.2.1.2.1" sxx %)
a(DROP_NTH_ASM_T 25(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip-asm_tac o list_-N_elim[" Front (Fst d)7,"2'7,"y7));
(x sk Goal "83.2.2.2.1.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule|[cleanDirectory_def,

get_spec” MkDirectory™,dir_ components]));
a(3-tac” MkDirectory (Dir_tables y"

® {(Last (Fst d),

replace Rows
n

Y
(Ezxtract

(1 .. 4# (TS-rows y")
\ revealRow cg y" Image Snd d
N {i
|R_exist (Nth (TS_rows y"') i)
= c2})
(TS_rows y™)))})
(Dir_exist y")
(Dir_class y")"THEN asm_rewrite_tac|get_spec” MkDirectory™]);

SML
9
a(lemma_tac™ c; dominates Dir_exist y' THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(rewrite_tac[cleanDirectory_def));
a(lemma_tac™c; dominates Dir_class y"" THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir _components));
a(lemma_tac™ c; dominates Dir_class y' THEN _LIST

[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|[rel_ext_clauses] THEN = _tac);
a(rewrite_tac|®-_single]);
a(REPEAT V_tac THEN <_T asm_tac);

*

—
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SML
9
(x wxk Goal "3.2.2.2.1.2.2.1" #xx x)
a(cases_tac™z' = Last (Fst d)"THEN asm_rewrite_tacl]);
(x %k Goal "3.2.2.2.1.2.2.1.1" %xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3_tac" replaceRows y"
(Extract
(1 ..# (TS-rows y")
\ revealRow cg y" Image Snd d
N {i|R-exist (Nth (TS_rows y"") i) = ca})
(TS_rows y"))" THEN asm_rewrite_tac|]);
a(EXTEND_PC_T1 "“"mmpl1" fc_tac|cleanTable_ delete Rows_lemmal
THEN EXTEND_PC_T1 “"mmpl" asm_fc_tac|));
a(spec_nth_asm_tac 7 "Snd d7 THEN asm_rewrite_tac[]);
(% sk Goal "3.2.2.2.1.2.2.1.2" *xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3-tac" 2" T"THEN asm_rewrite_tac|]);
(* sk Goal "3.2.2.2.1.2.2.2" sxx %)
a(cases_tac™z' = Last (Fst d)"THEN asm_rewrite_tacl]);

(*
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SML
9
(x sk Goal "3.2.2.2.1.2.2.2.1" *xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3-tac" replaceRows y’
(Eztract
(1 ..# (TS_rows y)
\ revealRow cg y' Image Snd d
N {i|R-exist (Nth (TS_rows y') i) = ca})
(TS_rows y'))? THEN asm_rewrite_tacl]);
a(EXTEND_PC_T1 ""mmpl1" fc_tac[cleanTable_delete Rows_lemmal]
THEN EXTEND_PC_T1 “"'mmpl" asm_fc_tac|));
a(spec_nth_asm_tac 7 "Snd d7);
(x % Goal "3.2.2.2.1.2.2.2.2" %xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_V_elim[" 2’7" cleanTable ¢; 2z"7]));
a(LEMMA_T"™3 z e (2', z) € Dir_tables y”
A cleanTable ¢; 2" = cleanTable ¢; 2 asm_tac);
( sk Goal "3.2.2.2.1.2.2.2.2.1" sxx %)
a(I_tac" 2" "THEN asm_rewrite_tacl]);
(% %% Goal "3.2.2.2.1.2.2.2.2.2" sxx )
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac™ 2" TTHEN asm_rewrite_tacl]);

(%

SML
9
(% sk Goal "3.2.2.2.2" sk )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[©-single,get_spec” MkDirectory™,dir_ components]));
a(DROP_NTH_ASM_T 5(asm_tac o list_¥_elim["z7," cleanDirectory c¢; z7));
a(LEMMA_T"3 2/
e (¢; dominates Dir_exist 2/ A (z, 2') € repState sz)
A cleanDirectory c¢; z = cleanDirectory c¢; z'asm_tac);
(x skk Goal "3.2.2.2.2.1" sxx %)
a(3-tac" 2" THEN asm_rewrite_tac|]);
(% *xx Goal "3.2.2.2.2.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(3-tac" 2 T"THEN asm_rewrite_tac|));

(%
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SML
9
(% sk Goal "3.2.3" sxx x)
(x sk Update sxx )
a(LIST_-DROP_NTH_ASM_T|1,2,3.4,7(MAP_EVERY (fn _ => id_tac)));
a(POP_ASM_T (strip_asm_tac o rewrite_rulelisUpdate_def)));
a(LIST_DROP_NTH_ASM_T|[2,3,4,5,6,7/(MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac[destInsert_def ,tabFromEffect_def
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" s ; VisState_lemma)));
a(strip_asm_tac(list_V_elim["repState s; 7, Front (Fst u)™,"y" at_thm1));
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" sg VisState_lemma)));
a(strip_asm_tac(list_¥_elim["repState so7," Front (Fst u)","y|at_thm1));
a(LIST_DROP_NTH_ASM_T[7,8,9,10,11,12,13,15,16,17)(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T J rewrite_thm_tac THEN TOP_ASM_T rewrite_thm_tac);

(%

SML

*

a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_-tac THEN
rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™,N_def ,x _def,
get_spec” Universe \rel_ext_clauses,get_spec"$P|THEN REPEAT = _tac);
a(asm_fe_tacl));
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[-+_def ,N_def]
THEN REPEAT = _tac);
a(strip_asm_tac(list_V_elim|" Dir_tables y7," Last (Fst u)™,"y'"at_thm1));
a(strip_asm_tac(list_V_elim[" Dir_tables y"7," Last (Fst u)™,"y"Vat_thm1));
(
(

)
a(REPEAT = _tac);
(

a(LIST_DROP_NTH_ASM _T1[9,10,11,12](MAP_EVERY ante_tac) THEN asm_rewrite_tac|]);
a(LIST_-DROP_NTH_ASM_T|4,6,7,8)(MAP_EVERY (fn _ => id_tac))
THEN REPEAT =_tac);
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SML
%)
a(LEMMA_T" hideR (c;, Fst (updateQuery (cz, u, repState s;, y'"')))

= hideR(cy, Fst (updateQuery (cz, u, repState sz, y')))”
rewrite_thm_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN

asm_rewrite_tac[cleanTable_def ,get_spec™ MkTableSpec™,tab_ components]);
a strip_tac;

a(DROP_NTH_ASM_T 27 (asm_tac o rewrite_rule[hideR_def]));

a(LEMMA_T"u = (Fst u,Snd u)” pure_once_asm_rewrite_thm_tac THEN _LIST [rewrite_tac]],

asm_rewrite_tac[hideR_def ,update Query_def ,changeSpec_def ,visibleCols_def]));
a(conv_tac (MAP_C' let_conv));

(*

SML
%)
a(cases_tac™— Snd u € Functional™ THEN
cases_tac"— Dom (IJ (Ran (Snd u)))

C {n

ERC

e ¢ € Snd (cleanColCons cp y') N CS_posn ¢ = n}’

THEN asm_rewrite_tacl]);

a(ante_tac (rewrite_rulelvisibleCols_def]

(list_V_elim["co ™" y' Ty 7" Snd u™]cleanRows_errors_or_vals_lemma))
THEN asm_rewrite_tac]] THEN REPEAT strip_tac THEN asm_rewrite_tacl]);
a(DROP_NTH_ASM_T 5(asm_tac o rewrite_rule[rel_ext_clauses)));

(

a(rewrite_tac|rel_ext_clauses] THEN REPEAT strip_tac);
*

—
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SML
9
(x sk Goal "3.2.8.1" skx )
a(rewrite_tac|®_single]);
a(CASES_T"z = Front (Fst u)asm_tac);
(x skk Goal "8.2.8.1.1" sxx )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[@©-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 7(asm_tac o list_N_elim[" Front(Fst u)™,” cleanDirectory c; y"7));
a(LEMMA_T"(3 z
e (¢; dominates Dir_exist z N\ (Front (Fst u), z) € repState sp)
A cleanDirectory c; y" = cleanDirectory c¢; z)asm_tac);
(x *xx Goal "3.2.3.1.1.1" xxx x)
a(3-tac"y" T THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% wxk Goal "3.2.8.1.1.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(lemma_tac™ 2" = y7);
(¢ sk Goal "3.2.8.1.1.2.1" %% )
a(DROP_NTH_ASM_T 33(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_¥_elim[” Front (Fst u)™,"2"7"y™));

(*
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SML
9
(% sk Goal "3.2.8.1.1.2.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule[cleanDirectory_def,

get_spec” MkDirectory™,dir_ components]));
a(3-tac” MkDirectory(Dir_tables y

® {(Last (Fst u),

replaceRows
/

Y
(RelList

(ListRel (TS_rows y')
@ (RelCombine
((revealRow cg y')™

5 Snd u)
(ListRel (TS_rows y'))
¢ Graph

(updateRow cp (TS-class y')))
5 Graph destVal)))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™);

SML
*)
a(lemma_tac™ c; dominates Dir_exist y' THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(rewrite_tac[cleanDirectory_def));
a(lemma_tac™ c; dominates Dir_class y"7 THEN _LIST

[fe-tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir - components));
a(lemma_tac” c; dominates Dir_class y° THEN _LIST

[fe_tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac|rel_ezt_clauses] THEN =_tac);
a(rewrite_tac|®-single]);
a(REPFEAT V_tac THEN <_T asm_tac);

*

—
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SML
9
(x wxk Goal "3.2.8.1.1.2.2.1" #xx x)

a(cases_tac™z' = Last (Fst w)"THEN asm_rewrite_tacl]);
(x sk Goal "8.2.8.1.1.2.2.1.1" s )
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(3-tac" replaceRows
/!

Y
(RelList

(ListRel (TS_rows y')
@ (RelCombine
((revealRow ¢z y')~ g Snd u)
(ListRel (TS_rows y'))
5 Graph (updateRow cy (TS_class y')))

5 Graph destVal))? THEN asm_rewrite_tac|]);

a(ante_tac(list_V_elim["c;7\Tea Ty Ty’ T Snd u]cleanTable_update Rows_lemma)

THEN asm_rewrite_tacl]);
(x wrk Goal "3.2.8.1.1.2.2.1.2" sxx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(DROP_NTH_ASM_T 4 (asm_tac o list_V_elim[" 2’7" cleanTable ¢; 2"7)));

a(LEMMA_T"™3 z e (2', z) € Dir_tables y”

A cleanTable ¢; 2" = cleanTable ¢; 2 asm_tac);

(*
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SML
9
(% xxk Goal "3.2.8.1.1.2.2.1.2.1" sk x)

a(I_tac" 2" "THEN asm_rewrite_tacl]);

(x sk Goal "8.2.8.1.1.2.2.1.2.2" sxx %)

a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(I_tac” 2" TTHEN asm_rewrite_tacl]);

(% *xx Goal "3.2.3.1.1.2.2.2" sxx %)

a(cases_tac™z' = Last (Fst u)"THEN asm_rewrite_tacl]);

(¢ skk Goal "8.2.8.1.1.2.2.2.1" sxx )

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(3-tac" replace Rows
n

Y
(RelList

(ListRel (TS_rows y")
@ (RelCombine
((revealRow cz y"')~ ¢ Snd u)
(ListRel (TS_rows y""))
o Graph (updateRow cp (TS_class y')))
o Graph destVal))? THEN asm_rewrite_tacl]);
a(ante_tac(list_¥_elim["c; T e Ty Ty 7,"Snd w7 cleanTable_update Rows_lemma)
THEN asm_rewrite_tac[] THEN =_T rewrite_thm_tac);
( sk Goal "3.2.8.1.1.2.2.2.2" sxx )
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(I_tac" 2" "THEN asm_rewrite_tac]]);

(x skk Goal "83.2.8.1.2" sxx )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[©-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_-N_elim[ "z cleanDirectory c; z7));
a(LEMMA_T™3 2/
e (c; dominates Dir_exist z' A (z, 2') € repState sp)
A cleanDirectory ¢; z = cleanDirectory c; z'asm_tac);
(x *xxx Goal "3.2.3.1.2.1" xxx x)
a(3-tac" 2 "THEN asm_rewrite_tacl]);
(% *xx Goal "3.2.83.1.2.2" xxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(3_tac" 2 "THEN asm_rewrite_tac|));

(*
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SML
9
(x xxk Goal "3.2.8.2" skx )
a(rewrite_tac|®_single]);
a(CASES_T"z = Front (Fst u)asm_tac);
(x sk Goal "8.2.8.2.1" sxx )
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[@©-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 7(asm_tac o list_N_elim[" Front(Fst u)™,” cleanDirectory c; y"7));
a(LEMMA_T"(3 z
e (¢; dominates Dir_exist z N\ (Front (Fst u), z) € repState sp)
A cleanDirectory c; y" = cleanDirectory c¢; z)asm_tac);
(x sk Goal "8.2.8.2.1.1" *xx %)
a(3-tac"y" T THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl));
(% wxk Goal "3.2.8.2.1.2" sxx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(lemma_tac™ 2" = y7);
(¢ sk Goal "3.2.8.2.1.2.1" %% )
a(DROP_NTH_ASM_T 33(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_¥_elim[” Front (Fst u)™,"2"7"y™));

(*
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SML
9
(% sk Goal "3.2.8.2.1.2.2" sxx %)

a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a(=_T (strip_asm_tac o rewrite_rule[cleanDirectory_def,

get_spec” MkDirectory™,dir_ components]));
a(3_tac” MkDirectory (Dir_tables y”
® {(Last (Fst u),

replaceRows
n

Y
(RelList

(ListRel (TS_rows y"")
@ (RelCombine
((revealRow ¢z y")™
3 Snd u)
(ListRel (TS _rows y""))
s Graph
(updateRow
co
(TS-class y')))
5 Graph destVal)))})
(Dir_exist y")
(Dir_class y")TTHEN asm_rewrite_tac[get_spec” MkDirectory™]);

SML
*)
a(lemma_tac™c; dominates Dir_exist y' THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tac||,asm_rewrite_tacl]]);
a(rewrite_tac|cleanDirectory_def));
a(lemma_tac”c; dominates Dir_class y"" THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(asm_rewrite_tac[get_spec” MkDirectory ™, dir _components));
a(lemma_tac” c; dominates Dir_class y° THEN_LIST

[fe_tac[dominates_trans] THEN asm_fc_tacl],asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN =_tac);
a(rewrite_tac|®_single]);
a(REPEAT V_tac THEN <_T asm_tac);
*

—
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SML
9
(x wxk Goal "3.2.8.2.1.2.2.1" #xx x)
a(cases_tac™z' = Last (Fst w)"THEN asm_rewrite_tacl]);
(x %k Goal "3.2.3.2.1.2.2.1.1" sxx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3_tac" replaceRows y"
(RelList
(ListRel (TS_rows y"")
@ (RelCombine
((revealRow ¢z y")~ g Snd u)
(ListRel (TS _rows y""))
o Graph (updateRow cg (TS_class y')))

o Graph destVal))? THEN asm_rewrite_tac|]);

a(ante_tac(list_V_elim["c; e Ty T y' " Snd uT]cleanTable_updateRows_lemma)
THEN asm_rewrite_tac[] THEN =_T rewrite_thm_tac);

(% %% Goal "3.2.3.2.1.2.2.1.2" xxx %)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(I_tac” 2" " THEN asm_rewrite_tac|]);
(% wxk Goal "3.2.8.2.1.2.2.2" sxx x)
a(cases_tac™z' = Last (Fst u)"THEN asm_rewrite_tacl]);

(*
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SML
9
(x xkk Goal "3.2.8.2.1.2.2.2.1" *xx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(3-tac" replaceRows y’
(RelList
(ListRel (TS _rows y')
@ (RelCombine
((revealRow cp y')~ ¢ Snd u)
(ListRel (TS_rows y'))
5 Graph (updateRow cp (TS_class y')))
5 Graph destVal))? THEN asm_rewrite_tac|]);
a(ante_tac(list_V_elim["c; T e Ty "y 7,"Snd w7 cleanTable_update Rows_lemma)
THEN asm_rewrite_tacl]);
(x xxx Goal "3.2.8.2.1.2.2.2.2" sxx x)
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH _ASM_T 4 (asm_tac o list_¥_elim["z'7," cleanTable ¢; 2"7)));
a(LEMMA_T"™3 z e (2', z) € Dir_tables y"
A cleanTable ¢; 2" = cleanTable c¢; z7asm_tac);

(%

SML
9
(x wxk Goal "3.2.8.2.1.2.2.2.2.1" skx x)
a(3-tac" 2" T"THEN asm_rewrite_tac|]);
(x %1% Goal "3.2.3.2.1.2.2.2.2.2" %xx x)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(I_tac" 2" TTHEN asm_rewrite_tacl]);
(% *xx Goal "3.2.3.2.2" sxx %)
a(DROP_NTH_ASM_T 3(strip-asm_tac o rewrite_rule
[@-single,get_spec” MkDirectory™,dir_ components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_-N_elim["z™" cleanDirectory c; z7));
a(LEMMA_T"3 2/
e (¢; dominates Dir_exist 2’ N (x, 2') € repState sz)
A cleanDirectory ¢; z = cleanDirectory c; z'asm_tac);
(% *xx Goal "3.2.3.2.2.1" xxx x)
a(3-tac" 2" THEN asm_rewrite_tac|]);
(x sk Goal "8.2.8.2.2.2" sxx %)
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);
a(I_tac”" 2’ "THEN asm_rewrite_tac|));
val conjunct2 = save_pop_thm" conjunct2",
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HOL output
conjunct? =
FYcyco s; 82 €
e hideR (cy, repState s;) = hideR (cy, repState sp) A ¢; dominates cp
= hideR (cy, Fst (updateStateR (cz, e, repState s;)))
= hideR (cy, Fst (updateStateR (c2, e, repState sz)))

4 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

| pop-pe();
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5 THE THEORY fef013

5.1 Parents
fefo12

5.2 Children

fef015

5.3 Theorems

cleanTable_insert Rows_lemma
|—V01 Co ty tg ds
e cleanTable c¢; t; = cleanTable c; to
A ¢y dominates co
= cleanTable
C1
(replace Rows
ty
(TS_rows t;
@ Map
(MkRow cg o colDefaults cg t1)
ds))
= cleanTable
c1
(replaceRows
te
(TS _rows ts
@ Map
(MkRow cg o colDefaults cg tg)
ds))

extract_"_single_lemma
FVYclz
o Ezxtract
(1 .. # (I @ [z])
\ Squash
(Id
(Dom
(ListRel (1 @ [z])
> {r
lc
dominates R_exist

1))
Image ns
N {i|R_ezist (Nth (I Q [z]) i) = c})
(I @ [z])
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— (if
# 1+ 1
€1 . #(lQ]z])
\ Squash
(1d
(Dom
(ListRel (1 Q [z])
> {r
|c
dominates R_exist

r})))
Image ns
N {i|R-exist (Nth (I @Q [z]) i) = ¢}
then
Extract
(1 ..#1
\ Squash
(1d
(Dom
(ListRel 1
> {r
lc
dominates R_exist

1))
Image ns
N {i|R_exist (Nth | i) = c})

Q [z]
else
FEaxtract
(1 ..#1
\ Squash
(Id
(Dom
(ListRel 1
> {r
lc
dominates R_exist

1))
Image ns
N {i|R_ezist (Nth | i) = c})
D
map_cleanRow_lemmal
VY l] lg C; Cg S
e ¢; dominates co
A Map
(cleanRow c; s)
(Iy | {r|c; dominates R_exist r})
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= Map
(cleanRow c¢; s)
(lg | {r|c: dominates R_exist r})
= Map
(cleanRow cg s)
(I; | {r|ce dominates R_exist r})
= Map
(cleanRow cg s)
(lg | {r|ce dominates R_exist 1})
map_cleanRow_lemma?2
VY l] lg C; Cg S
e ¢; dominates co
A Map
(cleanRow cj s)
(Iy | {r|c; dominates R_exist r})
= Map
(cleanRow ¢y s)
(lz | {r|c: dominates R_exist r})
= # (ListRel l; > {r|ce dominates R_exist r})
= # (ListRel ly > {r|cs dominates R_exist r})
cleanTable_deleteRows_lemma
FVecscoty ta ns
e cleanTable c¢; t; = cleanTable c¢; to
A ¢y dominates co
A cg dominates TS_class t;
= cleanTable
1
(replaceRows
s
(Ezxtract
(1 .. # (T'S-rows t;)
\ revealRow cz t; Image ns
N {i
|R_exist (Nth (T'S-rows t;) i)
= cz})
(TS_rows t1)))
= cleanTable
C1
(replaceRows
127
(Ezxtract
(1 .. # (T'S_-rows tg)
\ revealRow cz tz Image ns
N {i
|R_exist (Nth (T'S-rows tg) i)
= cg})
(TS_rows tz)))
replaceData_updateField_lemma
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"VC] Co d1 dgt’u,
e ¢; dominates co
A replaceData c¢; d; = replaceData c; dg
A isVal (updateField cy (TS _class t) (u, dp))
A isVal (updateField co (TS_class t) (u, dg))
= replaceData
C1
(destVal
(updateField co (TS_class t) (u, d1)))
= replaceData
Ci
(destVal
(updateField cy (TS_class t) (u, dg)))
cleanRow_updateRow_lemmal
FVYcrcoryratu
e ¢; dominates co
A Dom u
C {n
EXc
e ¢ € visibleCols co t N CS_posn ¢ = n}
A cleanRow c¢; (Snd (cleanColCons ¢y t)) ry
= cleanRow c; (Snd (cleanColCons c; t)) 7
A isVal (updateRow cp (TS-class t) (u, ry1))
A isVal (updateRow cp (TS-class t) (u, r2))
= cleanRow
C1
(Snd (cleanColCons c; t))
(destVal
(updateRow ca (TS_class t) (u, 71)))
= cleanRow
C1
(Snd (cleanColCons c; t))
(destVal
(updateRow cg (TS_class t) (u, T2)))
inUpdates_lemma
EFYil;loxy z2 c us up
e R_exist x; = R_exist xo
N # (ListRel 1; > {r|c dominates R_exist r})
= # (ListRel 1y > {r|c dominates R_exist r})

= ((#
(Squash
(1d
(Dom
(ListRel (1; Q [z4])
> {r
lc
dominates R_exist
1)), up)
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€ us
& (#
(Squash
(1d
(Dom
(ListRel (I Q [z2])
> {r
|c

dominates R_exist
1)), up)
€ us)
cleanTable_updateRows_lemma
|—V01 Co tq tg us
e us € Functional
A Dom (U (Ran us))
C {n
ERC
o ¢ € Snd (cleanColCons cz tz)
A CS_posn ¢ = n}
A ((RelCombine
(revealRow cp t; ™~ § us)
(ListRel (TS _rows t;))
o Graph (updateRow cg (TS_class t2)))
> {z|isError z})
s Graph destError
={}
A ((RelCombine
(revealRow cg to ~ 4 us)
(ListRel (TS _rows tz))
s Graph (updateRow cg (TS_class t2)))
> {z|isError z})
s Graph destError
={}
A cleanTable ¢; t; = cleanTable c; to
A ¢y dominates co
A cg dominates TS_class t;
= cleanTable
C1
(replaceRows
s
(RelList
(ListRel (TS_rows typ)
@ (RelCombine
(revealRow cp t; ™~ § us)
(ListRel (TS_rows t1))
s Graph
(updateRow
o
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(TS_class t1)))
o Graph destVal)))
= cleanTable
C1
(replace Rows
te
(RelList
(ListRel (TS _rows tz)
@ (RelCombine
(revealRow cp to ™~ § us)
(ListRel (TS_rows tz))
s Graph
(updateRow
c2
(TS_class t2)))
Graph destVal)))

©o

tabExists_lemmal
FVecrcois
e ¢; dominates co N tabExists co © s
= tabFExists ¢; 1 s
tabExists_cleanTable_lemmal
FVecs; ss
e hideR (c, repState s;) = hideR (c, repState sg)
= (V1
o tabEwists ¢ i (repState s;p)
= cleanTable c (getTable i (repState s1))
= cleanTable ¢ (getTable i (repState sz)))
colDefaults_lemma
FVecty ts
e ¢ dominates TS_class t;
A ¢ dominates TS_class to
A cleanTable ¢ t; = cleanTable c to
= colDefaults ¢ t; = colDefaults c ta
conjunct2 FYcrco sy 806
e hideR (cy, repState sy)
= hideR (cy, repState sg)
A ¢y dominates co

= hideR

(Cla

Fst

(updateStateR
(ca2, e, repState sy1)))

= hideR
(CI ’

Fst

(updateStateR
(ca2, e, repState s2)))
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