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1 GENERAL

1.1 Scope

This document, together with [4] and [5], provides a formal proof that the components hide and
updateState satisfy their critical requirements, as specified in the proof strategy [3]. It constitutes
part of deliverable D6 of work package 1lc, as given in section 7 of the Secure Database Technical
Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemmal, the requirement on the critical components hide and updateState,
described in the proof strategy document [3].

Lemmal

7+ hide € secureHide N (hide,updateState) € secureUpdate

In this document, we give a proof that the first conjunct of secureUpdate holds for hideR and
updateStateR:

‘ 7+ Vcycose o

‘ — hideR (cg, repState s)

‘ = hideR (cgz, Fst (updateStateR (ci, e, repState s)))
‘ = cp dominates c;

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef012.

SML

open_theory "fef011";

(force_delete_theory "fef012" handle - => ());
new_theory" fef012";

push_pc "hol";

add_rw_thms [repState_absState_def] "wrk049a";
set_merge_pcs["hol","wrk049"," wrk049a"," pairl"] ;

3 CONSISTENCY PROOFS

We satisfy the consistency proof obligations for constants defined in [2] that are needed in the proofs
that follow.
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SML

push_consistency_goal™ destltem™;

a(3-tac™ (OutL,OutL o OutR,OutR o OutR)™);
a(rewrite_tac[get_spec™ ItemUpdate™));

save_consistency_thm" destItem(pop_thm());

val destItem_def = get_spec™ destltem™;

HOL output
destltem_def =
FVicd
e destltem (ItemUpdate i) = i
A destClass (ClassUpdate ¢) = ¢
A destData (DataUpdate d) = d

3.1 Retrieving the Remaining Constant Definition

SML

‘val deleteQuery_def = conv_rule(MAP_C let_conv)(get_spec” deleteQuery™);

HOL output
deleteQuery_def =
FV clear i ns e s ts
e deleteQuery (clear, (i, ns), s, ts)
= changeSpec
i
(replace Rows
ts
(Ezxtract
(1 .. # (TS-rows ts)
\ revealRow clear ts Image ns
N {i|R-exist (Nth (TS_rows ts) i) = clear})
(TS_rows ts))) s

4 AUXILIARY THEOREMS

First we simplify some of the constant defining theorems.
SML

‘Ual destVal_def = all_V_intro(nth 2 (strip_A_rule (all_V_elim giveVal_def)));
‘val destError_def = all_V_intro(nth 3 (strip-A_rule (all_-V_elim giveVal_def)));
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HOL output

destVal_def =t V ve destVal (giveVal v) = v
destError_def =+ YV ee destError (giveError e) = e

SML

val —giveVal_eq-giveError_thm = save_thm("—giveVal_eq-giveError_thm",
prove_rule|give Val_def]™V v ee —(giveVal v = giveError e)7);

val —giveError_eq_giveVal_thm = save_thm("—giveError_eq_giveVal_thm",
prove_rule|give Val_def]™V e ve —(giveError e = giveVal v)7);

HOL output

—giveVal_eq_giveError_thm =+ V v ee = giweVal v = giveError e

—giveError_eq_giveVal_thm = VY e ve — giveError e = giveVal v

Now some results which will be used in the main proofs.
SML

push_goal([],"V 1 (last:Row) s (u : N <> (N <> Update)) o
RelCombine((Squash(Id (Dom(ListRel 1 > s))))™~ § u)
(ListRel (I ™ [last]))
= RelCombine((Squash(Id (Dom(ListRel 1 > s))))~ 5 u)
(ListRel 1)7);
a(rewrite_tac[rel_combine_def ,rel_ext_clauses,list_rel_def
dot_dot_def ,length_"_one_thm));
a(REPEAT strip_tac);
(¢ sk Goal "1" k% %)
a(3-tac" 2T THEN asm_rewrite_tac|]);
(% sk Goal "2" sk %)
a(DROP_NTH_ASM_T 5(strip_asm_tac o rewrite_rule|enumerate_def ,inv_rel_def ,dom_def
id_def ,squash_def]));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac]]);
(% sk Goal "3" sk x)
a(DROP_NTH_ASM_T 5(strip_asm_tac o rewrite_rule|enumerate_def inv_rel_def ,dom_def
id_def ,squash_def]));
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim["17," 2/ " last \nth_"_thm1)));
a(POP_ASM_T ante_tac THEN asm_rewrite_tac[]] THEN =_tac);
(x sk Goal "4" sx% *)
a(3-tac" 2T THEN asm_rewrite_tac|]);
(% *xx Goal "5" skx *)
a(fe_tac[<_plus_one_thm));

(x sk Goal "6" xxx *)

a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["I7,T 2" last "|nth_"_thm1)));

a(asm_rewrite_tac[]);

val rel_combine_one_lemma = save_pop_thm"rel_combine_one_lemma";
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HOL output
rel_combine_one_lemma =
FY I last s u
e RelCombine
((Squash (Id (Dom (ListRel | > s))))™~
(ListRel (I ™ [last]))
= RelCombine
((Squash (Id (Dom (ListRel 1 > s))))~ 4 u)
(ListRel 1)

©o
S
~—
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SML
push_goal([],7V [ last ¢ t use ((RelCombine
((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c dominates R_exist r}))))™
5 us)
(ListRel (I ™ [last]))
o Graph (updateRow ¢ (TS-class t)))
> {z|isError z})
o Graph destError
= {} = ((RelCombine
((Squash
(Id
(Dom
(ListRel 1 > {r|c dominates R_exist r}))))~
5 us)
(ListRel 1)
s Graph (updateRow ¢ (TS_class t)))
> {z|isError z})
s Graph destError
= {7
a(REPEAT V_tac);
a(cases_tac™ ¢ dominates R_exist last "THEN asm_rewrite_tac
[squash_""_thm]);
(% sk Goal "1" sk %)
a(rewrite_tac[U_null_thm) THEN strip_tac);
a(DROP_NTH_ASM_T 3 (fn - => id_tac) THEN POP_ASM_T(fn - => id_tac));
set_labelled _goal" 2",
(x sk Goal "1 & 2" sk %)
a(POP_ASM _T(fn - => id_tac) THEN strip_tac);
a(POP_ASM_T (strip_asm_tac o rewrite_rule[rel_combine_one_lemmal));

val rel_combine_null_lemma = save_pop_thm"rel_combine_null_lemma";
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HOL output
rel_combine_null_lemma =
VY 1 last ¢t us
o ((RelCombine
((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c dominates R_exist r}))))™
5 us)
(ListRel (I ™ [last]))
5 Graph (updateRow ¢ (TS_class t)))
> {z|isError z})
s Graph destError
={}
= ((RelCombine
((Squash
(Id (Dom (ListRel | > {r|c dominates R_exist r}))))~
5 us)
(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))
> {z|isError z})
s Graph destError

={}

SML

push_goal([],”V I s (u : N < (N < Update)) c te
Dom((RelCombine((Squash(Id(Dom
(ListRel | > {r|c dominates R_exist 7}))))™ § u)
(ListRel 1)
s Graph (updateRow ¢ (T'S_class t))) 3 Graph destVal)
C Dom(ListRel 1)™);
a(REPEAT V_tac);
a(rewrite_tac[enumerate_def ;inv_rel_def ,dom_def ,id_def ,squash_def
rel_combine_def list_rel_def ,dot_dot_def ,sets_ext_clauses));
a(rename_tacl]); (x to eliminate duplicate variable names x)
a(REPEAT strip_tac);
a(prove_3_tac THEN asm_rewrite_tacl]);

val dom_rel_combine_null_C_lemma = save_pop_thm"dom_rel_combine_null_C_lemma";
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HOL output
dom_rel_combine_null_C_lemma =
FVilisuct
e Dom
((RelCombine
((Squash
(Id (Dom (ListRel | > {r|c dominates R_exist 1}))))™~
5 u)
(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))
s Graph destVal)
C Dom (ListRel 1)

SML

‘val destVal_fun_thm = save_thm("destVal_fun_thm",

‘ tac_proof (([],” Graph (destVal: Row + Errors — Row) € Functional™),

‘ rewrite_tac[functional_def|[ THEN REPEAT strip_tac THEN asm_rewrite_tac]]));

SML

val updateRow_fun_thm = save_thm("updateRow_fun_thm",
tac_proof (([],”V ¢ t e Graph (updateRow ¢ (TS-class t)) € Functional™),
rewrite_tac(functional_def|[THEN REPEAT strip_tac THEN asm_rewrite_tac]]));

SML
push_goal([],”V I s (u : N <> (N <> Update)) c te
u € Functional
=
(RelCombine((Squash(Id(Dom
(ListRel | > {r|c dominates R_exist 7}))))™ § u)
(ListRel 1)
5 Graph (updateRow ¢ (TS-class t))) 3 Graph destVal € Functional™);
a(REPEAT strip_tac);
a(lemma_tac™ RelCombine ((Squash (Id (Dom
(ListRel | > {r|c dominates R_ezist r}))))~ g u)
(ListRel 1) € Functional™);
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SML
(¢ skk Goal "1" sx% *)
a(lemma_tac™ (Squash(Id(Dom
(ListRel | > {r|c dominates R_exist 1}))))~ € Functional™);
(x skk Goal "1.1" skx %)
a(rewrite_tac[squash_id_thm,enumerate_thm,inv_rel_def,
functional_def] THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 4 (rewrite_thm_tac o eq_sym_rule)
THEN POP_ASM_T (rewrite_-thm_tac o eq-sym-_rule));
(x skk Goal "1.2" skx x)
a(be_tac[rel_combine_fun_thm| THEN bc_taclg-fun_thm1]
THEN asm_rewrite_tac[list_rel_fun_thm));

SML

‘(* sokk Goal "2" skkx k)

‘a(bc-tac[g-fun_thm] THEN be_tac[y-fun_thm] THEN

‘ asm_rewrite_tac|dest Val_ fun_thm, updateRow_fun_thm]);

‘val conjunctl_fun_lemma = save_pop_thm" conjunct! _fun_lemma";

HOL output
conjunctl _fun_lemma =
FVYilisuct
o u € Functional
= (RelCombine
((Squash
(Id (Dom (ListRel | > {r|c dominates R_exist r}))))~
5 u)
(ListRel 1)
s Graph (updateRow ¢ (TS-class t)))
s Graph destVal
€ Functional
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SML
push_goal([],"V [ last ¢ (u : N <> (N <> Update)) t o
u € Functional
=
RelList (ListRel (I ™ [last])
@ (RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1}))))~
5 u)
(ListRel 1)
5 Graph (updateRow ¢ (TS_class t))) 5 Graph destVal)
= RelList (ListRel | & (RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1}))))~
5 u)

(ListRel 1)
5 Graph (updateRow ¢ (T'S_class t))) 3 Graph destVal)

SML

a(REPEAT strip_tac);

a(be_taclrel _list_®_azl]);

(% sk Goal "1" sk k)

a(be_tac[congunct] _fun_lemma] THEN asm_rewrite_tac]]);
(x sk Goal "2" sxx )
a(rewrite_tac[dom_rel_combine_null_C_lemmal);

val conjunctl_lemmal = save_pop_thm" conjunctl _lemmal™";

™ [last]);
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HOL output
conjunctl _lemmal =F VY [ last ¢ u t
o u € Functional
= RelList
(ListRel (I ™ [last])
@ (RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist r}))))~
5 u)
(ListRel 1)
5 Graph (updateRow ¢ (TS-class t)))
s Graph destVal)
= RelList
(ListRel 1
@ (RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1}))))~
§ u)
(ListRel 1)
5 Graph (updateRow ¢ (TS-class t)))
s Graph destVal)

™ [last]
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SML

push_goal([],"V ¢ last | u us t o
(us € Functional

A ¢ dominates R_exist last
A (#(Squash (Id (Dom(ListRel (I ™ [last])

RelList
(ListRel (I ™ [last])
@ (RelCombine
((Squash
(Id
(Dom
(ListRel (I ™ [last])

5 us)
(ListRel (I ™ [last]))
5 Graph (updateRow ¢ (TS_class t)))
5 Graph destVal) = RelList

(ListRel 1
@ (RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r
5 us)

(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))

> {r|c dominates R_exist r})))),u) € us)

> {r|c dominates R_exist r}))))™

|c dominates R_exist 1}))))™

5 Graph destVal) ™ [destVal(updateRow ¢ (TS-class t)(u,last))]™);
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SML
a(REPEAT strip_tac);
a(LEMMA_T" (RelCombine

((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r
|c
dominates R_exist
1))~
5 us)

(ListRel (I ™ [last]))
s Graph (updateRow ¢ (TS_class t)))
s Graph destVal

((RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r
lc
dominates R_exist 1}))))™
5 us)
(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))
s Graph destVal) U
{(#! + 1,destVal(updateRow ¢ (TS_class t)(u,last)))}”
rewrite_thm_tac);
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SML

(¢ skk Goal "1" sx% *)

a(asm_rewrite_tac[squash_"_thm,inv_rel_singleton_thm,rel_combine_one_lemmal);
a(LEMMA_T" ((RelCombine
{1+ 1,
#
(Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1}))))
+ 1)}
5 us)
(ListRel (I ™ [last]))
o Graph (updateRow ¢ (TS-class t)))
5 Graph destVal) =
{@# 1+ 1,
destVal
(updateRow ¢ (T'S-class t) (u, last)))} 'rewrite_thm_tac);
a(rewrite_tac[rel_combine_def ,rel_ext_clauses));
a(REPEAT strip_tac);

SML

(% #xx Goal "1.1" sxx %)

a(strip_asm_tac(list_V_elim[" 17" last7,"{r|c dominates R_exist r}7|size_squash_plusl_thm));

a(DROP_NTH_ASM_T 8 ante_-tac THEN POP_ASM_T rewrite_thm_tac);

a(DROP_NTH_ASM_T 5 (rewrite_thm_tac o eq_sym_rule) THEN =_tac);

a(lemma_tac™u = Fst 2'7);

(% sk Goal "1.1.1" s%x x)

a(DROP_NTH_ASM_T 8 (asm_tac o rewrite_rule[functional_def]));

a(POP_ASM_T (strip-asm_tac o list_NV_elim["z"7\"u7 " Fst 2'7]));

(¢ #xx Goal "1.1.2" sxx x)

a(lemma_tac” last = Snd 2'7);

(% *xx Goal "1.1.2.1" s%x )

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|list_rel_"_singleton_thm]
THEN REPEAT strip_tac THEN_TRY asm_rewrite_tacl));

a(swap_nth_asm_concl_tac 1);

a(rewrite_tac[list_rel_def ,dot_dot_def]);

(% sk Goal "1.1.2.2" sk )

a(asm_rewrite_tacl]);
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SML

(¢ skk Goal "1.2" skx x)
a(3-tac" (updateRow ¢ (TS_class t)(u, last))? THEN asm_rewrite_tacl]);
a(3-tac" (u,last)” THEN rewrite_tac|list_rel_""_singleton_thm,U_def]);

(

a(prove_3_tac);

a(strip_asm_tac(list_V_elim[" 17" last7,"{r|c dominates R_exist r}7|size_squash_plusl_thm));
(

a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule) THEN asm_rewrite_tacl]);

SML

(% sk Goal "2" sk k)

a(bc_taclrel_list_®_az2]);

(¢ skk Goal "2.1" skx x)

a(be_tac[conjunct] _fun_lemma] THEN asm_rewrite_tac|]);
(% wxk Goal "2.2" sxx x)

a(rewrite_tac[dom_rel_combine_null_C_lemmal);

val conjunctl_lemma2 = save_pop_thm" conjunctl _lemma2";
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HOL output

conjunctl _lemma?2 =

FVeclast | u us t
e us € Functional

A ¢ dominates R_exist last

A (#
(Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c dominates R_exist r})))), u)
€ us
= RellList

(ListRel (I ™ [last])
@ (RelCombine
((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c dominates R_exist r}))))~
§ us)
(ListRel (I ™ [last]))
s Graph (updateRow ¢ (TS_class t)))
s Graph destVal)

= RelList
(ListRel 1

@ (RelCombine
((Squash

(Id

(Dom
(ListRel 1
> {r|c dominates R_exist 1}))))™

5 us)

(ListRel 1)
s Graph (updateRow ¢ (TS_class t)))
o Graph destVal)

™ [destVal (updateRow ¢ (TS_class t) (u, last))]
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5 PROOF OF SECURITY OF CRITICAL COMPONENTS

The main proof of this section is built up from a series of lemmas.

5.1 Insert Lemmas

SML
push_goal([],”V ¢; co t ds e

- co dominates c;

= cleanTable cy t = cleanTable cp (replaceRows t

((TS_rows t) © (Map((MkRow c;) o (colDefaults c; t))ds)))™);

a(REPEAT strip_tac);
a(rewrite_tac[cleanTable_def ,;replaceRows_def ,get_spec™ MkTableSpec™));
a(cases_tac™ cy dominates TS_class t"THEN

asm_rewrite_tac[tab_components,get_spec” MkTableSpec™,cleanColCons_def]);
a(rewrite_tac[cleanRows_def ,revealRow _def]);
a(lemma_tac "(Map (MkRow c; o colDefaults c; t) ds)[ {r|ce dominates R_exist r} = [|7);
(* skk Goal "1" sxx *)
a(REV _LIST_INDUCTION _T"dsasm_tac);
(% *xx Goal "1.1" sxx %)
a(rewrite_tac[map_def,[_def]);
(¢ skk Goal "1.2" skx x)
a(rewrite_tac[|-thm,get_spec” MkRow™));
a(V_tac THEN asm_rewrite_tac|));
(x *xx Goal "2" sk% )

a(asm_rewrite_tac|));

val insertRows_lemma = save_pop_thm"insertRows_lemma";

HOL output
insertRows_lemma =
FVecrcotds
e — ¢y dominates c;
= cleanTable cy t
= cleanTable
2
(replaceRows
t

(TS_rows t ™ Map (MkRow c¢; o colDefaults c; t) ds))
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SML
push_goal([],"V ¢1 co2 s i ds
e (- ¢y dominates c; A tabExists c¢; (tabFromEffect (InsertEffect (i,ds))) (repState s))
= hideR (cg, repState s)
= hideR(cz, Fst(insertQuery
(c1, destinsert(InsertEffect (i,ds)), repState s,getTable
(tabFromEffect (InsertEffect (i,ds))) (repState s))))7);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN rewrite_tac|destInsert_def ,tabFromEffect_def,
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" s isState_lemma)));

a(strip-asm_tac(list_V_elim["repState s, Front i","y|at_thm1));

SML

a(LIST_-DROP_NTH_ASM_T|},5,6](MAP_EVERY ante_tac)
THEN TOP_ASM_T rewrite_thm_tac);
a(REPEAT =_tac THEN DROP_NTH_ASM_T 6 ante_-tac THEN
rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™,N_def ,x _def
get_spec” Universerel_ext_clauses,get_spec™ $P| THEN strip_tac);
a(asm_fc_tacl]);
a(POP_ASM_T ante_tac THEN rewrite_tac[->_def ,N_-def| THEN REPEAT =_tac);
a(strip_asm_tac(list_V_elim[" Dir_tables y " Last i,"y'"|at_thm1));
a(asm_rewrite_tac[]);
a(REPEAT V_tac);
a(rewrite_taclinsertQuery_def));

SML

a(cases_tac™— Elems(Map(MkRow ¢y o colDefaults c¢; y') ds)
C RowSTTHEN asm_rewrite_tac|));

a(asm_rewrite_tac[changeSpec_def ,hideR_def ,rel_ext_clauses]);

a(REPEAT strip_tac);
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Lemma 1 Issue: Rewvision : 2.5

Proof of Security (Ilc) Date: 5 June 2016

SML
(¢ skk Goal "1" sx% *)
a(rewrite_tac|®-_single]);
a(CASES_T"xz = Front iasm_tac);
(x skk Goal "1.1" skx %)
a(3-tac” MkDirectory
(Dir_tables y
@ {(Last 1,

replaceRows
/

Y
(TS_rows y'
™ Map
(MkRow c¢; o colDefaults c; y')
a5)})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™));
a(lemma_tac™y = z7);
(% sk Goal "1.1.1" s%x x)
a(DROP_NTH_ASM_T 15 ante_tac THEN TOP_ASM_T (rewrite_thm_tac o eq_sym_rule)
THEN strip_tac);
a(DROP_NTH_ASM_T 15(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_¥_elim["z7 Ty ","27]));

Page 21 of 64



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/012
Lemma 1 Issue: Rewvision : 2.5
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SML

(% #xx Goal "1.1.2" xxx x)

a(asm_rewrite_tac[cleanDirectory_def));

a(cases_tac™ coy dominates Dir_class z "THEN asm_rewrite_tac
[get_spec” MkDirectory ™, dir - components));

a(rewrite_tac|rel _ext_clauses,®_single));

a(REPEAT V_tac);

a(cases_tac”™z' = Last i "THEN asm_rewrite_tac|]);

a(<_T strip-asm_tac);

(% #xx Goal "1.1.2.1" s*x )

a(lemma_tac™y' = 2'7);

(% sk Goal "1.1.2.1.1" sk )

a(DROP_NTH_ASM_T 15 ante_tac THEN DROP_NTH_ASM_T 12 ante_tac
THEN asm_rewrite_tac[] THEN REPEAT =_tac);

a(DROP_NTH_ASM_T 2(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM_T (strip_asm_tac o list_V_elim[" Last i,"y'7,"2'7]));

(% *xx Goal "1.1.2.1.2" sxx %)

a(prove_3_tac);

a(asm_rewrite_tac|));

a(be_taclinsertRows_lemma] THEN asm_rewrite_tacl]);

(% *xx Goal "1.1.2.2" skx )

a(3-tac"y'? THEN asm_rewrite_tac|));

a(DROP_NTH_ASM_T 5(asm_rewrite_thm_tac o eq_sym_rule));

a(conv_tac eq_sym_conv);

(

a(be_taclinsertRows_lemma] THEN asm_rewrite_tacl]);
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Proof of Security (Ilc) Date: 5 June 2016

SML

(¢ skk Goal "1.2" skx x)

a(3-tac" 2T THEN asm_rewrite_tac|]);

(% sk Goal "2" sk x)

a(CASES_T"z = Front i asm_tac);

(¢ skk Goal "2.1" skx x)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|®-single,get_spec” MkDirectory™,
dir_components| THEN strip_tac);

a(I-tac"yTHEN asm_rewrite_tac|]);

a(GET_NTH_ASM_T 2 (rewrite_thm_tac o eq_sym_rule));

a(GET_NTH_ASM_T 6 rewrite_thm_tac);

a(rewrite_tac[cleanDirectory_def ,rel_ext_clauses]);

a(cases_tac™ ¢z dominates Dir_class y'THEN asm_rewrite_tac
[get_spec” MkDirectory ™, dir - components));

a(rewrite_tac[rel_ext_clauses,®_single]);

a(REPEAT V_tac);

a(cases_tac™z' = Last i "THEN asm_rewrite_tacl]);

a(<_T strip_asm_tac);

(x wrk Goal "2.1.1" sxx x)

a(I_tac"y'"THEN asm_rewrite_tac|]);

(
a(conv_tac eq_sym_conv);
(

a(be_taclinsertRows_lemma] THEN asm_rewrite_tac|]);

SML

(% *xx Goal "2.1.2" xxx x)

a prove_3d_tac;

a(lemma_tac™ 2" = y'7);

(% sk Goal "2.1.2.1" sk )

a(DROP_NTH_ASM_T 13 (asm_tac o rewrite_rule[functional_def)]));

a(POP_ASM_T (strip-asm_tac o list_¥_elim[" Last i7," 27,7 y']));

(% *xx Goal "2.1.2.2" skx x)

a(asm_rewrite_tacl]);

a(bc_taclinsertRows_lemma] THEN asm_rewrite_tac|]);

(x skk Goal "2.2" skx x)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|®-single,get_spec™ MkDirectory™,
dir_components| THEN strip_tac);

a(3-tac" 2" THEN asm_rewrite_tac|]);

val insertQuery_lemma = save_pop_thm"insertQuery_lemma";
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HOL output
msertQuery_lemma =
FYcrcosids
e — ¢y dominates cy
A tabEzists ¢; (tabFromEffect (InsertEffect (i, ds))) (repState s)
= hideR (cg2, repState s)
= hideR
(c2,
insertQuery
(c1, destInsert (InsertEffect (i, ds)), repState s,
getTable
(tabFromEffect (InsertEffect (i, ds)))
(repState s)))

5.2 Delete Lemmas

SML
push_goal([],”V ¢1 c2 st ns e
- co dominates c;
= cleanTable cs t = cleanTable cy (replaceRows t
(Extract (1 .. #(TS_rows t) \
((revealRow c¢; t) Image ns N {i|R_exist(Nth(TS_rows t)i) = c1}))
(TS_rows t)))7);
a(REPEAT strip_tac);
a(rewrite_tac[cleanTable_def ,replace Rows_def ,get_spec” MkTableSpec™));
a(cases_tac™ cy dominates TS_class t"THEN
asm_rewrite_tac[tab_components,get_spec” MkTableSpec™,cleanColCons_def));

a(rewrite_tac[cleanRows_def ,reveal Row _ def));
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Lemma 1 Issue: Rewvision : 2.5

Proof of Security (Ilc) Date: 5 June 2016

SML

a(LEMMA_T"TS _rows t | {r|ce dominates R_exist r} =

Eaxtract

(1 ..4# (TS-rows t)
\ Squash
(Id

(Dom
(ListRel (TS_rows t)
> {r|c; dominates R_ezist r})))
Image ns
N {i|R-exist (Nth (TS_rows t) i) = c1})

(TS _rows t)

I {r|ce dominates R_exist r} 'rewrite_thm_tac);
a(lemma_tac™3 | o TS rows t = ["THEN_LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac]);
a(REV _LIST_INDUCTION _T"["asm_tac);

SML
(% #xx Goal "1" skx *)
a(rewrite_tac[extract_def ,rel_list_null_thm));
(x skk Goal "2" k% )
a(V_tac THEN cases_tac" ca dominates R_exist last’ THEN
cases_tac" ¢; dominates R_exist last™
THEN asm_rewrite_tac[extract-"_single_az,squash_"_thm,length_"_one_thm,
dot_dot_def image_U_thm,J_N_thm]);
(% #xx Goal "2.1" sxx %)
Q(LEMMA_T™# 1+ 1 € {i|1 <ini<#1+ 1}
\ (Squash
(Id(Dom(ListRel 1
> {r|c; dominates R_exist 1})))
Image ns
N {i|R-exist (Nth (I ™ [last]) i) = ¢4}
U {(#(Squash(Id(Dom(ListRel 1
> {r |c; dominates R_exist r}))))
+ 1, #1+ 1)}
Image ns
N {i|R-ezist (Nth (I 7 [last]) i) = c1})" rewrite_thm_tac);
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Proof of Security (Ilc) Date: 5 June 2016

SML
(¢ *xx Goal "2.1.1" *xx %)
a(REPEAT strip_tac THEN POP_ASM _T(asm_tac o rewrite_rule[nth_length_one_thm))
THEN DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac]));
(% *xx Goal "2.1.2" xxx x)
a(rewrite_tac|eztract_def]);
G(LEMMA_T™{i|l1 < i Ai<# 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth 1l i) = c;}
< ListRel | =
(i1 <ini<#1+1}
\ (Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = ¢4}
U {(#(Squash(Id(Dom(ListRel |
> {r|c; dominates R_exist 1}))))
+ 1, #1+ 1)}
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1})
< ListRel [Masm_rewrite_thm_tac);
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Lemma 1 Issue: Rewvision : 2.5

Proof of Security (Ilc) Date: 5 June 2016

SML

a(rewrite_tac[set_dif _U_thm,rel_ext_clauses,<_def ,i>_def list_rel_def ,image_def
dot_dot_def ,<_plus1 _thm));

a(REPEAT strip_tac THEN_TRY asm_rewrite_tac]]);

(% xxx Goal "2.1.2.1" s%x x)

a(spec_nth_asm_tac 4 "z'7);

(x xxk Goal "2.1.2.2" skx )

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.1.2.3" s*x x)

a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["I7," 2" last |nth_"_thm1)));
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|));

(% xxx Goal "2.1.2.4" s*x x)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac[nth_length_one_thm));
a(=_tac THEN DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac]]);

(% *xx Goal "2.1.2.5" sxx x)

a(spec_nth_asm_tac 6 "z'7);

(% *xx Goal "2.1.2.6" s*x x)

a(spec_nth_asm_tac 6 "z'7);

(% *xx Goal "2.1.2.7" sxx x)

a(spec_nth_asm_tac 6 "z'7);

(% *xx Goal "2.1.2.8" skx x)

a(spec_nth_asm_tac 6 "z'7);

(% *xx Goal "2.1.2.9" sxx x)

a(DROP_NTH_ASM_T 4 ante_-tac THEN asm_rewrite_tac]|);
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Lemma 1 Issue: Rewvision : 2.5

Proof of Security (Ilc) Date: 5 June 2016

SML

(% #xx Goal "2.1.2.10" sxx x)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.1.2.11" skk %)

a(DROP_NTH_ASM_T 5 ante_-tac THEN asm_rewrite_tac]|);
(% *xx Goal "2.1.2.13" sxx x)

a(DROP_NTH_ASM_T 7 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.1.2.14" skx *)

a(DROP_NTH_ASM_T 7 ante_-tac THEN asm_rewrite_tacl]);
(% *xx Goal "2.1.2.15" sxx )

a(spec_nth_asm_tac 5 "z'7);

(% wkk Goal "2.1.2.16" sk )

a(spec_nth_asm_tac 5 "z'7);

(% *xx Goal "2.1.2.17" skx )

a(DROP_NTH_ASM_T 7 ante_tac THEN asm_rewrite_tac]]);
(% sk Goal "2.1.2.18" sk )

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tacl]);
(% *xx Goal "2.1.2.19" sxx x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["17," 2" last |nth_"_thm1)));
a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac]|);
(% #xx Goal "2.1.2.20" sxx x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim[" 17, 2" last |nth_"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]|);

Page 28 of 64



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/012
Lemma 1 Issue: Rewvision : 2.5
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SML
(x skk Goal "2.2" skx x)
a(LEMMA_TT# | + 1
efilt <ini<#I1l+1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c;} 'rewrite_thm_tac);
(% *xx Goal "2.2.1" *xx x)
a(rewrite_tac[image_def ,squash_def ,enumerate_def ,list_rel_def
id_def ,dot_dot_def ,length_"_one_thm));
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.2.2" xxx x)
a(asm_rewrite_tac|extract_def));
a(LEMMA_T™{i|1 < i Ai < # 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth 1 i) = c;1}
< ListRel 1={i|1 <iNi<# 1+ 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1}
< ListRel [Mrewrite_thm_tac);
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SML
a(rewrite_tac[list_rel_def ,dot_dot_def ,set_dif _def ,rel_ext_clauses));
a(REPEAT strip_tac);
(% *xx Goal "2.2.2.1" s%x x)
a(asm_rewrite_tac[<_plusl _thm]);
(% xxx Goal "2.2.2.2" skx x)
a(asm_rewrite_tac[<_plus _thm]);
(% *xx Goal "2.2.2.3" skx x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["17," 27" last \nth-"_thm1)));
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.2.2.4" **x x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim["I7," 2" last "|nth_"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|));
(% *xx Goal "2.8" sxx %)
a(rewrite_tac[image_single_thm,set_dif _U_thm));
a(cases_tac™# (Squash(Id(Dom(ListRel | > {r|c; dominates R_exist r}))))

+ 1

€ ns'THEN asm_rewrite_tacl]);

SML
(% *xx Goal "2.3.1" xxx %)
a(CASES_T™# 1 + 1
e {ilt <ini<#Il+ 1}
\ Squash (Id (Dom (ListRel | t> {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I ™ [last]) i) = c1})
NHil1 <ini<#1+ 1}
\{# I + 1} N {i|R-exist (Nth (I ™ [last]) i) = c1})”
asm_tac THEN TOP_ASM_T asm_rewrite_thm_tac);

(* 2.8.1.1 and 2.3.1.2 the same except for unnecessary assumption 1 x)
( skk Goal "2.3.1.1" skx x)
a(POP_ASM_T (fn - => id_tac));
set_labelled_goal"2.3.1.2";
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SML
(% *xx Goal "2.8.1.2" skx x)
a(POP_ASM_T (fn - => id_tac));
a(rewrite_tac|extract_def]);
a(LEMMA_TT{i|1 < i N i < # 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R_exist (Nth | i) = ¢}
< ListRel | =
{il1 <ini<#I1+ 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_ezist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1})
N{ilz <ini<#1+ 1}
\{# | + 1} N {i|R-exist (Nth (I ™ [last]) i) = c1})
< ListRel [Mrewrite_thm_tac);

SML

a(rewrite_tac|rel _ext_clauses,<1_def ,;>_def ,list_rel_def ;image_def ,dot_dot _def ,<_plus1 _thm]);
a(REPEAT strip_tac);

(% #xx Goal "2.8.1.2.1" sxx %)

a(spec_nth_asm_tac 4 "z'7);

(% #xx Goal "2.8.1.2.2" sxx %)

a conir_tac;

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|));

(% xxx Goal "2.8.1.2.3" xxx %)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim[" 17"z,  last "|nth_"_thm1)));
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|));

(% #xx Goal "2.8.1.2.4" xxx %)

a contr_tac;

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|));

(% #xx Goal "2.8.1.2.5" sxx %)

a(spec_nth_asm_tac 6 "z'7);

(% #xx Goal "2.8.1.2.6" xxx x)

a(spec_nth_asm_tac 6 "z'7);
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SML

(% #xx Goal "2.8.1.2.7" sxxx x)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.8.1.2.9" sxx x)

a(spec_nth_asm_tac 6 "z'7);

(% #xx Goal "2.8.1.2.10" xxx x)

a(spec_nth_asm_tac 5 "z'7);

(% *xx Goal "2.8.1.2.11" sxx x)

a(spec_nth_asm_tac 5 "z'7);

(% #xx Goal "2.8.1.2.12" sxx x)

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac]]);

(% wkk Goal "2.3.1.2.13" sk )
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim["17," 27" last \nth-"_thm1)));
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.8.1.2.14" sxx x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim[" 17"z,  last "|nth_"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac|));

SML
(% *xx Goal "2.8.2" xxx x)
a(CASES_TT# | + 1
e({il1 <ini<#Il+ 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_ezist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1})
N{ill <ini<#1+ 1}
asm_tac THEN TOP_ASM_T asm_rewrite_thm_tac);
(x 2.8.2.1 and 2.3.2.2 the same except for unnecessary assumption 1 x)
(% *xx Goal "2.8.2.1" s*x x)
a(POP_ASM_T (fn - => id_tac));
set_labelled_goal"2.3.2.2";
(% *xx Goal "2.8.2.2" skx x)
a(POP_ASM_T (fn - => id_tac));
a(rewrite_tac|extract_def]);
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SML
a(LEMMA_T™{i|1 < i N i < # 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth 1 i) = c;}
< ListRel | =
{il1 <inNi<#I1+ 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_ezist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1})
NI <iAi<#1+ 1}
< ListRel [Mrewrite_thm_tac);
a(rewrite_tac[rel_ext_clauses,<1_def ,i>_def list_rel_def ,image_def ,dot_dot_def ,<_plus1 _thm]);
a(REPEAT strip_tac);

SML

( skk Goal "2.3.2.2.1" sx% )

a(spec_nth_asm_tac 4 "z'7);

(% *xx Goal "2.8.2.2.2" sxx %)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_V_elim["17," 2" last "|nth_"_thm1)));
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac]|);

(x sk Goal "2.3.2.2.8" sxx )

a(spec_nth_asm_tac 5 "z'7);

(% sk Goal "2.3.2.2.5" skx )

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(x skk Goal "2.3.2.2.7" sxx )

a(spec_nth_asm_tac 5 "z'7);

(x sk Goal "2.3.2.2.8" skx )

a(spec_nth_asm_tac 4 "z'7);

(% *xxx Goal "2.8.2.2.9" xxx x)

a(DROP_NTH_ASM_T 6 ante_-tac THEN asm_rewrite_tac]|);

(% #xx Goal "2.8.2.2.10" xxx x)

a(strip-asm_tac(rewrite_rule[dot_dot_def](list_V_elim[" 17,72,  last "|nth-"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]]);
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SML
(¢ sxx Goal "2.4" sxx x)
a(CASES_T™# | + 1
efilt <ini<#I1l+1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R_exist (Nth (I ™ [last]) i) = c1}"

asm_tac THEN TOP_ASM_T asm_rewrite_thm_tac);
(* 2.4.1 and 2.4.2 the same except for unnecessary assumption 1 )
(% sk Goal "2.4.1" *xx x)
a(POP_ASM_T (fn - => id_tac));
set_labelled_goal" 2.4 .2";
(x skk Goal "2.4.2" sxx *)
a(POP_ASM_T (fn - => id_tac));

a(rewrite_tac|extract_def]);

SML
G(LEMMA_T™{i|l1 < i Ai < # [}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth 1 i) = ¢4}
< ListRel | =
{i]t <iNi<#I+ 1}
\ Squash (Id (Dom (ListRel | > {r|c; dominates R_exist r})))
Image ns
N {i|R-exist (Nth (I ™ [last]) i) = c1}
< ListRel [Mrewrite_thm_tac);
a(rewrite_tac[rel_ext_clauses,<1_def ,i>_def list_rel_def ,image_def ,dot_dot_def ,<_plus1 _thm]);
a(REPEAT strip_tac);
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SML

(% *xx Goal "2.4.2.1" skx x)

a(spec_nth_asm_tac 4 "z'7);

(% *xx Goal "2.4.2.2" skx x)
a(strip_asm_tac(rewrite_rule[dot_dot_def](list_¥_elim[" 17" 27,  last \nth-"_thm1)));
a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.4.2.3" **x x)

a(spec_nth_asm_tac 5 "z'7);

(¢ sxx Goal "2.4.2.4" s*x *)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac|));

(% *xx Goal "2.4.2.5" sxx x)

a(spec_nth_asm_tac 4 "z'7);

(¢ sxx Goal "2.4.2.6" s%x x)
a(strip-asm_tac(rewrite_rule[dot_dot_def](list_V_elim["17," 2" last "|nth-"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac]|);

val deleteRows_lemma = save_pop_thm" deleteRows_lemma";

HOL output
deleteRows_lemma =
FVecycostns
e — ¢y dominates cy
= cleanTable cy t
= cleanTable
o
(replaceRows
t
(Eztract
(1 ..4# (TS-rows t)
\ revealRow c; t Image ns
N {i|R-exist (Nth (TS_rows t) i) = c;})
(TS_rows t)))
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SML
push_goal([],"V ¢1 c2 s i ns
e (- ¢y dominates c; A tabExists c¢; (tabFromEffect (DeleteEffect (i,ns))) (repState s))
= hideR (cg, repState s)
= hideR(cz, deleteQuery
(c1, destDelete(DeleteEffect (i,ns)), repState s,getTable
(tabFromEffect (DeleteEffect (i,ns))) (repState s)))7);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN rewrite_tac|destInsert_def ,tabFromEffect_def,
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" s isState_lemma)));
a(strip-asm_tac(list_V_elim["repState s, Front i","y|at_thm1));
a(LIST_-DROP_NTH_ASM_T4,5,6](MAP_EVERY ante_tac)
THEN TOP_ASM_T rewrite_thm_tac);
a(REPEAT =_tac THEN DROP_NTH_ASM_T 6 ante_tac THEN
rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™~,N_def ,x _def,
get_spec” Universe ,rel_ext_clauses,get_spec”$P| THEN strip_tac);
a(asm_fe_tacl));
a(POP_ASM _T ante_tac THEN rewrite_tac[-+_def ,N_def| THEN REPEAT =_tac);
(strip_asm_tac(list_V_elim[" Dir_tables y7," Last i","y'Vat_thm1));
(asm_rewrite_tacl]);
(REPEAT V_tac);
(
(
(

)

a
a
a(rewrite_tac[deleteQuery_def));
a(asm_rewrite_tac|changeSpec_def ,hideR_def ,rel_ext_clauses]);
a(REPEAT strip_tac);
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SML

(¢ skk Goal "1" sx% *)

a(rewrite_tac|®-_single]);

a(CASES_T"xz = Front iasm_tac);

(x skk Goal "1.1" skx %)

a(3-tac” MkDirectory(Dir_tables y
@ {(Last 1,

replace Rows
/

Y
(Ezxtract

(1 .. 4# (TS-rows y')
\ revealRow c; y' Image ns
N {i
|R_exist (Nth (TS_rows y') i) = c1})
(T5_rows y)))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™);

a(lemma_tac™y = z7);
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Date: 5 June 2016

SML

(¢ #xx Goal "1.1.1" *xx %)

a(DROP_NTH_ASM_T 14 ante_tac THEN TOP_ASM_T (rewrite_thm_tac o eq-sym_rule)

THEN strip_tac);

a(DROP_NTH_ASM_T 14(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM_T (strip_asm_tac o list_V_elim["z7,Ty " 27]));

(% sk Goal "1.1.2" sxx x)

a(asm_rewrite_tac|cleanDirectory_def));

a(cases_tac™ ¢y dominates Dir_class z "THEN asm_rewrite_tac
[get_spec” MkDirectory ™, dir - components));

a(rewrite_tac[rel_ext_clauses,®_single]);

a(REPEAT V_tac);

a(cases_tac™z' = Last i "THEN asm_rewrite_tacl]);

a(<_T strip_asm_tac);

(¢ sxx Goal "1.1.2.1" s%x% )

a(lemma_tac™y' = 2'7);

(% *xx Goal "1.1.2.1.1" sxx %)

a(DROP_NTH_ASM_T 14 ante_tac THEN DROP_NTH_ASM_T 11 ante_tac
THEN asm_rewrite_tac[] THEN REPEAT =_tac);

a(DROP_NTH_ASM_T 2(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM _T (strip_asm_tac o list_¥_elim[" Last i","y' 7,7 2'7]));

(% *xx Goal "1.1.2.1.2" sxx x)

a(prove_3_tac);

a(asm_rewrite_tacl]);

a(be_tac[deleteRows_lemma] THEN asm_rewrite_tac]]);

(% *xx Goal "1.1.2.2" skx )

a(3-tac"y'? THEN asm_rewrite_tac|));

a(DROP_NTH_ASM_T 5(asm_rewrite_thm_tac o eq_sym_rule));

a(conv_tac eq_sym_conv);

a(be_tac[deleteRows_lemma] THEN asm_rewrite_tac]]);

(¢ skk Goal "1.2" skx x)

a(3-tac" 2" THEN asm_rewrite_tac|]);
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Issue: Rewvision : 2.5
Date: 5 June 2016

SML

(¢ skk Goal "2" sxx *)

a(CASES_T"z = Front i asm_tac);

(x sk Goal "2.1" sk %)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac
[©-single,get_spec” MkDirectory™,dir_ components) THEN strip_tac);

a(3-tac"y " THEN asm_rewrite_tac|));

a(GET_NTH_ASM_T 2 (rewrite_thm_tac o eq_sym_rule));

a(GET_NTH_ASM_T 6 rewrite_thm_tac);

a(rewrite_tac[cleanDirectory_def ,rel_ext_clauses]);

a(cases_tac™ cy dominates Dir_class y " THEN asm_rewrite_tac
[get_spec” MkDirectory™, dir_components]);

a(rewrite_tac[rel - ext_clauses,®_single));

a(REPEAT V_tac);

a(cases_tac™z' = Last i "THEN asm_rewrite_tac|]);

a(<_T strip_asm_tac);

(% *xx Goal "2.1.1" *xx %)

a(3-tac"y' "THEN asm_rewrite_tacl]);

a(conv_tac eq_sym_conv);

a(be_tac[deleteRows_lemma] THEN asm_rewrite_tac]]);

SML

(¢ #xx Goal "2.1.2" sxx x)

a prove_d_tac;

a(lemma-tac™ 2" = y'7);

(% *xx Goal "2.1.2.1" skx x)

a(DROP_NTH_ASM_T 12 (asm_tac o rewrite_rule[functional-def]));

a(POP_ASM_T (strip_asm_tac o list_V_elim[" Last i," 27,7 y'7]));

(% *xx Goal "2.1.2.2" s%x )

a(asm_rewrite_tac|));

a(be_tac[deleteRows_lemma] THEN asm_rewrite_tac]]);

(% sk Goal "2.2" sxx x)

a(DROP_NTH_ASM_T 3 ante_tac THEN asm_rewrite_tac
[©-single,get_spec” MkDirectory™,dir- components) THEN strip_tac);

a(3-tac" 2T THEN asm_rewrite_tac|]);

val deleteQuery_lemma = save_pop_thm" deleteQuery_lemma";

Page 39 of 64



Ref: DS/FMU/FEF /012
Issue: Rewvision : 2.5
Date: 5 June 2016
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Lemma 1 Proof of Security (Ilc)

HOL output
deleteQuery_lemma =
FYcscosimns
e — ¢y dominates cy
A tabEzists ¢; (tabFromEffect (DeleteEffect (i, ns))) (repState s)
= hideR (cg2, repState s)
= hideR
(c2,
deleteQuery
(c1, destDelete (DeleteEffect (i, ns)), repState s,
getTable
(tabFromEffect (DeleteEffect (i, ns)))
(repState s)))

5.3 Update Lemmas

SML
push_goal([],"V ¢; co d tc u
e c¢; dominates tc N\ co dominates tc
= (= cg dominates c; A isVal(updateField c; tc (u, d))
= replaceData cy d = replaceData cg (destVal(updateField c; tc (u, d))))7);
a(REPEAT strip_tac);
a(lemma_tac™— c; = tc7);
(¢ skk Goal "1" sx% *)
a conir_tac;
a(DROP_NTH_ASM_T 4 ante_tac THEN (POP_ASM_T (rewrite_thm_tac o eq_sym_rule))
THEN asm_rewrite_tacl]);
(¢ skk Goal "2" sxx *)
a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac[updateField_def]);
a(cases_tac Tisltem v THEN asm_rewrite_tac|[destVal_def]
THEN POP_ASM _T(strip_asm_tac o rewrite_rule[get_spec”isItem™])
THEN asm_rewrite_tac[—isVal_giveError_thm));
a(cases_tac™ Dat_class d dominates c;
THEN asm_rewrite_tac[destVal_def ,get_spec” MkData,—isVal_ giveError_thm]);
a(=_tac THEN rewrite_tac[replaceData_def]);
a(lemma_tac™— cy dominates Dat_class d7);
(¢ skk Goal "2.1" skx x)
a conir_tac;
a(fe_tac[dominates_trans] THEN asm_fc_tac]));
(x skk Goal "2.2" skx x)

a(asm_rewrite_tac[get_spec” MkData™]);

val replaceData_updateField_lemma = save_pop_thm"replaceData_updateField_lemma";
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Lemma 1

HOL output
replaceData_updateField_lemma =
FVec;codtecu
e ¢; dominates tc N\ cs dominates tc
= = cp dominates c¢; A isVal (updateField c; tc (u, d))
= replaceData cp d
= replaceData cy (destVal (updateField c; te (u, d)))

SML
push_goal([],V ¢; co r t u
o ¢; dominates TS_class t N\ co dominates TS_class t
= (= cg dominates c; A isVal(updateRow c; (TS_class t) (u, r))
= cleanRow cp (Snd (cleanColCons cg t)) r
= cleanRow cz (Snd (cleanColCons cg t))

(destVal(updateRow ¢y (TS-class t) (u, r))))7);
a(REPEAT strip_tac);

(
a(POP_ASM_T (strip_asm_tac o rewrite_rule[isVal_def]));
a(asm_rewrite_tac|destVal_def]);
a(POP_ASM_T ante_tac THEN rewrite_tac|updateRow_def));
a(cases_tac™— u € Functional® THEN
cases_tac” ((RelCombine u (R_data T)

s Graph (updateField c¢; (TS-class t)))
> {z|isError z}) 5 Graph destError = {}7
THEN asm_rewrite_tac[—giveError_eq_give Val_thm,give Val_eq_thm));
a(rewrite_tac[cleanRow_def ,®_thm,get_spec” MkRow™,row_components,rel _ext_clauses,
filterRow_def ,rel_combine_def]);

a(strip_tac THEN asm_rewrite_tac]| THEN REPFEAT V_tac THEN <_T strip_asm_tac);
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SML
(¢ skk Goal "1" sx% *)
(x Case split on there being an update for z x)
a(cases_tac™3 up o (x,up) € u™);
(x skk Goal "1.1" skx %)
a(DROP_NTH_ASM_T 6(asm_tac o list_V_elim
[F27,"dest Val(updateField c; (TS-class t)(up,z))7)));
a(LEMMA_-T™= 3y 2
o (37
e ((z, Fst 2') € u A (z, Snd 2') € R_data )
A z = updateField c¢; (TS_class t) 2')
Ay = destVal z)
A (z, destVal (updateField c¢; (TS-class t) (up,z))) € R-data r
v (32
° (El z//
o ((z, Fst 2") € u A (z, Snd 2") € R_data r)
A 2" = updateField c¢; (TS_class t) 2")
A destVal (updateField c¢; (TS-class t) (up,z)) = destVal 2') asm_tac);

SML

(% *xx Goal "1.1.1" *xx %)

a(REPEAT strip_tac);

(¢ sxx Goal "1.1.1.1" s%x %)

a(3-tac" (updateField c¢; (TS_class t) (up, z))"THEN asm_rewrite_tac|]);

a(3-tac" (up, z)"THEN asm_rewrite_tacl));

(% *xx Goal "1.1.1.2" s%x )

a(3-tac" (updateField c¢; (TS-class t) (up, z))"THEN asm_rewrite_tac[]);

a(3-tac™ (up, z)"THEN asm_rewrite_tacl]);

(% *xx Goal "1.1.2" xxx x)

a(DROP_NTH_ASM_T 2 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =-_tac);

a(3-tac" destVal (updateField c¢; (TS-class t) (up, z))"THEN asm_rewrite_tac]]);

a(DROP_NTH_ASM_T 8(strip_asm_tac o
rewrite_rule[rel_ext_clauses,rel_combine_def]));

a(list_spec_nth_asm_tac 1 ["z7,"destError(updateField c; (TS-class t) (up, z))7));

a(spec_nth_asm_tac 1 "(updateField c; (TS-class t) (up, z))7);
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SML

(% #xx Goal "1.1.2.1" s%x% )

a(strip-asm_tac(V_elim"™ (updateField c; (TS-class t) (up, z)) val_or_error_type));
a(strip_asm_tac(list_¥_elim["c; T co T2 T TS _class t7," up | replaceData_updateField_lemma));
a(asm_rewrite_tac[]);

a(3-tac" "THEN asm_rewrite_tacl]);

(% sk Goal "1.1.2.2" sk )

a(POP_ASM_T (strip_asm_tac o rewrite_rule[] o ¥Y_elim™ (up,z)™));

(x xxx Goal "1.2" *xx x)

a(DROP_NTH_ASM_T 6(ante_tac o list_V_elim["x7,"27|) THEN REPEAT strip_tac);
(¢ #xx Goal "1.2.1" #%x %)

a(spec_nth_asm_tac 7 "Fst 2"'7);

(% *xx Goal "1.2.2" xxx x)

a(spec_nth_asm_tac 7 "Fst 2"'7);

(¢ #xx Goal "1.2.3" sxx x)

a(spec_nth_asm_tac 10 "Fst z"7);

(% swkk Goal "1.2.4" s%x x)

a(3-tac" 2" THEN asm_rewrite_tacl]);

a(3-tac" c"THEN asm_rewrite_tac|]);

(% sk Goal "1.2.5" sxx x)

a(3_tac" 2 "THEN asm_rewrite_tacl]);

a(3-tac" ¢ "THEN asm_rewrite_tacl]);
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SML

(¢ skk Goal "2" sxx *)

a(DROP_NTH_ASM_T 5(ante_tac o list_V_elim[" 27,7 27)) THEN asm_rewrite_tac]]
THEN strip_tac);

(x skk Goal "2.1" skx x)

a(3-tac" 2 "THEN asm_rewrite_tacl]);

a(3-tac" c"THEN asm_rewrite_tac|]);

(% wxk Goal "2.2" sxx x)

a(3-tac" Snd 2" TTHEN asm_rewrite_tacl]);

a(DROP_NTH_ASM_T 10(strip-asm_tac o
rewrite_rule|[rel_ext_clauses,rel_combine_def]));

a(list_spec_nth_asm_tac 1 ["z7." destError(updateField c¢; (TS_class t) 2")7);

a(spec_nth_asm_tac 1 "(updateField c; (TS-class t) 2")7);

(% #xx Goal "2.2.1" *xx x)

a(strip_asm_tac(V_elim™ (updateField c¢; (TS_class t) 2") wal_or_error_type));

a(POP_ASM_T ante_tac THEN LEMMA_T™2" = (Fst 2",Snd 2")
pure_once_asm_rewrite_thm_tac THEN _LIST [rewrite_tac|],=_T asm_tac]);

a(strip-asm_tac(list_V_elim["c; " co,"Snd 2"\ TS_class 7" Fst 2"
replaceData_updateField _lemma));

a(asm_rewrite_tacl]);

a(3_tac" ¢ "THEN asm_rewrite_tacl]);

(% *xx Goal "2.2.2" xxx x)

a(spec_nth_asm_tac 1 "2"7);

val cleanRow_updateRow_lemma = save_pop_thm" cleanRow _updateRow_lemma";

cleanRow_updateRow_lemma =
FVYecrceortu
e c; dominates TS_class t N\ co dominates TS_class t
= - cg dominates c¢; A isVal (updateRow c; (TS_class t) (u, T))
= cleanRow cg (Snd (cleanColCons cg t)) r
= cleanRow
C2
(Snd (cleanColCons cz t))
(destVal (updateRow c; (TS_class t) (u, r)))
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SML
push_goal([],7V ¢1 co st us e
us € Functional
A = cg dominates ¢; N ¢; dominates TS_class t
A ((RelCombine ((revealRow cy t)~ g us)(ListRel (TS_rows t))
5 Graph(updateRow c¢; (TS_class t))) ©> {z|isError z})
s Graph destError = {}
= cleanTable cy t = cleanTable cp (replaceRows
t
(RelList
(ListRel (TS_rows t)
@ (RelCombine
((revealRow cy t)~ 9 us)
(ListRel (TS_rows t))
o Graph (updateRow c¢; (TS_class t)))
o Graph destVal)
N
a(REPEAT strip_tac);
a(rewrite_tac[cleanTable_def ,replace Rows_def ,get_spec” MkTableSpec™));
a(cases_tac™ cy dominates TS_class t7THEN
asm_rewrite_tac[tab_components,get_spec” MkTableSpec™,cleanColCons_def]);
a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac|cleanRows_def ,reveal Row_def]);

SML
a(lemma-tac™3 | o TS _rows t = ["THEN_LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac));
a(REV _LIST_INDUCTION _T"asm_tac);
(x sk Goal "1" sk %)
a(rewrite_tac[map_def ,®_null_thm,rel_list_null_thm));
(¢ skk Goal "2" sxx *)
a(V_tac THEN =_tac);
a(fe_tac[rel-combine_null_lemmal));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac]] THEN strip_tac);
a(cases_tac™ cg dominates R_exist last?’ THEN
cases_tac” ¢; dominates R_exist last™
THEN asm_rewrite_tac[] THEN DROP_NTH_ASM_T 8 (fn - => id_tac));
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SML

(¢ skk Goal "2.1" skx x)
a(cases_tac™3 up o (#(Squash (Id (Dom (ListRel (I ™ [last])
> {r|c; dominates R_exist r})))),up) € us’);
(¢ #xx Goal "2.1.1" #%x %)
a(strip_asm_tac(list_V_elim["c; 7" last ™" 17T up T us™,"t 7 conjunct _lemma?2)
THEN POP_ASM_T rewrite_thm_tac);
a(lemma_tac™isVal(updateRow c; (TS-class t) (up, last))?);
(¢ sxx Goal "2.1.1.1" s%x )
a(strip_asm_tac(V_elim™ (updateRow c; (TS_class t) (up, last)) val_or_error_type));
a(DROP_NTH_ASM_T 7 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# | + 17" destError(updateRow c; (TS-class t) (up, last))T]);
a(spec_nth_asm_tac 1 "(updateRow c; (TS_class t) (up, last))™);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o V_elim "(up, last)™));
(% #xx Goal "2.1.1.1.1" %xx %)
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (I ™ [last])
> {r|c; dominates R_exist r}))))7);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac[inv_rel_def]);
a(strip_asm_tac(list_¥_elim[" 17" last 7" {r|c; dominates R_exist r}7|size_"_one_thm));
(% #xx Goal "2.1.1.1.2" %xx %)
a(POP_ASM _T(strip-asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thm)));

SML
(% sk Goal "2.1.1.2" sk )
a(LEMMA_T" ¢y dominates R_exist
(destVal (updateRow c; (TS-class t) (up, last))) rewrite_thm_tac);
(% #xx Goal "2.1.1.2.1" sxx %)
a(POP_ASM_T ante_tac THEN rewrite_tac|updateRow_def]);
a(cases_tac™— up € Functional "THEN
cases_tac™ ((RelCombine up (R-data last)
5 Graph (updateField c¢; (TS_class t)))
> {z|isError z})
¢ Graph destError
={}"
THEN asm_rewrite_tac[—isVal-giveError_thm,dest Val_def ,get_spec” MkRow ™,
row_components] THEN REPEAT strip_tac);
(% sk Goal "2.1.1.2.2" sk )

a(strip_asm_tac(list_¥_elim["c; T co N last "t 7T up ]

(rewrite_rule[cleanColCons_def|cleanRow_update Row_lemma)));
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DRA FRONT END FILTER PROJECT

Lemma 1 Proof of Security (Ilc)

SML
(x #xx Goal "2.1.2" xxx x)
a(LEMMA_T" RelCombine
((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c; dominates R_exist r}))))™
5 us)
(ListRel (I ™ [last]))
=RelCombine
((Squash
(Id
(Dom
(ListRel 1
> {r|c; dominates R_exist }))))~
5 us)
(ListRel 1) rewrite_thm_tac);

SML

(% *xx Goal "2.1.2.1" s*x )

a(asm_rewrite_tac[squash_"_thm]);
a(LEMMA_T™{(# (Squash (Id (Dom (ListRel I ©>

{r |¢; dominates R_exist r})))) + 1, # | + 1)}~

5 us = {} rewrite_thm_tac);

(% #xx Goal "2.1.2.1.1" sxx x)
a(rewrite_tac[rel_ext_clauses,inv_rel_def[THEN REPEAT strip_tac);
a(spec_nth_asm_tac 3 "y7);
a(DROP_NTH_ASM_T 4(fn - => id_tac));
a(strip_asm_tac(list_V_elim["17,"last "7 {r|c; dominates R_exist r}7|size_squash_plusl _thm));
a conir_tac;
a(DROP_NTH_ASM_T 5 ante_tac THEN DROP_NTH_ASM_T 3 ante_tac

THEN asm_rewrite_tacl]);
(% #xx Goal "2.1.2.1.2" xxx x)
a(rewrite_tac[rel_combine_one_lemmal);
(% *xx Goal "2.1.2.2" skx x)

a(strip-asm_tac(list_¥_elim[" 17" last 7" c; T us™,"t 7| conjunct! _lemmal));

a(asm_rewrite_tac[]);
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SML

(x skk Goal "2.2" skx x)

a(asm_rewrite_tac[rel_combine_one_lemma,squash_"_thm]);
a(strip-asm_tac(list_¥_elim[" 17" last 7,7 c; T us™,"t 7| conjunct! _lemmal));
a(asm_rewrite_tac|]);
(% *xx Goal "2.8" sxx %)
a(cases_tac™3 up o (#(Squash (Id (Dom (ListRel (I ™ [last])

> {r|c; dominates R_exist })))),up) € us™);
(% *xx Goal "2.3.1" *xx %)
a(strip_asm_tac(list_¥_elim["c; T last," 17, up ™" us "t 7| conjunct! _lemma?2)

THEN POP_ASM_T rewrite_thm_tac);

a(lemma_tacisVal(updateRow c; (TS-class t) (up, last))7);
(% *xx Goal "2.8.1.1" skx x)
a(strip_asm_tac(V_elim"™ (updateRow c; (TS_-class t) (up, last))val-or_error_type));
a(DROP_NTH_ASM_T 7 (strip-asm_tac o rewrite_rule[rel_ezt_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# | + 17,7 destError(updateRow c; (TS_class t) (up, last))™]);
a(spec_nth_asm_tac 1 "(updateRow c; (TS_class t) (up, last))™);
a(POP_ASM _T(strip-asm_tac o rewrite_rule[] o V_elim "(up, last)”));
(% #xx Goal "2.8.1.1.1" sxx %)
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (I ™ [last])

> {r|c; dominates R_exist r}))))7);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac[inv_rel_def]);
a(strip_asm_tac(list_¥_elim[" 17, last","{r|c; dominates R_exist r} |size-"_one_thm));
(% #xx Goal "2.8.1.1.2" sxx %)
a(POP_ASM _T(strip_-asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thml));

SML
(% *xx Goal "2.8.1.2" s*x x)
a(LEMMA_T" = cp dominates R_exist
(destVal (updateRow c; (T'S-class t) (up, last))) rewrite_thm_tac);
a(POP_ASM_T ante_tac THEN rewrite_tac|updateRow_def));
a(cases_tac™— up € Functional "THEN
cases_tac” ((RelCombine up (R-data last)
5 Graph (updateField c¢; (TS_class t)))
> {z|isError z})
s Graph destError
= {}"
THEN asm_rewrite_tac[—isVal_giveError_thm,destVal_def ,get_spec” MkRow™,
row_components] THEN REPEAT strip_tac);
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SML
(x #xx Goal "2.3.2" xxx x)
a(LEMMA_T" RelCombine ((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c; dominates R_exist r}))))™
5 us)
(ListRel (I ™ [last]))
=RelCombine ((Squash
(Id
(Dom
(ListRel 1

> {r|c; dominates R_exist r}))))~
3 us)

(ListRel 1) rewrite_thm_tac);

SML
(% *xx Goal "2.8.2.1" skx x)
a(asm_rewrite_tac[squash_"_thm]);
a(LEMMA_T"™{(# (Squash (Id (Dom (ListRel | >
{r |e; dominates R_exist r})))) + 1, # | + 1)}~

5 us = {}rewrite_thm_tac);
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SML

( skk Goal "2.3.2.1.1" %% )

a(rewrite_tac[rel_ext_clauses,inv_rel_def[THEN REPEAT strip_tac);

a(spec_nth_asm_tac 3 "y7);

a(DROP_NTH_ASM_T 4(fn - => id_tac));

a(strip_asm_tac(list_V_elim[" 17" last " {r|c; dominates R_exist r} |size_squash_plusl_thm));

a conir_tac;

a(DROP_NTH_ASM_T 5 ante_tac THEN DROP_NTH_ASM_T 3 ante_tac
THEN asm_rewrite_tacl]);

(x skk Goal "2.3.2.1.2" sxx )

a(rewrite_tac[rel_combine_one_lemmal);

(% wxk Goal "2.83.2.2" skx )

a(strip_asm_tac(list_¥_elim[" 17, last," c¢; " us™," t [ conjunctl _lemmal));

a(asm_rewrite_tac[]);

(¢ skk Goal "2.4" skx x)

a(asm_rewrite_tac[rel_combine_one_lemma,squash_"_thm]);

a(strip_asm_tac(list_V_elim[" 17, last "¢, 7T us "t conjunct] _lemmal));

a(asm_rewrite_tacl]);

val updateRows_lemma = save_pop_thm"updateRows_lemma";
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HOL output
updateRows_lemma =
FVec;costus
o us € Functional
A = cg dominates c;
A ¢; dominates TS _class t
A ((RelCombine ((revealRow cy t)~ 4 us) (ListRel (TS_rows t))
s Graph (updateRow c¢; (TS_class t)))
> {z|isError x})
s Graph destError
={}
= cleanTable co t
= cleanTable
c2
(replaceRows
t
(RelList
(ListRel (TS_rows t)
@ (RelCombine
((revealRow ¢y 1)~ § us)
(ListRel (TS _rows t))
s Graph (updateRow c¢; (TS_class t)))
o Graph destVal)))

SML
push_goal([],"V ¢1 c2 s i us
e (- ca dominates ¢
A tabEzists ¢y (tabFromEffect (UpdateEffect (i,us))) (repState s)
A ¢y dominates (TS_class ((getTable(tabFromEffect (UpdateEffect (i,us))))(repState s))))
= hideR (cg2, repState s)
= hideR(cg, Fst(updateQuery
(c1, destUpdate(UpdateEffect (i,us)), repState s,getTable
(tabFromEffect (UpdateEffect (i,us))) (repState s))))™);
a(REPEAT strip_tac);
a(POP_ASM_T ante_-tac THEN POP_ASM_T ante_tac THEN rewrite_tac
[destInsert_def ,tabFromEffect_def
getTable_def ,rewrite_rule[dom_def|tabEzists_def));
a(REPEAT strip_tac);
a(strip_asm_tac (pure_rewrite_rule[get_spec”isState™, get_spec” StateS™,+_def ,N_def]
(V_elim" sisState_lemma)));

a(strip_asm_tac(list_¥_elim["repState s, Front i,"y|at_thm1));

Page 51 of 64



DRA FRONT END FILTER PROJECT e/ DS/FMU/FEF/012
Lemma 1 Issue: Rewvision : 2.5

Proof of Security (Ilc) Date: 5 June 2016

SML

a(LIST_DROP_NTH_ASM_T|4,5,6,7)(MAP_EVERY ante_tac)
THEN TOP_ASM_T rewrite_thm_tac);
a(REPEAT =_tac THEN DROP_NTH_ASM_T 7 ante_tac THEN
rewrite_tac[«>_def ,get_spec” IdeL™,get_spec” DirectoryS™,N_def ,x _def,
get_spec” Universe rel_ext_clauses,get_spec™$P| THEN strip_tac);
a(asm_fe_tacl));
a(POP_ASM _T ante_tac THEN rewrite_tac|-+_def ,N_def| THEN REPEAT = _tac);
a(strip_asm_tac(list_V_elim[™ Dir_tables y7," Last i,"y'"at_thm1));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac[| THEN =_tac);
a(REPEAT V_tac);
a(rewrite_tac[updateQuery_def]);
a(conv_tac(MAP_C let_conv));
a(cases_tac"us € Functional™ THEN
cases_tac” Dom (|J (Ran us)) C {n|3 ce ¢ € wvisibleCols c; y' N CS_posn ¢ = n}’
THEN asm_rewrite_tac|]);
a(cases_tac™ ((RelCombine ((revealRow c¢; y')™ 4 us)(ListRel (TS _rows y'))
o Graph(updateRow ¢y (TS_class y'))) > {z|isError z})
o Graph destError = {}7 THEN asm_rewrite_tac|]);
a(asm_rewrite_tac[changeSpec_def ,hideR_def ,rel_ext_clauses]);
a(REPEAT strip_tac);

SML

(% sk Goal "1" sk k)

a(rewrite_tac|®-singlel);

a(CASES_T"z = Front i'asm_tac);

(% sk Goal "1.1" sxx x)

a(3_tac” MkDirectory(Dir_tables y
@ {(Last 1,

replace Rows
/!

Y
(RelList

(ListRel (TS_rows y')
@ (RelCombine
((revealRow ¢y y')™ g us)
(ListRel (TS_rows "))
s Graph
(updateRow cy (TS-class y')))
5 Graph destVal)))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac|get_spec” MkDirectory™);

a(lemma_tac™y = z7);
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SML

(¢ #xx Goal "1.1.1" *xx %)

a(DROP_NTH_ASM_T 18 ante_tac THEN TOP_ASM_T (rewrite_thm_tac o eq-sym_rule)

THEN strip_tac);
a(DROP_NTH_ASM_T 18(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_V_elim["z7,Ty " 27]));
(% sk Goal "1.1.2" sxx x)
a(asm_rewrite_tac|cleanDirectory_def));
a(cases_tac™ ¢y dominates Dir_class z "THEN asm_rewrite_tac
[get_spec” MkDirectory ™, dir - components));
a(rewrite_tac[rel_ext_clauses,®_single]);
a(REPEAT V_tac);
a(cases_tac™z' = Last i "THEN asm_rewrite_tacl]);
a(<_T strip_asm_tac);

SML

(% *xx Goal "1.1.2.1" s%x )

a(lemma_tac™y" = 2'7);

(% sk Goal "1.1.2.1.1" sk )

a(DROP_NTH_ASM_T 18 ante_tac THEN DROP_NTH_ASM_T 15 ante_tac
THEN asm_rewrite_tac[] THEN REPEAT =_tac);

a(DROP_NTH_ASM_T 2(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM_T (strip-asm_tac o list_V_elim|" Last i7" y'7,"2'7]));

(% sk Goal "1.1.2.1.2" sk )

a(prove_3_tac);

a(DROP_NTH_ASM_T 14 ante_tac THEN DROP_NTH_ASM_T 11 ante_tac
THEN asm_rewrite_tac]] THEN REPEAT =_tac);

a(be_tac[updateRows_lemma] THEN asm_rewrite_tac|]);

(% *xx Goal "1.1.2.2" skx )

a(3-tac"y'? THEN asm_rewrite_tac|));

a(DROP_NTH_ASM_T 5(asm_rewrite_thm_tac o eq_sym_rule));

a(conv_tac eq_sym_conv);

a(bc_taclupdateRows_lemma] THEN _TRY asm_rewrite_tac|));

( skk Goal "1.2" skx x)

a(3-tac" 2T THEN asm_rewrite_tac|]);
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SML

(¢ skk Goal "2" sxx *)

a(CASES_T"z = Front i asm_tac);

(x sk Goal "2.1" sk %)

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|®_single,get_spec™ MkDirectory™,
dir_components| THEN strip_tac);

a(3-tac"y " THEN asm_rewrite_tac|));

a(GET_NTH_ASM_T 2 (rewrite_thm_tac o eq_sym_rule));

a(GET_NTH_ASM_T 6 rewrite_thm_tac);

a(rewrite_tac[cleanDirectory_def ,rel_ext_clauses]);

a(cases_tac™ cy dominates Dir_class y " THEN asm_rewrite_tac
[get_spec” MkDirectory™, dir_components]);

a(rewrite_tac[rel - ext_clauses,®_single));

a(REPEAT V_tac);

a(cases_tac™z' = Last i "THEN asm_rewrite_tac|]);

(

a(<_T strip_asm_tac);

SML

(% sk Goal "2.1.1" sxx x)

a(I_tac"y'"THEN asm_rewrite_tac|]);

a(conv_tac eq_sym_conv);

a(be_tac[updateRows_lemma] THEN asm_rewrite_tac|]);

(¢ #xx Goal "2.1.2" sxx x)

a prove_d_tac;

a(lemma-tac™ 2" = y'7);

(% *xx Goal "2.1.2.1" skx x)

a(DROP_NTH_ASM_T 16 (asm_tac o rewrite_rule[functional_def]));

a(POP_ASM_T (strip_asm_tac o list_V_elim[" Last i," 27,7 y'7]));

(% *xx Goal "2.1.2.2" s%x )

a(asm_rewrite_tac|));

a(be_tac[updateRows_lemma] THEN asm_rewrite_tacl]);

(% sk Goal "2.2" sxx x)

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac|®_single,get_spec™ MkDirectory™,
dir_components| THEN strip_tac);

a(3-tac" 2T THEN asm_rewrite_tac|]);

val updateQuery_lemma = save_pop_thm" updateQuery_lemma";
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HOL output
updateQuery_lemma =
FVec;cosius
e — ¢y dominates cy
A tabEzists ¢; (tabFromEffect (UpdateEffect (i, us))) (repState s)
N ¢y
dominates TS _class
(getTable (tabFromEffect (UpdateEffect (i, us))) (repState s))
= hideR (cg, repState s)

= hideR
(027
Fst
(updateQuery
(c1, destUpdate (UpdateEffect (i, us)), repState s,
getTable

(tabFromEffect (UpdateEffect (i, us)))
(repState s))))

5.4 Proof of Conjunct 1

SML
push_goal([],7V ¢; ¢z s e
e — hideR (cz, repState s) = hideR (cg, Fst (updateStateR (cy, e, repState s)))
= cp dominates c;);
a(REPEAT strip_tac);
a(swap_nth_asm_concl_tac 1);
a(LEMMA_T e = (Fst e,Snd e)” pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],rewrite_tac[updateStateR_def]]);
a(strip-asm_tac(V_elim "Fst e query_type) THEN asm_rewrite_tac|]
THEN cases_tac™= Snd e = [|7 THEN asm_rewrite_tac]]
THEN cases_tac"tabExists c¢; (tabFromEffect (Fst e)) (repState s)7
THEN asm_rewrite_tac|]
THEN cases_tac™— c¢; dominates TS_class(getTable (tabFromEffect (Fst €))
(repState s))™
THEN asm_rewrite_tac|]);
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SML

(* sk 3 subgoals — state unchanged for Select sxx x)

(% sk Goal "1" sk %)

(% Insert xx)

a(POP_ASM_T (fn - => id_tac) THEN POP_ASM_T ante_tac);

a(DROP_NTH_ASM_T 5 (strip-asm_tac o rewrite_rule[isInsert_def]));

a(TOP_ASM_T rewrite_thm_tac);

a(LEMMA_T"i = (Fst i,Snd )" pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],=-T asm_tac]);

a(bc_taclinsertQuery_lemma| THEN asm_rewrite_tacl]);

(¢ #xx Goal "2" skx *)

(%% Delete x)

a(POP_ASM_T (fn - => id_tac) THEN POP_ASM_T ante_tac);

a(DROP_NTH_ASM_T 5 (strip-asm_tac o rewrite_rule[isDelete_def]));

a(TOP_ASM_T rewrite_thm_tac);

a(LEMMA_T"d = (Fst d,Snd d)™ pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],=_T asm_tac]);

a(bc_tacldeleteQuery_lemma| THEN asm_rewrite_tacl|]);

SML

(x sk Goal "8" k% *)

(xx Update x)

a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac);

a(DROP_NTH_ASM_T 5 (strip_asm_tac o rewrite_rule[isUpdate_def)));

a(TOP_ASM_T rewrite_thm_tac);

a(LEMMA_-T"u = (Fst u,Snd )™ pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[], REPEAT = _tac]);

a(be_tac[updateQuery_lemma]l THEN asm_rewrite_tac|));

val conjunctl = save_pop_thm" conjunct1";

HOL output
conjunctl =
FYcrceose
e — hideR (cg, repState s)
= hideR (cg, Fst (updateStateR (cy, e, repState s)))
= co dominates ¢y

6 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

| pop-pe();
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7 THE THEORY fef012

7.1 Parents

fef011

7.2 Children

fef013

7.3 Theorems

destItem_consistent
destClass_consistent
destData_consistent
F Consistent
(A (destItem’, destClass’, destData’)
eVicd
o destltem’ (ItemUpdate i) = i
A destClass’ (ClassUpdate ¢) = ¢
A destData’ (DataUpdate d) = d)
—giveVal_eq_giveError_thm
FY v ee - giveVal v = giveError e
—giveError_eq_giveVal_thm
FVY e ve = giveError e = giveVal v
rel_combine_one_lemma
FVIlast s u
e RelCombine
(Squash (Id (Dom (ListRel | > s))) ™~
(ListRel (I Q [last]))
= RelCombine
(Squash (Id (Dom (ListRel | > s))) ~
(ListRel 1)
rel_combine_null_lemma
FVY I last ¢ t us
e ((RelCombine

dominates R_exist

(Squash
(Id
(Dom
(ListRel (I Q [last])
> {r
lc
)~
5 us)

(ListRel (I Q [last]))

©o

©o

5 Graph (updateRow ¢ (TS_class t)))
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> {z|isError z})
s Graph destError

={}
= ((RelCombine
(Squash
(Id
(Dom
(ListRel 1
> {r
lc
dominates R_exist
rH) "~

5 us)

(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))
> {z|isError z})
s Graph destError

={}
dom_rel_combine_null_C_lemma
FVYIlsuct
e Dom
((RelCombine
(Squash
(1d
(Dom
(ListRel 1
> {r
lc
dominates R_exist
1)) ~
5 u)

(ListRel 1)
o Graph (updateRow ¢ (TS_class t)))
5 Graph destVal)
C Dom (ListRel 1)
destVal_fun_thm
F Graph destVal € Functional
updateRow_fun_thm
FV ¢ te Graph (updateRow ¢ (TS_class t)) € Functional
conjunctl_fun_lemma
FVIisuct
e u € Functional
= (RelCombine
(Squash
(Id
(Dom
(ListRel 1
> {r
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lc
dominates R_exist
r})) "~
5 u)
(ListRel 1)
s Graph (updateRow ¢ (TS_class t)))
s Graph destVal
€ Functional
conjunctl_lemmal
FVilast c ut
e u € Functional
= RelList
(ListRel (I Q [last])
@ (RelCombine
(Squash
(1d
(Dom
(ListRel 1
> {r
|c
dominates R_exist

5 u)
(ListRel 1)
5 Graph (updateRow ¢ (TS_class t)))
o Graph destVal)
= RelList
(ListRel 1
@ (RelCombine
(Squash
(Id
(Dom
(ListRel 1
> {r
le
dominates R_exist r}))) ™~
5 u)
(ListRel 1)
5 Graph (updateRow ¢ (TS-class t)))
s Graph destVal)
Q [last]
conjunctl_lemma?2
FYclast | wust
o us € Functional
A ¢ dominates R_exist last
A (#
(Squash
(Id
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(Dom
(ListRel (I Q [last])
> {r
|c
dominates R_exist
r1))))s w)
€ us
= RellList
(ListRel (I Q [last])
@ (RelCombine
(Squash
(Id
(Dom
(ListRel (I @ [last])
> {r
|c
dominates R_exist

5 us)
(ListRel (I @ [last]))
s Graph (updateRow ¢ (TS_class t)))
5 Graph destVal)
= RelList
(ListRel 1
@ (RelCombine
(Squash
(Id
(Dom
(ListRel 1
> {r
|c
dominates R_exist 1}))) ~
5 us)
(ListRel 1)
5 Graph (updateRow ¢ (TS-class t)))
5 Graph destVal)
Q [destVal
(updateRow ¢ (T'S_class t) (u, last))]
insertRows_lemma
FVecrcotds
e — ¢y dominates c;
= cleanTable cy t
= cleanTable
co
(replaceRows
t
(TS_rows t
@ Map
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(MEkRow c¢; o colDefaults c; t)
ds))
insertQuery_lemma
FVecrcosids
e — ¢y dominates c;
A tabEzists
C1
(tabFromEffect (InsertEffect (i, ds)))
(repState s)
= hideR (cg, repState s)
= hideR
(ca,
Fst
(insertQuery
(c1,
destInsert
(InsertEffect (i, ds)),
repState s,
getTable
(tabFromEffect
(InsertEffect
(i, ds)))
(repState s))))
deleteRows_lemma
FYcrcostmns
e — ¢y dominates c;
= cleanTable cy t
= cleanTable
C2
(replaceRows
t
(Eztract
(1 ..# (TS_rows t)
\ revealRow c; t Image ns
N {i
|R_exist (Nth (TS-rows t) 1)
= c1})
(TS_rows t)))
deleteQuery_lemma
FVec¢;cosimns
e — ¢y dominates c;
A tabEzists
C1
(tabFromEffect (DeleteEffect (i, ns)))
(repState s)
= hideR (cg, repState s)
= hideR
(ce,
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deleteQuery
(1,

destDelete
(DeleteEffect (i, ns)),

repState s,

getTable
(tabFromEffect

(DeleteEffect (i, ns)))

(repState s)))
replaceData_updateField _lemma

FVec¢rcodtecu
e c¢; dominates tc N\ co dominates tc
= - ¢y dominates c;
A isVal (updateField c; tc (u, d))
= replaceData co d
= replaceData
o
(destVal (updateField c; tc (u, d)))
cleanRow_updateRow_lemma

FVcrcortu

e ¢; dominates TS_class t N\ co dominates TS_class t

= - cy dominates c;
A isVal (updateRow cy (TS-class t) (u, r))
= cleanRow cg (Snd (cleanColCons ¢z t)) r
= cleanRow
co
(Snd (cleanColCons cz t))

(destVal (updateRow cy (TS-class t) (u, r)))

updateRows_lemma
FVecycostus
e us € Functional
A = cg dominates c;
A ¢; dominates TS_class t
A ((RelCombine
(revealRow ¢y t ™ § us)
(ListRel (TS_rows t))
5 Graph (updateRow c; (TS_class t)))
> {z|isError z})
s Graph destError
={}
= cleanTable co t
= cleanTable
o
(replace Rows
t
(RelList
(ListRel (TS_rows t)
@ (RelCombine
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(revealRow ¢y t ™~ § us)
(ListRel (TS_rows t))
3 Graph
(updateRow c¢; (TS_class t)))
o Graph destVal)))
updateQuery_lemma
FVecsco st us
e — ¢y dominates c;
A tabFEzists
C1
(tabFromEffect (UpdateEffect (i, us)))
(repState s)
N Cq
dominates TS_class
(getTable
(tabFromEffect (UpdateEffect (i, us)))
(repState s))
= hideR (cg, repState s)

= hideR
(ce,
Fst
(updateQuery
(c1,
destUpdate
(UpdateEffect (i, us)),
repState s,
getTable
(tabFromEffect
(UpdateEffect
(i, us)))
(repState s))))
conjunctl FVYcycose
e — hideR (cz, repState s)
= hideR
(c2,
Fst

(updateStateR
(c1, e, repState s)))
= co dominates c;
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