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1 GENERAL

1.1 Scope

This document provides a formal proof that the components hide and updateState satisfy some of
their critical requirements, as specified in the proof strategy [3]. It constitutes part of deliverable D6
of work package 1c, as given in section 7 of the Secure Database Technical Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemma1 , the requirement on the critical components hide and updateState,
described in the proof strategy document [3].

Lemma1

?⊢ hide ∈ secureHide ∧ (hide,updateState) ∈ secureUpdate

In this document, we give proofs of the third and fourth conjuncts of secureUpdate:

?⊢ ∀ c s e • Fst(Snd(updateState (c,e,s))) = c

and

?⊢ ∀ c s1 s2 e • hide (c, s1 ) = hide (c, s2 )

⇒ Snd (updateState (c, e, s1 )) = Snd (updateState (c, e, s2 ))

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef011 .

SML

open theory "fef010";

(force delete theory "fef011" handle => ());

new theory"fef011";

push merge pcs["hol","wrk049","′pair1"] ;

3 CONSISTENCY PROOFS

We satisfy the consistency proof obligations for constants defined in [2] that are needed in the proofs
that follow.
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SML

val InsertEffect def = get specpInsertEffectq;

push consistency goalpdestInsertq;

a(rewrite tac[InsertEffect def ]);

a(∃ tacp(OutL,OutL o OutR,OutL o OutR o OutR,OutR o OutR o OutR)q);

a(rewrite tac[]);

save consistency thmpdestInsertq(pop thm());

val destInsert def = get specpdestInsertq;

HOL output

destInsert def =

⊢ ∀ i d u s

• destInsert (InsertEffect i) = i

∧ destDelete (DeleteEffect d) = d

∧ destUpdate (UpdateEffect u) = u

∧ destSelect (SelectEffect s) = s

SML

push consistency goalptabFromEffectq;

a(rewrite tac[get specpInsertEffectq]);

a(∃ tacpλ x : Effect •

if IsL x

then Fst(OutL x )

else if IsL(OutR x )

then Fst(OutL(OutR x ))

else Fst(OutL(OutR(OutR x )))q);

a(rewrite tac[sum clauses]);

save consistency thmptabFromEffectq(pop thm());

val tabFromEffect def = get specptabFromEffectq;

HOL output

tabFromEffect def =

⊢ ∀ i d u

• tabFromEffect (InsertEffect i) = Fst i

∧ tabFromEffect (DeleteEffect d) = Fst d

∧ tabFromEffect (UpdateEffect u) = Fst u

Page 5 of 67



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIb)

Ref: DS/FMU/FEF/011
Issue: Revision : 2 .4

Date: 5 June 2016

SML

push consistency goalpgiveValq;

a(∃ tacpInL,InR,OutL,OutR,IsL,IsRq);

a(rewrite tac[sum clauses]);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(∃ tacpOutL veqTHEN asm rewrite tac[]);

a(∃ tacpOutR veqTHEN asm rewrite tac[]);

save consistency thmpgiveValq(pop thm());

val giveVal def = get specpgiveValq;

HOL output

giveVal def =

⊢ ∀ v e ve

• giveVal v = InL v

∧ giveError e = InR e

∧ destVal (giveVal v) = v

∧ destError (giveError e) = e

∧ (isVal ve ⇔ (∃ v1• ve = giveVal v1 ))

∧ (isError ve ⇔ (∃ e1• ve = giveError e1 ))

3.1 Retrieving the Remaining Definitions of Constants

SML

val changeSpec def = conv rule(MAP C let conv)(get specpchangeSpecq);

val replaceRows def = get specpreplaceRowsq;

val updateQuery def = get specpupdateQueryq;

val isInsert def = get specpisInsertq;

val isDelete def = get specpisDeleteq;

val isUpdate def = get specpisUpdateq;

val isSelect def = get specpisSelectq;

val getTable def = get specpgetTableq;

val tabExists def = get specptabExistsq;

val colDefaults def = get specpcolDefaultsq;

val visibleCols def = get specpvisibleColsq;

val revealRow def = conv rule(MAP C let conv)(get specprevealRowq);

val insertQuery def = conv rule(MAP C let conv)(get specpinsertQueryq);

val updateRow def = conv rule(MAP C let conv)(get specpupdateRowq);

val updateField def = get specpupdateFieldq;

val updateStateR def = conv rule(MAP C let conv)(get specpupdateStateRq);

val updateState def = conv rule(MAP C let conv)(get specpupdateStateq);
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4 AUXILIARY THEOREMS

First we simplify some of the constant defining theorems.

SML

val giveVal eq thm = save thm("giveVal eq thm",prove rule[giveVal def ]

p∀ x y • giveVal x = giveVal y ⇔ x = yq);

val giveError eq thm = save thm("giveError eq thm",prove rule[giveVal def ]

p∀ x y • giveError x = giveError y ⇔ x = yq);

val ¬isError giveVal thm = save thm("¬isError giveVal thm",

prove rule[get specpisErrorq]p∀ v • ¬isError(giveVal v)q);

val ¬isVal giveError thm = save thm("¬isVal giveError thm",

prove rule[get specpisErrorq]p∀ e • ¬isVal(giveError e)q);

val isVal def = all ∀ intro(nth 4 (strip ∧ rule (all ∀ elim giveVal def )));

val isError def = all ∀ intro(nth 5 (strip ∧ rule (all ∀ elim giveVal def )));

HOL output

giveVal eq thm = ⊢ ∀ x y• giveVal x = giveVal y ⇔ x = y

giveError eq thm = ⊢ ∀ x y• giveError x = giveError y ⇔ x = y

¬isError giveVal thm = ⊢ ∀ v• ¬ isError (giveVal v)

¬isVal giveError thm = ⊢ ∀ e• ¬ isVal (giveError e)

isVal def = ⊢ ∀ ve• isVal ve ⇔ (∃ v1• ve = giveVal v1 )

isError def = ⊢ ∀ ve• isError ve ⇔ (∃ e1• ve = giveError e1 )

SML

val thm1 = (push goal([],p∀ x y z • ¬((z = InL x ) ∧ (z = InR y))q);

a(REPEAT strip tac THEN asm rewrite tac[]);

pop thm());

We provide the obvious results for sum types.

SML

push goal([],p∀q• (isInsert q ∧ ¬(isDelete q ∨ isUpdate q ∨ isSelect q))

∨ (isDelete q ∧ ¬(isInsert q ∨ isUpdate q ∨ isSelect q))

∨ (isUpdate q ∧ ¬(isInsert q ∨ isDelete q ∨ isSelect q))

∨ (isSelect q ∧ ¬(isInsert q ∨ isDelete q ∨ isUpdate q))q);

a(rewrite tac[isInsert def ,InsertEffect def ]);

a(∀ tac THEN strip tac THEN strip tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(prove tac[] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimpqqsum cases thm));

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimpzqsum cases thm));

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimpz ′qsum cases thm));

(∗ ∗∗∗ Goal "1 .1 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2 .2" ∗∗∗ ∗)

a(∃ tacpz ′′qTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .3" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .4" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .5" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .6" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .7" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .8" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .9" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .10" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(asm prove tac[] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .3" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .4" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .5" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .6" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

SML

(∗ ∗∗∗ Goal "2 .7" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .8" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .9" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .10" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .11" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .12" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(asm prove tac[] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .3" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .4" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .5" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .6" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

SML

(∗ ∗∗∗ Goal "3 .7" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .8" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3 .9" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .10" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .11" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .12" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(asm prove tac[] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .1" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .2" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .3" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .4" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .5" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .6" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .7" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4 .8" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

val query type = save pop thm"query type";

HOL output

query type = ⊢ ∀ q

• isInsert q ∧ ¬ (isDelete q ∨ isUpdate q ∨ isSelect q)

∨ isDelete q ∧ ¬ (isInsert q ∨ isUpdate q ∨ isSelect q)

∨ isUpdate q ∧ ¬ (isInsert q ∨ isDelete q ∨ isSelect q)

∨ isSelect q ∧ ¬ (isInsert q ∨ isDelete q ∨ isUpdate q)
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SML

push goal([],p∀u• (isItem u ∧ ¬(isClass u ∨ isData u))

∨ (isClass u ∧ ¬(isItem u ∨ isData u))

∨ (isData u ∧ ¬(isItem u ∨ isClass u))q);

a(rewrite tac[get specpisItemq,get specpItemUpdateq]);

a(prove tac[] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(∀ elimpuqsum cases thm));

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimpzqsum cases thm));

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(∃ tacpz ′qTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(fc tac[thm1 ] THEN asm fc tac[]);

val update type = save pop thm"update type";

HOL output

update type =

⊢ ∀ u

• isItem u ∧ ¬ (isClass u ∨ isData u)

∨ isClass u ∧ ¬ (isItem u ∨ isData u)

∨ isData u ∧ ¬ (isItem u ∨ isClass u)

SML

push goal([],p∀v• (isVal v ∧ ¬ isError v)

∨ (isError v ∧ ¬ isVal v)q);

a(rewrite tac[isVal def ,isError def ,giveVal def ]);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(fc tac[sum cases thm]);

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(∃ tacpe1qTHEN asm rewrite tac[]);

val val or error type = save pop thm"val or error type";
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HOL output

val or error type =

⊢ ∀ v• isVal v ∧ ¬ isError v ∨ isError v ∧ ¬ isVal v

5 PROOF OF SECURITY OF CRITICAL COMPONENTS

5.1 Proof of Conjunct 4

SML

push goal([],p∀ c s e • Fst(Snd(updateState (c,e,s))) = cq);

a(REPEAT ∀ tac);

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateStateR def ,updateState def ]]);

a(EVERY [strip asm tac(∀ elim pFst eq query type),

asm rewrite tac[],

cases tacp¬ Snd e = []q,

asm rewrite tac[],

cases tacptabExists c (tabFromEffect (Fst e)) (repState s)q,

asm rewrite tac[],

cases tacpc dominates TS class (getTable (tabFromEffect (Fst e)) (repState s))q,

asm rewrite tac[]]);

val conjunct4 = save pop thm"conjunct4";

HOL output

conjunct4 = ⊢ ∀ c s e• Fst (Snd (updateState (c, e, s))) = c

5.2 Conjunct 3

5.2.1 Auxiliary Lemmas

Before we give a proof of conjunct 3, we provide a series of auxiliary results.

SML

push goal([],p∀ c s • isState(hideR(c, repState s))q);

a(REPEAT strip tac);

a(strip asm tac (∀ elimpsqisState lemma));

a(strip asm tac (list ∀ elim[pcq,prepState sq]hideR lemma));

val isState lemma3 = save pop thm"isState lemma3";

HOL output

isState lemma3 = ⊢ ∀ c s• isState (hideR (c, repState s))
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SML

push goal([],p∀ c s1 s2 •

hide(c,s1 ) = hide(c,s2 )

⇔

hideR (c, repState s1 ) = hideR (c, repState s2 )q);

a(rewrite tac[hide def ,rewrite rule[isState lemma3 ]

(list ∀ elim[phideR (c, repState s1 )q,phideR (c, repState s2 )q]isState lemma2 )]);

val hide eq lemma = save pop thm"hide eq lemma";

HOL output

hide eq lemma =

⊢ ∀ c s1 s2

• hide (c, s1 ) = hide (c, s2 )

⇔ hideR (c, repState s1 ) = hideR (c, repState s2 ) : THM

SML

push goal([],p∀ c s1 s2

• hide (c, s1 ) = hide (c, s2 )

⇒ ∀ i • tabExists c i (repState s1 ) ⇔ tabExists c i (repState s2 )q);

a(rewrite tac[tabExists def ,hideR def ,hide eq lemma,⊲ thm,

r o
9
r thm,rel ext clauses,graph thm]);

a(REPEAT ∀ tac);

a(strip asm tac (rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps1qisState lemma)));

a(strip asm tac (rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps2qisState lemma)));

a(DROP NTH ASM T 4 ante tac THEN DROP NTH ASM T 2 ante tac

THEN rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,dom def ,⊲ thm,r o
9
r thm,graph thm,rel ext clauses,get specp$Pq]

THEN strip tac THEN strip tac THEN strip tac);

a(∀ tac THEN ⇔ T strip asm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[prepState s1q,pFront iq,pyq]at thm1 ));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pFront iq,pcleanDirectory c yq]));

a(LEMMA Tp∃ z

• (c dominates Dir exist z ∧ (Front i , z ) ∈ repState s1 )

∧ cleanDirectory c y = cleanDirectory c zqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpyq THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∧ tac THEN LIST [∃ tacpzqTHEN asm rewrite tac[],

strip asm tac(list ∀ elim[prepState s2q,pFront iq,pzq]at thm1 )]);

a(DROP NTH ASM T 8 ante tac THEN DROP NTH ASM T 7 ante tac

THEN asm rewrite tac[]);

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 4 ante tac THEN

asm rewrite tac[cleanDirectory def ,dir components,get specpMkDirectoryq]

THEN strip tac);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[] THEN strip tac

THEN asm rewrite tac[]);

a(DROP NTH ASM T 10 ante tac THEN asm rewrite tac[] THEN strip tac);

a(DROP NTH ASM T 12 (strip asm tac o list ∀ elim[pFront iq,pyq]));

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

a(rewrite tac[rel ext clauses,graph thm,r o
9
r thm]

THEN ⇒ T (asm tac o list ∀ elim[pLast iq,pcleanTable c y ′q]));

a(LEMMA Tp∃ z• (Last i , z ) ∈ Dir tables y ∧ cleanTable c y ′ = cleanTable c zqasm tac);
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SML

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[prepState s2q,pFront iq,pyq]at thm1 ));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pFront iq,pcleanDirectory c yq]));

a(LEMMA Tp∃ z

• (c dominates Dir exist z ∧ (Front i , z ) ∈ repState s2 )

∧ cleanDirectory c y = cleanDirectory c zqasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpyq THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∧ tac THEN LIST [∃ tacpzqTHEN asm rewrite tac[],

strip asm tac(list ∀ elim[prepState s1q,pFront iq,pzq]at thm1 )]);

a(DROP NTH ASM T 8 ante tac THEN DROP NTH ASM T 7 ante tac

THEN asm rewrite tac[]);

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 4 ante tac THEN

asm rewrite tac[cleanDirectory def ,dir components,get specpMkDirectoryq]

THEN strip tac);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[] THEN strip tac

THEN asm rewrite tac[]);

a(DROP NTH ASM T 10 ante tac THEN asm rewrite tac[] THEN strip tac);

a(DROP NTH ASM T 13 (strip asm tac o list ∀ elim[pFront iq,pyq]));

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

a(rewrite tac[rel ext clauses,graph thm,r o
9
r thm]

THEN ⇒ T (asm tac o list ∀ elim[pLast iq,pcleanTable c y ′q]));

a(LEMMA Tp∃ z• (Last i , z ) ∈ Dir tables y ∧ cleanTable c y ′ = cleanTable c zqasm tac);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpz ′qTHEN asm rewrite tac[]);

val tabExists lemma = save pop thm"tabExists lemma";
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HOL output

tabExists lemma =

⊢ ∀ c s1 s2

• hide (c, s1 ) = hide (c, s2 )

⇒ (∀ i• tabExists c i (repState s1 ) ⇔ tabExists c i (repState s2 ))

SML

push goal([],p∀ c t1 t2 s1 s2 i • (c dominates TS class t1 ∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2 )

⇒ Snd (insertQuery (c, i , s1 ,t1 )) = Snd (insertQuery (c, i , s2 ,t2 ))q);

SML

a(REPEAT strip tac);

a(POP ASM T ante tac THEN asm rewrite tac

[cleanTable def ,get specpMkTableSpecq,tab components] THEN strip tac);

a(lemma tacpcolDefaults c t1 = colDefaults c t2q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(asm rewrite tac[ext thm,colDefaults def ,visibleCols def ]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(LEMMA Tpi = (Fst i ,Snd i)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],asm rewrite tac[insertQuery def ]]);

a(cases tacp¬ Elems

(Map

(MkRow c o colDefaults c t2 )

(Snd i))

⊆ RowSqTHEN asm rewrite tac[]);

val cleanTable insertQuery lemma = save pop thm"cleanTable insertQuery lemma";

HOL output

cleanTable insertQuery lemma =

⊢ ∀ c t1 t2 s1 s2 i

• c dominates TS class t1

∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2

⇒ Snd (insertQuery (c, i , s1 , t1 ))

= Snd (insertQuery (c, i , s2 , t2 ))
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SML

push goal([],p∀ c t1 t2 • cleanTable c t1 = cleanTable c t2 ⇒

((c dominates (TS class t1 ) ∧ c dominates (TS class t2 ))

⇒ updateRow c (TS class t1 ) = updateRow c (TS class t2 ))q);

a(REPEAT strip tac);

a(DROP NTH ASM T 3 ante tac);

a(asm rewrite tac[cleanTable def ,tab components,get specpMkTableSpecq]

THEN strip tac THEN asm rewrite tac[]);

val updateRow lemma = save pop thm"updateRow lemma";

HOL output

updateRow lemma =

⊢ ∀ c t1 t2

• cleanTable c t1 = cleanTable c t2

⇒ c dominates TS class t1 ∧ c dominates TS class t2

⇒ updateRow c (TS class t1 ) = updateRow c (TS class t2 )

SML

push goal([],p∀ c tc d1 d2 u •

(isError(updateField c tc (u,d1 )) ∧ replaceData c d1 = replaceData c d2 )

⇒ updateField c tc (u,d1 ) = updateField c tc (u,d2 )q);

a(REPEAT strip tac);

a(POP ASM T (ante tac o rewrite rule[replaceData def ]));

a(cases tacpc dominates Dat class d1q THEN

cases tacpc dominates Dat class d2q THEN asm rewrite tac[]THEN strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[get specpMkDataq,data components]));

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[get specpMkDataq,data components]));

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[get specpMkDataq,data components]));

a(DROP NTH ASM T 4 ante tac THEN rewrite tac[updateField def ]);

a(cases tacpc = tcqTHEN asm rewrite tac[]);

a(cases tacpisItem uqTHEN asm rewrite tac[]);

a(cases tacpisClass uqTHEN asm rewrite tac[]);

a(cases tacpdestClass u dominates Dat class d2q

THEN asm rewrite tac[¬isError giveVal thm]);

val isError updateField lemma = save pop thm"isError updateField lemma";
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HOL output

isError updateField lemma =

⊢ ∀ c tc d1 d2 u

• isError (updateField c tc (u, d1 ))

∧ replaceData c d1 = replaceData c d2

⇒ updateField c tc (u, d1 ) = updateField c tc (u, d2 )

SML

push goal([],p∀ c r1 r2 t u •

(isError (updateRow c (TS class t) (u, r1 )) ∧

isError (updateRow c (TS class t) (u, r2 ))

∧ cleanRow c (Snd (cleanColCons c t)) r1

= cleanRow c (Snd (cleanColCons c t)) r2 ∧

Dom u ⊆ {n |∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n})

⇒ updateRow c (TS class t) (u,r1 ) = updateRow c (TS class t) (u,r2 )q);

a(REPEAT strip tac);

a(POP ASM T (strip asm tac o rewrite rule[sets ext clauses,visibleCols def ,dom def ]));

a(DROP NTH ASM T 2 (strip asm tac o rewrite rule

[cleanRow def ,get specpMkRowq,row components]));

a(DROP NTH ASM T 5 ante tac THEN DROP NTH ASM T 4 ante tac

THEN rewrite tac[updateRow def ]);

SML

a(cases tacp¬ u ∈ Functionalq THEN asm rewrite tac[]);

a(cases tacp((RelCombine u (R data r1 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN cases tacp((RelCombine u (R data r2 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN asm rewrite tac[¬isError giveVal thm,giveError eq thm]);

a(⇒ T (fn => id tac) THEN ⇒ T (fn => id tac) THEN

POP ASM T (fn => id tac) THEN POP ASM T (fn => id tac));
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SML

a(lemma tacp((RelCombine u (R data r1 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError

= ((RelCombine u (R data r2 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destErrorq);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,r o
9
r thm,rel combine def ,graph thm,⊲ thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 9 (asm tac o ∀ elimpxq));

a(LEMMA Tp∃y• (x , y) ∈ uqasm tac);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(∃ tacpFst z ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac

THEN ⇒ T asm tac);

a(DROP NTH ASM T 8 (asm tac o rewrite rule[rel ext clauses,filterRow def ,

r o
9
r thm,graph thm,⊳ thm]));

a(POP ASM T (asm tac o list ∀ elim[pxq,preplaceData c (Snd z ′)q]));

SML

a(LEMMA Tp∃z• ((∃ c′• c′ ∈ Snd (cleanColCons c t) ∧ CS posn c′ = x )

∧ (x , z ) ∈ R data r1 )

∧ replaceData c (Snd z ′) = replaceData c zqasm tac);

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(∃ tacpSnd z ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,z ′′)q THEN asm rewrite tac[]);

a(DROP NTH ASM T 10 ante tac THEN asm rewrite tac[]);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],⇒ tac]);

a(strip asm tac (list ∀ elim[pcq,pTS class tq,pSnd z ′q,pz ′′q,pFst z ′q]

isError updateField lemma));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 9 (asm tac o ∀ elimpxq));

a(LEMMA Tp∃y• (x , y) ∈ uqasm tac);

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(∃ tacpFst z ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac

THEN ⇒ T asm tac);

a(DROP NTH ASM T 8 (asm tac o rewrite rule[rel ext clauses,filterRow def ,

r o
9
r thm,graph thm,⊳ thm]));

a(POP ASM T (asm tac o list ∀ elim[pxq,preplaceData c (Snd z ′)q]));

a(LEMMA Tp∃z• ((∃ c′• c′ ∈ Snd (cleanColCons c t) ∧ CS posn c′ = x )

∧ (x , z ) ∈ R data r2 )

∧ replaceData c (Snd z ′) = replaceData c zqasm tac);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(∃ tacpSnd z ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,z ′′)q THEN asm rewrite tac[]);

a(DROP NTH ASM T 10 ante tac THEN asm rewrite tac[]);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],⇒ tac]);

a(strip asm tac (list ∀ elim[pcq,pTS class tq,pSnd z ′q,pz ′′q,pFst z ′q]

isError updateField lemma));

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(asm rewrite tac[]);

val isError updateRow lemma = save pop thm"isError updateRow lemma";

HOL output

isError updateRow lemma =

⊢ ∀ c tc d1 d2 u

• isError (updateField c tc (u, d1 ))

∧ replaceData c d1 = replaceData c d2

⇒ updateField c tc (u, d1 ) = updateField c tc (u, d2 )
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SML

push goal([],p∀ c r1 r2 t u •

(isVal (updateRow c (TS class t) (u, r1 ))

∧ cleanRow c (Snd (cleanColCons c t)) r1

= cleanRow c (Snd (cleanColCons c t)) r2 ∧

Dom u ⊆ {n |∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n})

⇒ isVal (updateRow c (TS class t) (u, r2 ))q);

a(REPEAT strip tac);

a(POP ASM T (strip asm tac o rewrite rule[sets ext clauses,visibleCols def ,dom def ]));

a(DROP NTH ASM T 2 (strip asm tac o rewrite rule

[cleanRow def ,get specpMkRowq,row components]));

a(DROP NTH ASM T 4 ante tac THEN rewrite tac[updateRow def ]);

SML

a(cases tacp¬ u ∈ Functionalq

THEN cases tacp((RelCombine u (R data r1 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN cases tacp((RelCombine u (R data r2 )
o
9
Graph (updateField c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError = {}q

THEN asm rewrite tac[¬isVal giveError thm,giveVal def ]);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(⇒ tac THEN prove ∃ tac);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(swap nth asm concl tac 1 );

a(POP ASM T (fn => id tac) THEN POP ASM T ante tac);

a(rewrite tac[rel ext clauses,r o
9
r thm,rel combine def ,graph thm,⊲ thm]);

a(REPEAT strip tac);

a(swap nth asm concl tac 5 );

a(REPEAT strip tac);

a(DROP NTH ASM T 7 (asm tac o rewrite rule

[rel ext clauses,filterRow def ,r o
9
r thm,graph thm,⊳ thm]));

a(POP ASM T (asm tac o list ∀ elim[pxq,preplaceData c (Snd z ′)q]));

a(DROP NTH ASM T 9 (asm tac o ∀ elimpxq));

a(LEMMA Tp∃z• ((∃ c′• c′ ∈ Snd (cleanColCons c t) ∧ CS posn c′ = x )

∧ (x , z ) ∈ R data r2 )

∧ replaceData c (Snd z ′) = replaceData c zqasm tac);
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SML

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpSnd z ′q THEN asm rewrite tac[]);

a(LEMMA Tp∃y• (x , y) ∈ uqasm tac);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(∃ tacpFst z ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN

⇒ T asm tac);

SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpxq THEN REPEAT strip tac);

a(∃ tacpyq THEN rewrite tac[]);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,z ′′)q THEN asm rewrite tac[]);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],⇒ tac]);

a(strip asm tac (list ∀ elim[pcq,pTS class tq,pSnd z ′q,pz ′′q,pFst z ′q]

isError updateField lemma));

a(asm rewrite tac[]);

val isVal updateRow lemma = save pop thm"isVal updateRow lemma";

HOL output

isVal updateRow lemma =

⊢ ∀ c r1 r2 t u

• isVal (updateRow c (TS class t) (u, r1 ))

∧ cleanRow c (Snd (cleanColCons c t)) r1

= cleanRow c (Snd (cleanColCons c t)) r2

∧ Dom u ⊆ {n|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

⇒ isVal (updateRow c (TS class t) (u, r2 ))
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SML

push goal([],p∀ c r1 r2 t u •

(cleanRow c (Snd (cleanColCons c t)) r1

= cleanRow c (Snd (cleanColCons c t)) r2 ∧

Dom u ⊆ {n |∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n})

⇒ (isError (updateRow c (TS class t) (u, r1 ))

⇔ isError (updateRow c (TS class t) (u, r2 )))q);

a(REPEAT ∀ tac THEN ⇒ tac);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c (TS class t) (u, r2 ))qval or error type));

a(DROP NTH ASM T 5 (asm tac o eq sym rule));

a(strip asm tac(list ∀ elim[pcq,pr2q,pr1q,ptq,puq]isVal updateRow lemma));

a(strip asm tac(∀ elimp(updateRow c (TS class t) (u, r1 ))qval or error type));

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c (TS class t) (u, r1 ))qval or error type));

a(strip asm tac(list ∀ elim[pcq,pr1q,pr2q,ptq,puq]isVal updateRow lemma));

a(strip asm tac(∀ elimp(updateRow c (TS class t) (u, r2 ))qval or error type));

val isError ⇔ updateRow lemma = save pop thm"isError ⇔ updateRow lemma";

HOL output

⊢ ∀ c r1 r2 t u

• cleanRow c (Snd (cleanColCons c t)) r1

= cleanRow c (Snd (cleanColCons c t)) r2

∧ Dom u ⊆ {n|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

⇒ (isError (updateRow c (TS class t) (u, r1 ))

⇔ isError (updateRow c (TS class t) (u, r2 )))

SML

push goal([],p∀ x y (u : N ↔ (N ↔ Update)) c t • ((x , y) ∈ u ∧ Dom (
⋃

(Ran u))

⊆ {n|∃ c′• c′ ∈ Snd (cleanColCons c t) ∧ CS posn c′ = n})

⇒ Dom y ⊆ {n|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}q);

a(rewrite tac[sets ext clauses,dom thm,ran thm,
⋃

def ]THEN REPEAT strip tac);

a(DROP NTH ASM T 2 (asm tac o ∀ elimpx ′q));

a(LEMMA Tp(∃ y s• (x ′, y) ∈ s ∧ (∃ x• (x , s) ∈ u))qasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(∃ tacpy ′q THEN ∃ tacpyq THEN asm rewrite tac[]);

a(∃ tacpxq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[visibleCols def ]);

val dom
⋃

ran lemma = save pop thm"dom
⋃

ran lemma";
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HOL output

dom
⋃

ran lemma =

⊢ ∀ x y u c t

• (x , y) ∈ u

∧ Dom (
⋃

(Ran u))

⊆ {n|∃ c′• c′ ∈ Snd (cleanColCons c t) ∧ CS posn c′ = n}

⇒ Dom y ⊆ {n|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

SML

push goal([],p∀(l :Row LIST ) (last :Row) (s : Row P) (u : N ↔ (N ↔ Update)) •

Dom((Squash (Id (Dom (ListRel l ⊲ s))))∼

o
9
u) ∩ Dom{(# l + 1 , last)}={}q);

a(REPEAT ∀ tac);

a(rewrite tac[enumerate def ,r o
9
r thm,inv rel def ,dom def ,id def ,squash def ,

list rel def ,⊲ thm,⊳ thm,dot dot def ]);

a(rewrite tac[∩ def ,sets ext clauses] THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

val doms null lemma1 = save pop thm"doms null lemma1";

HOL output

doms null lemma1 =

⊢ ∀ l last s u

• Dom ((Squash (Id (Dom (ListRel l ⊲ s))))∼ o
9
u)

∩ Dom {(# l + 1 , last)}

= {}

SML

push goal([],p∀(l :Row LIST ) (s : Row P) (u : N ↔ (N ↔ Update)) •

Dom({(# (Squash (Id (Dom (ListRel l ⊲ s)))) + 1 , # l + 1 )}∼

o
9
u) ∩ Dom(ListRel l)={}q);

a(REPEAT ∀ tac);

a(rewrite tac[dom def ,inv rel def ,r o
9
r thm]);

a(rewrite tac[∩ def ,sets ext clauses] THEN REPEAT strip tac);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac

[list rel def ,⊲ thm,⊳ thm,dot dot def ]);

val doms null lemma2 = save pop thm"doms null lemma2";

HOL output

doms null lemma2 =

⊢ ∀ l s u

• Dom ({(# (Squash (Id (Dom (ListRel l ⊲ s)))) + 1 , # l + 1 )}∼ o
9
u)

∩ Dom (ListRel l)

= {}
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SML

push goal([],p∀(l :Row LIST ) (last :Row)(s : Row P) (u : N ↔ (N ↔ Update)) •

∀ n1 n2 • (n1 ∈ Dom (((RelCombine

((Squash

(Id

(Dom

(ListRel l ⊲ s))))∼

o
9
u)

(ListRel l)
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)

∧ n2 ∈ Dom (((RelCombine

({(#

(Squash

(Id

(Dom

(ListRel l ⊲ s))))

+ 1 , # l + 1 )}∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)) ⇒ n2 > n1q);

SML

a(REPEAT ∀ tac);

a(rewrite tac[list rel def ,dot dot def ,⊳ thm,dom def ,inv rel def ,r o
9
r thm,

rel combine def ,r o
9
r thm,⊲ thm]);

a(REPEAT strip tac);

a(asm rewrite tac[less def ]);

val squash doms lemma = save pop thm"squash doms lemma";
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HOL output

squash doms lemma =

⊢ ∀ l last s u n1 n2

• n1

∈ Dom

(((RelCombine

((Squash (Id (Dom (ListRel l ⊲ s))))∼ o
9
u)

(ListRel l)
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)

∧ n2

∈ Dom

(((RelCombine

({(# (Squash (Id (Dom (ListRel l ⊲ s)))) + 1 ,

# l + 1 )}∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)

⇒ n2 > n1

SML

push goal([],p∀ c t1 t2 •

cleanRows c (Snd (cleanColCons c t2 )) (TS rows t1 )

= cleanRows c (Snd (cleanColCons c t2 )) (TS rows t2 )

⇒ #(ListRel (TS rows t1 ) ⊲ {r |c dominates R exist r}) =

#(ListRel (TS rows t2 ) ⊲ {r |c dominates R exist r})q);

a(REPEAT ∀ tac);

a(lemma tacp∃ l • TS rows t1 = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l1 • TS rows t2 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl1q,pl ′:Row LISTq));

a(rewrite tac[cleanRows def ]);

a(REV LIST INDUCTION Tplqasm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ,map null thm]);

a(∀ tac THEN ⇒ T (asm tac o rewrite rule

[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[list rel null thm,⊲ null thm]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq));

a(REV LIST INDUCTION Tpl ′qasm tac);

SML

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,map null thm]);

a(∀ tac THEN cases tacpc dominates R exist lastq THEN asm rewrite tac[]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[list rel a singleton thm,list rel null thm,

⊲ null thm,∪ ⊲ thm,⊲ singleton thm]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(cases tacpc dominates R exist last ′q THEN asm rewrite tac[] THEN

cases tacpc dominates R exist lastq THEN asm rewrite tac[map a thm]);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(⇒ tac THEN DROP NTH ASM T 6 (ante tac o ∀ elimpl ′q) THEN asm rewrite tac[]

THEN ⇒ tac);

a(asm rewrite tac[list rel a singleton thm,∪ ⊲ thm,⊲ singleton thm]);

a(lemma tacp∀ l last • (ListRel l ⊲ {r |c dominates R exist r}) ∩ {(# l + 1 , last)}

= {}q);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN rewrite tac

[list rel def ,⊲ thm,⊳ thm,dot dot def ,∩ def ,rel ext clauses]);

a(REPEAT strip tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(TOP ASM T (asm tac o list ∀ elim[pl ′q,plastq]));

a(asm tac(list ∀ elim[pl ′q,p{r |c dominates R exist r}q]fin list rel ⊲ thm));

a(asm tac(∀ elimp(# l ′ + 1 , last)qfin set thm5 ));

a(ante tac(list ∀ elim[pListRel l ′ ⊲ {r |c dominates R exist r}q,

p{(# l ′ + 1 , last)}q]size thm7 )THEN asm rewrite tac[size thm1 ,size singleton thm]);

a(⇒ T rewrite thm tac);

a(LIST DROP NTH ASM T [1 ,2 ,3 ] (fn => id tac));

a(POP ASM T (asm tac o list ∀ elim[plq,plast ′q]));

a(asm tac(list ∀ elim[plq,p{r |c dominates R exist r}q]fin list rel ⊲ thm));

a(asm tac(∀ elimp(# l + 1 , last ′)qfin set thm5 ));

a(ante tac(list ∀ elim[pListRel l ⊲ {r |c dominates R exist r}q,

p{(# l + 1 , last ′)}q]size thm7 )THEN asm rewrite tac[size thm1 ,size singleton thm]);

SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimplast ′q)THEN asm rewrite tac[map a thm]);

a(⇒ T asm tac THEN ⇒ tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN strip tac);

a(asm rewrite tac[list rel a ⊲ thm]);

SML

(∗ ∗∗∗ Goal "2 .2 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (ante tac o ∀ elimpl ′ a [last ]q) THEN asm rewrite tac[map a thm]);

a(⇒ T asm tac THEN ⇒ tac);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]THEN strip tac);

a(asm rewrite tac[list rel a ⊲ thm]);

SML

(∗ ∗∗∗ Goal "2 .2 .4" ∗∗∗ ∗)

a(asm rewrite tac[list rel a ⊲ thm]);

val cleanRows size lemma = save pop thm"cleanRows size lemma";
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HOL output

cleanRows size lemma =

⊢ ∀ c t1 t2

• cleanRows c (Snd (cleanColCons c t2 )) (TS rows t1 )

= cleanRows c (Snd (cleanColCons c t2 )) (TS rows t2 )

⇒ # (ListRel (TS rows t1 ) ⊲ {r |c dominates R exist r})

= # (ListRel (TS rows t2 ) ⊲ {r |c dominates R exist r})

SML

push goal([],p∀ c t1 t2 u •

(Dom (
⋃

(Ran u)) ⊆ {n|∃ c′• c′ ∈ visibleCols c t2 ∧ CS posn c′ = n} ∧

cleanRows c (Snd (cleanColCons c t2 )) (TS rows t1 )

= cleanRows c (Snd (cleanColCons c t2 )) (TS rows t2 ))

⇒ (((RelCombine ((revealRow c t1 )
∼ o

9
u)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {} ⇔ ((RelCombine ((revealRow c t2 )
∼ o

9
u)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError = {})q);

SML

a(REPEAT ∀ tac THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,pt1q,pt2q]cleanRows size lemma));

a(POP ASM T ante tac THEN POP ASM T ante tac);

a(rewrite tac[revealRow def ]);

a(lemma tacp∃ l • TS rows t1 = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l1 • TS rows t2 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl1q,pl ′:Row LISTq));

a(rewrite tac[cleanRows def ]);

a(REV LIST INDUCTION Tplqasm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ,map null thm]);

a ∀ tac;

a(REV LIST INDUCTION Tpl ′qasm tac THEN rewrite tac

[list rel null thm,rel combine null thm1 ]);

a(∀ tac THEN cases tacpc dominates R exist lastqTHEN asm rewrite tac[]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(rewrite tac[list rel null thm,rel combine null thm1 ,o
9
graph null thm,

o
9
null thm,squash a thm]

THEN asm rewrite tac[id dom null thm,squash null thm,inv rel o
9
null thm,

rel combine null thm,o
9
graph null thm]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq));

a(REV LIST INDUCTION Tpl ′qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∀ tac THEN cases tacpc dominates R exist lastq

THEN asm rewrite tac[map def ,map null thm]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[squash a thm,list rel null thm,rel combine null thm1 ,

o
9
graph null thm,⊲ null thm]);

a(rewrite tac[id dom null thm,squash null thm,inv rel o
9
null thm,

rel combine null thm,o
9
graph null thm,⊲ null thm]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(cases tacpc dominates R exist last ′q THEN asm rewrite tac[] THEN

cases tacpc dominates R exist lastq THEN asm rewrite tac[map a thm]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpl ′q)THEN asm rewrite tac[]

THEN ⇒ T asm tac);

a(DROP NTH ASM T 7 (fn => id tac));

a(DROP NTH ASM T 4 (fn => id tac));

a(asm rewrite tac[squash a thm,inv rel ∪ thm,rel combine ∪ thm1 ,o
9
∪ thm]);

a(asm rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[size list rel a ⊲ thm]);

a(⇒ tac THEN DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm tac);

SML

a(strip asm tac(list ∀ elim[pl ′q,plastq,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[plq,plast ′q,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

SML

a(strip asm tac(list ∀ elim[pl ′q,p{r |c dominates R exist r}q,puq]doms null lemma2 ));

a(strip asm tac(list ∀ elim[plq,p{r |c dominates R exist r}q,puq]doms null lemma2 ));

a(strip asm tac(list ∀ elim[p({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
u)q,pListRel lq]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);
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SML

a(strip asm tac(list ∀ elim[p({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
u)q,pListRel l ′q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

a(LIST DROP NTH ASM T [1 ,2 ,3 ,4 ] (fn => id tac));

a(asm rewrite tac[o
9
∪ thm,∪ ⊲ thm,∪ null thm]);
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SML

a(LEMMA Tp(((RelCombine

({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
u)

{(# l + 1 , last ′)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {} ⇔ (((RelCombine

({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
u)

{(# l ′ + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {}qrewrite thm tac);
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SML

a(POP ASM T (fn => id tac));

a(rewrite tac[rel ext clauses,rel combine def ,r o
9
r thm,inv rel def ,⊲ thm,graph thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(swap nth asm concl tac 7 );

a(REPEAT strip tac);

a(∃ tacp# l + 1q THEN rewrite tac[]);

a(REPEAT strip tac);

a(∃ tacpyq THEN rewrite tac[]);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last ′)q THEN rewrite tac[]);

a(DROP NTH ASM T 2 ante tac);

SML

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(DROP NTH ASM T 12 (asm tac o rewrite rule[visibleCols def ]));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,puq,pcq,pt2q]dom
⋃

ran lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(swap nth asm concl tac 7 );

a(REPEAT strip tac);

a(∃ tacp# l ′ + 1q THEN rewrite tac[]);

a(REPEAT strip tac);

a(∃ tacpyq THEN rewrite tac[]);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last)q THEN rewrite tac[]);

a(DROP NTH ASM T 2 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(DROP NTH ASM T 12 (asm tac o rewrite rule[visibleCols def ]));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,puq,pcq,pt2q]dom
⋃

ran lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimplast ′q)THEN

asm rewrite tac[map a thm,size list rel a ⊲ thm]);

a(⇒ T asm tac THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

a(⇒ T rewrite thm tac);

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(strip asm tac(list ∀ elim[pl ′q,plastq,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (ante tac o ∀ elimpl ′ a [last ]q) THEN

asm rewrite tac[map a thm,size list rel a ⊲ thm]);

a(⇒ T asm tac THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

a(⇒ T (rewrite thm tac o eq sym rule));

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(strip asm tac(list ∀ elim[plq,plast ′q,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

SML

(∗ ∗∗∗ Goal "2 .2 .4" ∗∗∗ ∗)

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(strip asm tac(list ∀ elim[pl ′q,plastq,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

a(strip asm tac(list ∀ elim[plq,plast ′q,p{r |c dominates R exist r}q,puq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(asm rewrite tac[]);

val cleanRows errors or vals lemma = save pop thm"cleanRows errors or vals lemma";
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HOL output

cleanRows errors or vals lemma =

⊢ ∀ c t1 t2 u

• Dom (
⋃

(Ran u)) ⊆ {n|∃ c′• c′ ∈ visibleCols c t2 ∧ CS posn c′ = n}

∧ cleanRows c (Snd (cleanColCons c t2 )) (TS rows t1 )

= cleanRows c (Snd (cleanColCons c t2 )) (TS rows t2 )

⇒ (((RelCombine ((revealRow c t1 )
∼ o

9
u) (ListRel (TS rows t1 ))

o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}

⇔ ((RelCombine ((revealRow c t2 )
∼ o

9
u) (ListRel (TS rows t2 ))

o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {})

SML

push goal([],p∀c t• Graph (updateRow c (TS class t)) ∈ Functionalq);

a(rewrite tac[updateRow def ,functional def ,graph thm]THEN REPEAT strip tac);

a(asm rewrite tac[]);

val fun updateRow thm = save pop thm"fun updateRow thm";

HOL output

fun updateRow thm =

⊢ ∀ c t• Graph (updateRow c (TS class t)) ∈ Functional

SML

push goal([],pGraph destError ∈ Functionalq);

a(rewrite tac[get specpdestErrorq,functional def ,graph thm]THEN REPEAT strip tac);

a(asm rewrite tac[]);

val fun destError thm = save pop thm"fun destError thm";

HOL output

fun destError thm = ⊢ Graph destError ∈ Functional
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SML

push goal([],p∀ l r c t u • u ∈ Functional ⇒

(((RelCombine ((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9
u)

(ListRel l)
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError) ∈ Finiteq);

SML

a(REPEAT strip tac);

a(bc tac[fin o
9
thm]THEN TRY rewrite tac[fun destError thm]);

a(bc tac[fin ⊲ thm]);

a(bc tac[fin o
9
thm]THEN TRY rewrite tac[fun updateRow thm]);

a(bc tac[fin rel combine thm]THEN TRY rewrite tac[fin list rel thm]);

a(bc tac[fin o
9
thm]THEN TRY asm rewrite tac[]);

a(bc tac[fin inv rel thm]);

a(bc tac[squash id fin thm]);

a(rewrite tac[fin list rel ⊲ thm]);

val fin lemma1 = save pop thm"fin lemma1";

HOL output

fin lemma1 =

⊢ ∀ l r c t u

• u ∈ Functional

⇒ ((RelCombine

((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
u)

(ListRel l)
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError

∈ Finite
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SML

push goal([],p∀ l last r c t u • u ∈ Functional ⇒

(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError) ∈ Finiteq);

SML

a(REPEAT strip tac);

a(bc tac[fin o
9
thm]THEN TRY rewrite tac[fun destError thm]);

a(bc tac[fin ⊲ thm]);

a(bc tac[fin o
9
thm]THEN TRY rewrite tac[fun updateRow thm]);

a(bc tac[fin rel combine thm]THEN TRY rewrite tac[fin set thm5 ]);

a(bc tac[fin o
9
thm]THEN TRY asm rewrite tac[]);

a(rewrite tac[inv rel singleton thm,fin set thm5 ]);

val fin lemma2 = save pop thm"fin lemma2";
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HOL output

fin lemma2 =

⊢ ∀ l last r c t u

• u ∈ Functional

⇒ ((RelCombine

({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError

∈ Finite

SML

push goal([],p∀ c t1 t2 s1 s2 u • (c dominates TS class t1 ∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2 )

⇒ Snd (updateQuery (c, u, s1 ,t1 )) = Snd (updateQuery (c, u, s2 ,t2 ))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN asm rewrite tac

[cleanTable def ,get specpMkTableSpecq,tab components] THEN strip tac);

a(POP ASM T ante tac);

a(lemma tacpcleanColCons c t1 = cleanColCons c t2q

THEN LIST [pure once asm rewrite tac[prove rule[pair clauses]

p∀ p • p = (Fst p, Snd p)q]THEN asm rewrite tac[],

DROP NTH ASM T 3 (fn => id tac)

THEN DROP NTH ASM T 2 (fn => id tac)]);

a(TOP ASM T rewrite thm tac THEN ⇒ tac);
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SML

a(strip asm tac(list ∀ elim[pcq,pt1q,pt2q]cleanRows size lemma));

a(POP ASM T ante tac THEN POP ASM T ante tac);

a(LEMMA Tpu = (Fst u,Snd u)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateQuery def ]]);

a(conv tac(ONCE MAP C let conv)THEN asm rewrite tac[visibleCols def ]);

a(cases tacpSnd u ∈ Functionalq THEN

cases tacpDom (
⋃

(Ran (Snd u))) ⊆

{n |∃ c′ • c′ ∈ Snd (cleanColCons c t2 ) ∧ CS posn c′ = n}q

THEN asm rewrite tac[]);

a(conv tac(MAP C let conv));

a ⇒ tac;

a(strip asm tac (rewrite rule[visibleCols def ]

(list ∀ elim[pcq,pt1q,pt2q,pSnd uq]cleanRows errors or vals lemma))

THEN asm rewrite tac[]);

a(POP ASM T (fn => id tac) THEN POP ASM T (fn => id tac) THEN ⇒ tac);

SML

a(LEMMA TpSquash

(((RelCombine ((revealRow c t1 )
∼ o

9
Snd u)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = Squash

(((RelCombine ((revealRow c t2 )
∼ o

9
Snd u)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)qrewrite thm tac);

SML

a(POP ASM T ante tac THEN POP ASM T ante tac

THEN rewrite tac[cleanRows def ,revealRow def ]);

a(lemma tacp∃ l • TS rows t1 = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l1 • TS rows t2 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl1q,pl ′:Row LISTq));

a(REV LIST INDUCTION Tplqasm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ,map null thm,list rel null thm,rel combine null thm1 ,o
9
graph null thm,

o
9
null thm,⊲ null thm,squash null thm]);

a ∀ tac;

a(REV LIST INDUCTION Tpl ′qasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[list rel null thm,rel combine null thm1 ,o
9
graph null thm,

⊲ null thm,id dom null thm,squash null thm]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(∀ tac THEN cases tacpc dominates R exist lastqTHEN asm rewrite tac[]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[list rel null thm,rel combine null thm,o
9
graph null thm,⊲ null thm,

id dom null thm,squash null thm,list rel a ⊲ thm,inv rel o
9
null thm]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(intro ∀ tac(plastq,plastq));

a(REV LIST INDUCTION Tpl ′qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∀ tac THEN cases tacpc dominates R exist lastq

THEN asm rewrite tac[map def ,map null thm]);

a(⇒ T (asm tac o rewrite rule[all ∀ intro(eq sym rule(all ∀ elim list rel list thm))]));

a(asm rewrite tac[list rel null thm,rel combine null thm,o
9
graph null thm,⊲ null thm,

id dom null thm,squash null thm,list rel a ⊲ thm,inv rel o
9
null thm]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(cases tacpc dominates R exist last ′q THEN asm rewrite tac[] THEN

cases tacpc dominates R exist lastq THEN asm rewrite tac[map a thm]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(REPEAT ⇒ tac);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpl ′q)THEN asm rewrite tac[]

THEN ⇒ T asm tac);

a(DROP NTH ASM T 7 (fn => id tac));

a(DROP NTH ASM T 4 (fn => id tac));

a(asm rewrite tac[squash a thm,inv rel ∪ thm,rel combine ∪ thm1 ,o
9
∪ thm]);

a(asm rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[size list rel a ⊲ thm]);

a(⇒ tac THEN DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm tac);

SML

a(strip asm tac(list ∀ elim[plq,plast ′q,p{r |c dominates R exist r}q,pSnd uq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac THEN POP ASM T (fn => id tac));

a(strip asm tac(list ∀ elim[pl ′q,plastq,p{r |c dominates R exist r}q,pSnd uq]doms null lemma1 ));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

SML

a(POP ASM T rewrite thm tac THEN POP ASM T (fn => id tac));

a(strip asm tac(list ∀ elim[plq,p{r |c dominates R exist r}q,pSnd uq]doms null lemma2 ));

a(strip asm tac(list ∀ elim[p({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
Snd u)q,pListRel lq]rel combine null thm2 ));

a(POP ASM T rewrite thm tac THEN POP ASM T (fn => id tac));
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SML

a(strip asm tac(list ∀ elim[pl ′q,p{r |c dominates R exist r}q,pSnd uq]doms null lemma2 ));

a(strip asm tac(list ∀ elim[p({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
Snd u)q,pListRel l ′q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac THEN POP ASM T (fn => id tac));

a(rewrite tac[o
9
∪ thm,∪ ⊲ thm]);

SML

a(lemma tacpRan(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
Snd u)

{(# l + 1 , last ′)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = Ran(((RelCombine

({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r |c dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
Snd u)

{(# l ′ + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)q);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

a(rewrite tac[ran def ,rel combine def ,r o
9
r thm,inv rel def ,⊲ thm,rel ext clauses,graph thm]);

a(rewrite tac[sets ext clauses]);

a(REPEAT ∀ tac THEN ⇔ T strip asm tac);

(∗ ∗∗∗ Goal "2 .2 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacp# l ′ + 1q THEN rewrite tac[]);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last)q THEN rewrite tac[]);

a(DROP NTH ASM T 2 ante tac);

SML

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

SML

(∗ ∗∗∗ Goal "2 .2 .1 .1 .2" ∗∗∗ ∗)

a(∃ tacp# l + 1q THEN rewrite tac[]);

a(∃ tacpzq THEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last ′)q THEN rewrite tac[]);

a(DROP NTH ASM T 2 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(lemma tacp(Dom (((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
Snd u)

{(# l + 1 , last ′)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {# l + 1}

∧ Dom(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
Snd u)

{(# l ′ + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {# l ′ + 1}) ∨

Page 47 of 67



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIb)

Ref: DS/FMU/FEF/011
Issue: Revision : 2 .4

Date: 5 June 2016

SML

(Dom (((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
Snd u)

{(# l + 1 , last ′)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {}

∧ Dom(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
Snd u)

{(# l ′ + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError) = {})q);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac) THEN POP ASM T (fn => id tac));

a(rewrite tac[rel combine def ,inv rel def ,sets ext clauses,r o
9
r thm,

⊲ thm,dom thm,graph thm]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1 .1" ∗∗∗ ∗)

a(swap nth asm concl tac 7 THEN REPEAT strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last ′)qTHEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(DROP NTH ASM T 4 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(∃ tacpz ′′q THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1 .2" ∗∗∗ ∗)

a(swap nth asm concl tac 7 THEN REPEAT strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last ′)qTHEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(DROP NTH ASM T 4 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1 .3" ∗∗∗ ∗)

a(swap nth asm concl tac 7 THEN REPEAT strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last)qTHEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(DROP NTH ASM T 4 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(asm rewrite tac[]);

a(∃ tacpz ′′q THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2 .1 .2 .1 .4" ∗∗∗ ∗)

a(swap nth asm concl tac 7 THEN REPEAT strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacp(Fst z ′,last)qTHEN asm rewrite tac[]);

a(strip asm tac(list ∀ elim[plq,pl ′q,p{r |c dominates R exist r}q]size squash id dom thm));

a(strip asm tac(list ∀ elim[pz ′′q,pFst z ′q,pSnd uq,pcq,pt2q]dom
⋃

ran lemma));

a(DROP NTH ASM T 4 ante tac);

a(LEMMA Tpz ′ = (Fst z ′,Snd z ′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],pure asm rewrite tac[] THEN ⇒ tac]);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError ⇔ updateRow lemma));

a(strip asm tac(list ∀ elim[pcq,plast ′q,plastq,pt2q,pFst z ′q]isError updateRow lemma));

a(∃ tacpz ′′q THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[p(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9
Snd u)

{(# l + 1 , last ′)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)q,p(((RelCombine ({(#

(Squash

(Id

(Dom

(ListRel l ′

⊲ {r

|c

dominates R exist r}))))

+ 1 , # l ′ + 1 )}∼

o
9
Snd u)

{(# l ′ + 1 , last)}
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError)q,p# l + 1q,p# l ′ + 1q]squash single thm));

SML

a(fc tac[fin lemma1 ] THEN fc tac[fin lemma2 ]THEN bc tac[squash ∪ thm]

THEN asm rewrite tac[squash doms lemma]);

(∗ ∗∗∗ Goal "2 .2 .1 .2 .3" ∗∗∗ ∗)

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[dom null thm]

THEN REPEAT ⇒ tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimplast ′q)THEN

asm rewrite tac[map a thm,size list rel a ⊲ thm]);

a(⇒ T asm tac THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

a(⇒ T rewrite thm tac);

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(lemma tacpDom((Squash (Id (Dom

(ListRel l ′

⊲ {r |c dominates R exist r}))))∼

o
9
Snd u) ∩ Dom{(# l ′ + 1 , last)}={}q);

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a(rewrite tac[enumerate def ,r o
9
r thm,inv rel def ,dom def ,id def ,squash def ,

list rel def ,⊲ thm,⊳ thm,dot dot def ]);

a(rewrite tac[∩ def ,sets ext clauses] THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 4 (ante tac o ∀ elimpl ′ a [last ]q) THEN

asm rewrite tac[map a thm,size list rel a ⊲ thm]);

a(⇒ T asm tac THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

a(⇒ T (rewrite thm tac o eq sym rule));

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(lemma tacpDom((Squash (Id (Dom (ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9
Snd u) ∩ Dom{(# l + 1 , last ′)}={}q);

(∗ ∗∗∗ Goal "2 .2 .3 .1" ∗∗∗ ∗)

a(rewrite tac[enumerate def ,r o
9
r thm,inv rel def ,dom def ,id def ,squash def ,

list rel def ,⊲ thm,⊳ thm,dot dot def ]);

a(rewrite tac[∩ def ,sets ext clauses] THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .3 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .2 .4" ∗∗∗ ∗)

a(asm rewrite tac[list rel a ⊲ thm]

THEN rewrite tac[list rel a singleton thm,rel combine ∪ thm]);

a(lemma tacp∀l (last :Row) • Dom((Squash (Id (Dom (ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9
Snd u) ∩ Dom{(# l + 1 , last)}={}q);

(∗ ∗∗∗ Goal "2 .2 .4 .1" ∗∗∗ ∗)

a(REPEAT ∀ tac);

a(rewrite tac[enumerate def ,r o
9
r thm,inv rel def ,dom def ,id def ,squash def ,

list rel def ,⊲ thm,⊳ thm,dot dot def ]);

a(rewrite tac[∩ def ,sets ext clauses] THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .4 .2" ∗∗∗ ∗)

a(TOP ASM T (strip asm tac o list ∀ elim[pl ′q,plastq]));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ′ ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l ′ + 1 , last)}q]rel combine null thm2 ));

a(POP ASM T rewrite thm tac);

a(POP ASM T (fn => id tac)

THEN POP ASM T (strip asm tac o list ∀ elim[plq,plast ′q]));

a(strip asm tac(list ∀ elim[p((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9
Snd u)q,p{(# l + 1 , last ′)}q]rel combine null thm2 ));

a(asm rewrite tac[]);

val cleanTable updateQuery lemma = save pop thm"cleanTable updateQuery lemma";

HOL output

cleanTable updateQuery lemma =

⊢ ∀ c t1 t2 s1 s2 u

• c dominates TS class t1

∧ c dominates TS class t2

∧ cleanTable c t1 = cleanTable c t2

⇒ Snd (updateQuery (c, u, s1 , t1 ))

= Snd (updateQuery (c, u, s2 , t2 ))
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SML

push goal([],p∀ c s1 s2 • hide (c, s1 ) = hide (c, s2 ) ⇒

(∀ i • tabExists c i (repState s1 )

⇒ ((cleanTable c (getTable i (repState s1 ))

=

cleanTable c (getTable i (repState s2 )))

∧

(c dominates TS class (getTable i (repState s1 ))

⇔

c dominates TS class (getTable i (repState s2 )))))q);

SML

a(REPEAT ∀ tac THEN ⇒ tac THEN ∀ tac THEN ⇒ tac);

a(strip asm tac(list ∀ elim[pcq,ps1q,ps2q]tabExists lemma));

a(POP ASM T (strip asm tac o ∀ elimpiq));

a(DROP ASMS T (MAP EVERY ante tac) THEN rewrite tac[dom def ,tabExists def ,

hideR def ,hide eq lemma,⊲ thm,r o
9
r thm,rel ext clauses,graph thm]

THEN REPEAT ⇒ tac);

a(rewrite tac[getTable def ]);

a(strip asm tac (rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps1qisState lemma)));

a(strip asm tac (rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimps2qisState lemma)));

SML

a(DROP NTH ASM T 4 ante tac THEN DROP NTH ASM T 2 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,dom def ,⊲ thm,r o
9
r thm,graph thm,rel ext clauses,

get specp$Pq]

THEN strip tac THEN strip tac);

a(strip asm tac(list ∀ elim[prepState s1q,pFront iq,pyq]at thm1 ));

a(strip asm tac(list ∀ elim[prepState s2q,pFront iq,py ′′q]at thm1 ));

a(LIST DROP NTH ASM T [7 ,8 ,9 ,11 ,12 ,13 ](MAP EVERY ante tac)

THEN asm rewrite tac[] THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 10 (strip asm tac o list ∀ elim[pFront iq,py ′′q]));

a(DROP NTH ASM T 10 (strip asm tac o list ∀ elim[pFront iq,pyq]));

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]

THEN REPEAT ⇒ tac);
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SML

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(strip asm tac(list ∀ elim[pDir tables y ′′q,pLast iq,py ′′′q]at thm1 ));

a(asm rewrite tac[]);

a(DROP NTH ASM T 19 (asm tac o list ∀ elim[pFront iq,pcleanDirectory c yq]));

a(LEMMA Tp∃ z

• (c dominates Dir exist z ∧ (Front i , z ) ∈ repState s1 )

∧ cleanDirectory c y = cleanDirectory c zqasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(∃ tacpyq THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz = y ′′q);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 18 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pFront iq,pzq,py ′′q]));

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a(asm rewrite tac[cleanDirectory def ,dir components,get specpMkDirectoryq] THEN strip tac);

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[rel ext clauses,graph thm,r o
9
r thm]

THEN ⇒ T (asm tac o list ∀ elim[pLast iq,pcleanTable c y ′q]));

a(LEMMA Tp∃ z• (Last i , z ) ∈ Dir tables y ∧ cleanTable c y ′ = cleanTable c zqasm tac);

SML

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(lemma tacpz ′ = y ′′′q);

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 11 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,pz ′q,py ′′′q]));

Page 56 of 67



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIb)

Ref: DS/FMU/FEF/011
Issue: Revision : 2 .4

Date: 5 June 2016

SML

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac

THEN ⇒ tac THEN asm rewrite tac[] THEN POP ASM T ante tac);

a(rewrite tac[cleanTable def ]);

a(cases tacpc dominates TS class y ′′′q THEN cases tacpc dominates TS class y ′q

THEN asm rewrite tac[tab components,get specpMkTableSpecq]

THEN strip tac THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .2 .1" ∗∗∗ ∗)

a(REPEAT strip tac THEN contr tac);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .2 .2" ∗∗∗ ∗)

a(REPEAT strip tac THEN contr tac);

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

val tabExists cleanTable lemma = save pop thm"tabExists cleanTable lemma";

HOL output

tabExists cleanTable lemma = ⊢ ∀ c s1 s2

• hide (c, s1 ) = hide (c, s2 )

⇒ (∀ i

• tabExists c i (repState s1 )

⇒ (cleanTable c (getTable i (repState s1 ))

= cleanTable c (getTable i (repState s2 ))

∧ (c dominates TS class (getTable i (repState s1 ))

⇔ c dominates TS class (getTable i (repState s2 ))))

5.2.2 Proof of Conjunct 3

SML

push goal([],p∀ c s1 s2 e

• hide (c, s1 ) = hide (c, s2 )

⇒ Snd (updateState (c, e, s1 )) = Snd (updateState (c, e, s2 ))q);

a(REPEAT strip tac);

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateState def ,updateStateR def ]]);

a(lemma tacp(tabExists c (tabFromEffect (Fst e)) (repState s1 )

⇒ tabExists c (tabFromEffect (Fst e)) (repState s2 ))

∧ (tabExists c (tabFromEffect (Fst e)) (repState s2 )

⇒ tabExists c (tabFromEffect (Fst e)) (repState s1 ))q);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pcq,ps1q,ps2q]tabExists lemma)THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

(∗ invalid tables in s1 and s2 ∗)

a(strip asm tac(∀ elim pFst eq query type) THEN asm rewrite tac[]

THEN cases tacp¬ Snd e = []q THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

(∗ valid tables in s1 and s2 ∗)

a(strip asm tac (list ∀ elim[pcq,ps1q,ps2q]tabExists cleanTable lemma));

a(POP ASM T (strip asm tac o ∀ elimptabFromEffect (Fst e)q));

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

(∗ table classes not dominated by c ∗)

a(EVERY [strip asm tac(∀ elim pFst eq query type),

asm rewrite tac[],

cases tacp¬ Snd e = []q,

asm rewrite tac[]]);

SML

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

(∗ table classes dominated by c ∗)

a(EVERY [strip asm tac(∀ elim pFst eq query type),

asm rewrite tac[],

cases tacp¬ Snd e = []q,

asm rewrite tac[]]);

SML

(∗ Select and Delete automatically proven ∗)

(∗ ∗∗∗ Goal "3 .2 .1" ∗∗∗ ∗)

(∗ ∗∗∗ Insert ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pcq,pgetTable (tabFromEffect (Fst e)) (repState s1 )q,

pgetTable (tabFromEffect (Fst e)) (repState s2 )q,

prepState s1q,prepState s2q,pdestInsert (Fst e)q]cleanTable insertQuery lemma));

SML

(∗ ∗∗∗ Goal "3 .2 .2" ∗∗∗ ∗)

(∗ ∗∗∗ Update ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pcq,pgetTable (tabFromEffect (Fst e)) (repState s1 )q,

pgetTable (tabFromEffect (Fst e)) (repState s2 )q,

prepState s1q,prepState s2q,pdestUpdate (Fst e)q]cleanTable updateQuery lemma));

val conjunct3 = save pop thm"conjunct3";
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HOL output

conjunct3 = ⊢ ∀ c s1 s2 e

• hide (c, s1 ) = hide (c, s2 )

⇒ Snd (updateState (c, e, s1 )) = Snd (updateState (c, e, s2 ))

6 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

pop pc();
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7 THE THEORY fef011

7.1 Parents

fef010

7.2 Children

fef012

7.3 Theorems

destInsert consistent
destDelete consistent
destUpdate consistent
destSelect consistent

⊢ Consistent

(λ
(destInsert ′, destDelete ′, destUpdate ′,

destSelect ′)
• ∀ i d u s

• destInsert ′ (InsertEffect i) = i

∧ destDelete ′ (DeleteEffect d) = d

∧ destUpdate ′ (UpdateEffect u) = u

∧ destSelect ′ (SelectEffect s) = s)
tabFromEffect consistent

⊢ Consistent

(λ tabFromEffect ′

• ∀ i d u

• tabFromEffect ′ (InsertEffect i) = Fst i

∧ tabFromEffect ′ (DeleteEffect d) = Fst d

∧ tabFromEffect ′ (UpdateEffect u) = Fst u)
giveVal consistent
giveError consistent
destVal consistent
destError consistent
isVal consistent
isError consistent

⊢ Consistent

(λ
(giveVal ′, giveError ′, destVal ′, destError ′,

isVal ′, isError ′)
• ∀ v e ve

• giveVal ′ v = InL v

∧ giveError ′ e = InR e

∧ destVal ′ (giveVal ′ v) = v

∧ destError ′ (giveError ′ e) = e
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∧ (isVal ′ ve ⇔ (∃ v1• ve = giveVal ′ v1 ))
∧ (isError ′ ve
⇔ (∃ e1• ve = giveError ′ e1 )))

giveVal eq thm
⊢ ∀ x y• giveVal x = giveVal y ⇔ x = y

giveError eq thm
⊢ ∀ x y• giveError x = giveError y ⇔ x = y

¬isError giveVal thm
⊢ ∀ v• ¬ isError (giveVal v)

¬isVal giveError thm
⊢ ∀ e• ¬ isVal (giveError e)

query type ⊢ ∀ q

• isInsert q

∧ ¬ (isDelete q ∨ isUpdate q ∨ isSelect q)
∨ isDelete q

∧ ¬ (isInsert q ∨ isUpdate q ∨ isSelect q)
∨ isUpdate q

∧ ¬ (isInsert q ∨ isDelete q ∨ isSelect q)
∨ isSelect q

∧ ¬ (isInsert q ∨ isDelete q ∨ isUpdate q)
update type ⊢ ∀ u

• isItem u ∧ ¬ (isClass u ∨ isData u)
∨ isClass u ∧ ¬ (isItem u ∨ isData u)
∨ isData u ∧ ¬ (isItem u ∨ isClass u)

val or error type
⊢ ∀ v• isVal v ∧ ¬ isError v ∨ isError v ∧ ¬ isVal v

conjunct4 ⊢ ∀ c s e• Fst (Snd (updateState (c, e, s))) = c

isState lemma3
⊢ ∀ c s• isState (hideR (c, repState s))

hide eq lemma
⊢ ∀ c s1 s2
• hide (c, s1 ) = hide (c, s2 )

⇔ hideR (c, repState s1 )
= hideR (c, repState s2 )

tabExists lemma
⊢ ∀ c s1 s2
• hide (c, s1 ) = hide (c, s2 )

⇒ (∀ i

• tabExists c i (repState s1 )
⇔ tabExists c i (repState s2 ))

cleanTable insertQuery lemma
⊢ ∀ c t1 t2 s1 s2 i

• c dominates TS class t1
∧ c dominates TS class t2
∧ cleanTable c t1 = cleanTable c t2

⇒ Snd (insertQuery (c, i , s1 , t1 ))
= Snd (insertQuery (c, i , s2 , t2 ))

updateRow lemma
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⊢ ∀ c t1 t2
• cleanTable c t1 = cleanTable c t2

⇒ c dominates TS class t1
∧ c dominates TS class t2

⇒ updateRow c (TS class t1 )
= updateRow c (TS class t2 )

isError updateField lemma
⊢ ∀ c tc d1 d2 u

• isError (updateField c tc (u, d1 ))
∧ replaceData c d1 = replaceData c d2

⇒ updateField c tc (u, d1 )
= updateField c tc (u, d2 )

isError updateRow lemma
⊢ ∀ c r1 r2 t u

• isError (updateRow c (TS class t) (u, r1 ))
∧ isError (updateRow c (TS class t) (u, r2 ))
∧ cleanRow c (Snd (cleanColCons c t)) r1
= cleanRow c (Snd (cleanColCons c t)) r2

∧ Dom u

⊆ {n
|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

⇒ updateRow c (TS class t) (u, r1 )
= updateRow c (TS class t) (u, r2 )

isVal updateRow lemma
⊢ ∀ c r1 r2 t u

• isVal (updateRow c (TS class t) (u, r1 ))
∧ cleanRow c (Snd (cleanColCons c t)) r1
= cleanRow c (Snd (cleanColCons c t)) r2

∧ Dom u

⊆ {n
|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

⇒ isVal (updateRow c (TS class t) (u, r2 ))
isError ⇔ updateRow lemma

⊢ ∀ c r1 r2 t u

• cleanRow c (Snd (cleanColCons c t)) r1
= cleanRow c (Snd (cleanColCons c t)) r2

∧ Dom u

⊆ {n
|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

⇒ (isError (updateRow c (TS class t) (u, r1 ))
⇔ isError (updateRow c (TS class t) (u, r2 )))

dom
⋃

ran lemma
⊢ ∀ x y u c t

• (x , y) ∈ u

∧ Dom (
⋃

(Ran u))
⊆ {n
|∃ c′

• c′ ∈ Snd (cleanColCons c t)
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∧ CS posn c′ = n}
⇒ Dom y

⊆ {n
|∃ c′• c′ ∈ visibleCols c t ∧ CS posn c′ = n}

doms null lemma1
⊢ ∀ l last s u

• Dom (Squash (Id (Dom (ListRel l ⊲ s))) ∼ o
9
u)

∩ Dom {(# l + 1 , last)}
= {}

doms null lemma2
⊢ ∀ l s u

• Dom

({(# (Squash (Id (Dom (ListRel l ⊲ s)))) + 1 ,

# l + 1 )} ∼

o
9
u)

∩ Dom (ListRel l)
= {}

squash doms lemma
⊢ ∀ l last s u n1 n2

• n1

∈ Dom

(((RelCombine

(Squash
(Id

(Dom

(ListRel l
⊲ s))) ∼

o
9
u)

(ListRel l)
o
9
Graph

(updateRow c (TS class t2 )))
⊲ {x |isError x})

o
9
Graph destError)

∧ n2

∈ Dom

(((RelCombine

({(#
(Squash

(Id
(Dom (ListRel l ⊲ s))))

+ 1 , # l + 1 )} ∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph

(updateRow c (TS class t2 )))
⊲ {x |isError x})

o
9
Graph destError)

⇒ n2 > n1
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cleanRows size lemma
⊢ ∀ c t1 t2
• cleanRows

c

(Snd (cleanColCons c t2 ))
(TS rows t1 )

= cleanRows

c

(Snd (cleanColCons c t2 ))
(TS rows t2 )

⇒ #
(ListRel (TS rows t1 )

⊲ {r |c dominates R exist r})
= #
(ListRel (TS rows t2 )

⊲ {r |c dominates R exist r})
cleanRows errors or vals lemma

⊢ ∀ c t1 t2 u

• Dom (
⋃

(Ran u))
⊆ {n
|∃ c′

• c′ ∈ visibleCols c t2 ∧ CS posn c′ = n}
∧ cleanRows

c

(Snd (cleanColCons c t2 ))
(TS rows t1 )

= cleanRows

c

(Snd (cleanColCons c t2 ))
(TS rows t2 )

⇒ (((RelCombine

(revealRow c t1
∼ o

9
u)

(ListRel (TS rows t1 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {}
⇔ ((RelCombine

(revealRow c t2
∼ o

9
u)

(ListRel (TS rows t2 ))
o
9
Graph (updateRow c (TS class t2 )))

⊲ {x |isError x})
o
9
Graph destError

= {})
fun updateRow thm

⊢ ∀ c t• Graph (updateRow c (TS class t)) ∈ Functional

fun destError thm
⊢ Graph destError ∈ Functional
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fin lemma1 ⊢ ∀ l r c t u

• u ∈ Functional

⇒ ((RelCombine

(Squash
(Id

(Dom

(ListRel l
⊲ {r
|c

dominates R exist

r}))) ∼

o
9
u)

(ListRel l)
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError

∈ Finite

fin lemma2 ⊢ ∀ l last r c t u

• u ∈ Functional

⇒ ((RelCombine

({(#
(Squash

(Id
(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))
+ 1 , # l + 1 )} ∼

o
9
u)

{(# l + 1 , last)}
o
9
Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9
Graph destError

∈ Finite

cleanTable updateQuery lemma
⊢ ∀ c t1 t2 s1 s2 u

• c dominates TS class t1
∧ c dominates TS class t2
∧ cleanTable c t1 = cleanTable c t2

⇒ Snd (updateQuery (c, u, s1 , t1 ))
= Snd (updateQuery (c, u, s2 , t2 ))

tabExists cleanTable lemma
⊢ ∀ c s1 s2
• hide (c, s1 ) = hide (c, s2 )

⇒ (∀ i

• tabExists c i (repState s1 )
⇒ cleanTable c (getTable i (repState s1 ))

= cleanTable

c

(getTable i (repState s2 ))

Page 65 of 67



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIb)

Ref: DS/FMU/FEF/011
Issue: Revision : 2 .4

Date: 5 June 2016

∧ (c
dominates TS class

(getTable i (repState s1 ))
⇔ c

dominates TS class

(getTable i (repState s2 ))))
conjunct3 ⊢ ∀ c s1 s2 e

• hide (c, s1 ) = hide (c, s2 )
⇒ Snd (updateState (c, e, s1 ))
= Snd (updateState (c, e, s2 ))
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