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1 GENERAL

1.1 Scope

This document provides a formal proof of the unwinding result as specified in the proof strategy
[5]. It constitutes deliverable D5 of work package 1b, as given in section 7 of the Secure Database
Technical Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof of the unwinding result described in
the proof strategy document [5]. Proof of the unwinding result comprises proofs of the lemmas 3,4
and 5 from [5]:

Lemma3
7+ (hide € secureHide
A
(hide,updateState) € secureUpdate)
=
SSQLtf € secureStf
Lemma4
7+ SSQLtf € secureStf
=
(iterate SSQLtf) € secureltf
Lemmab
7+ (iterate SSQLtf) € secureltf
=
behaviours SSQLam € secure

where hide and updateState are defined in [3], secureHide, secureUpdate, SSQLtf, secureStf and
secureltf are defined in [5], iterate, behaviours and SSQLam are defined in [4], and secure is defined
in [2].

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef009.

SML

‘ open_theory " fef007";

‘(force_delete_theory "fef009" handle - => ());
‘ new_theory" fef009";

‘push_ merge_pcs["hol" " wrk049" " pairl"] ;
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In the proof script that follows, some output from the proof tool has been included for clarity where
top level goals are split into subgoals. The proof script proper is in Standard ML, and is marked
by a vertical bar on the left starting with the characters “SML”. Output from the proof tool is
distinguished by a vertical bar on the left headed by “HOL output”. The subgoals consist of a
conclusion to be proven and a number of assumptions which are available for use in the proof. The
assumptions are listed first, followed by the conclusion.

2.1 Retrieving the Constants

The definitions of constants used in the specifications are retrieved from their defining theories.
SML

val secureHide_def = get_spec” secureHide™;

val secureUpdate_def = conv_rule(MAP_C let_conv)(get_spec” secure Update™);
val SSQLtf_def = get_spec” SSQLtf™;

val secureStf_def = conv_rule(MAP_C let_conv)(get_spec” secureStf™);

val same_ins_def = conv_rule(MAP_C' let_conv)(get_spec” same_ins™);

val same_outs_def = conv_rule(MAP_C let_conv)(get_spec” same_outs™);

val mkTf_def = get_spec" mkTf™;

val secureltf_def = conv_rule(MAP_C let_conv)(get-spec” secureltf™);

val behaviours_def = get_spec” behaviours ™,

val SSQLam_def = get_spec” SSQLam™;

val secure_def = get_spec” secure™;

3 PROOF OF Lemma3

SML

push_goal([],” Lemma3™);

a(rewrite_tac[Lemma3 secureHide_def ,secure Update_def ,SSQLtf _def ,secureStf _def
same_ins_def ,same_outs_def]);

a(strip_-tac THEN strip_tac);
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HOL output

Tactic produced 2 subgoals:
(% sk Goal "1" sk x)

(x 7 %) "V ocgco sy s
e hide (cy, s;) = hide (cy, s2) N c; dominates cgp
= hide (cg, s;) = hide (cz, s2)”
(x 6 %) "Vegcpse
e — hide (cz2, s) = hide (cg, Fst (updateState (cy, e, s)))
= cp dominates c;'
(x 5 %) "™Vegcpsyspe
e hide (cy, s;) = hide (cy, s2) N c¢; dominates cgp
= hide (cy, Fst (updateState (cz2, €, s1)))
= hide (cy, Fst (updateState (cz, e, s2)))”
(x 4 %) "Vesyspe
e hide (¢, s;) = hide (¢, $2)
= Snd (updateState (c, e, s1)) = Snd (updateState (c, e, s2))”
(x 3 %) "V cs ee Fst (Snd (updateState (c, e, s))) = ¢
(* 2 %) Thide (¢, s;) = hide (c, sg)”
(x 1 %) "[if] | {(q, ¢')|c dominates ¢}
= [iz] | {(q, ¢)|c dominates '}

(x 7 %) "V s; 8241 02 c
e hide (¢, s;) = hide (¢, $2)
A lig] 1 {(q, ¢)|c dominates ¢'} = [ig] | {(q, ¢')|c dominates ¢}
= hide(c, Fst(mkTf hide processQuery updateState(is, s1)))
= hide(c,Fst(mkTf hide processQuery updateState(iz, s2)))
A [Snd (mkTf hide processQuery updateState (iz, s1))]
I {(¢/, d)|c dominates ¢’}
= [Snd (mkTf hide processQuery updateState (ig, s2))]
I {(c, d)|c dominates ¢}

SML

‘a(REPEAT V_tac THEN strip_tac);
‘a(POP_ASM_T ante_tac THEN rewrite_tac[[_thm6));
‘a =_tac;
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HOL output

Tactic produced 2 subgoals:
(% sk Goal "1.1" sxx x)

(x 7 %) "V ocgco sy s
e hide (cy, s;) = hide (cy, s2) N c; dominates cgp
= hide (cg, s;) = hide (cz, s2)”
(x 6 %) "Vegcpse
e — hide (cz2, s) = hide (cg, Fst (updateState (cy, e, s)))
= cp dominates c;'
(x 5 %) "™Vegcpsyspe
e hide (cy, s;) = hide (cy, s2) N c¢; dominates cgp
= hide (cy, Fst (updateState (cz2, €, s1)))
= hide (cy, Fst (updateState (cz, e, s2)))”
(x 4 %) "Vesyspe
e hide (¢, s;) = hide (¢, $2)
= Snd (updateState (c, e, s1)) = Snd (updateState (c, e, s2))”
(x 3 %) "V cs ee Fst (Snd (updateState (c, e, s))) = ¢
(* 2 %) Thide (¢, s;) = hide (c, sg)”
(* 1 *) [_Z'1 = ig—'

(* 7 %) Thide (¢, Fst (mkTf hide processQuery updateState (iy, S1)))

= hide

(¢, Fst (mkTf hide processQuery updateState (iz, s2)))
A (Snd (mkTf hide processQuery updateState (iz, s1))

= Snd (mkTf hide processQuery updateState (iz, sg))

V = ¢ dominates Fst

(Snd (mkTf hide processQuery updateState (iz, s1)))

A = ¢ dominates Fst (Snd(mkTf hide processQuery updateState(iz, s2))))"
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SML
a(POP_ASM_T rewrite_thm_tac);
a(LEMMA_T iy = (Fst ig,5nd i2)" pure_once_rewrite_thm_tac

THEN _LIST[rewrite_tac[],asm_rewrite_tac[mkTf _def]]);
a(cases_tac™ ¢ dominates Snd i THEN_TRY asm_rewrite_tac|));
(% #xx Goal "1.1.1" #%x x)
a(lemma_tac”hide (Snd ig, s;) = hide (Snd iz, sz)”

THEN _LIST|list_asm_ante_tac (map get_asm[1,2,7]) THEN prove_tac]],

TOP_ASM _T rewrite_thm_tac]);
a(list_asm_ante_tac (map get_asm|1,2,3,5,6]) THEN prove_tacl]);
(¢ #xx Goal "1.1.2" sxx %)
a(list_spec_nth_asm_tac 6" Snd i, c "\ "s;7,

TprocessQuery (Fst iz, Snd ig, hide (Snd iz, s1))7);
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(list_spec_nth_asm_tac 6" Snd ig:Class™, ¢\ sp7,

“processQuery (Fst ip, Snd ig, hide (Snd iz, s2))7));
a(POP_ASM _T (rewrite_thm_tac o eq_sym_rule));
a(DROP_NTH_ASM_T 2 rewrite_thm_tac);
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HOL output

(¢ skk Goal "1.2" skx x)

(x 8 %) "V ey co 81 82
e hide (cy, s;) = hide (cy, s2) N c¢; dominates cyp
= hide (c2, s;) = hide (cg, s2)”
(x 7%) "Vegcose
e — hide (cz, s) = hide (cg, Fst (updateState (cy, e, s)))
= ¢y dominates c;
(x 6 %) "V ey oco sq82e€
e hide (cy, s;) = hide (cy, s2) N c; dominates cgp
= hide (cy, Fst (updateState (cz, €, s1)))
= hide (cy, Fst (updateState (cz, e, s2)))"
(x 5%) "Vesyspe
e hide (¢, s;) = hide (c, s2)
= Snd (updateState (c, e, s;)) = Snd (updateState (c, e, s2))”

(x 4 %) "V c s ee Fst (Snd (updateState (c, e, s))) = ¢’
(* 3 %) Thide (¢, s;) = hide (¢, sz2)”

(* 2 %) "= ¢ dominates Snd i

(* 1 %) "= ¢ dominates Snd iy

(* 7+ %) Thide (¢, Fst (mkTf hide processQuery updateState (iy, s1)))

= hide

(¢, Fst (mkTf hide processQuery updateState (iz, s2)))
A (Snd (mkTf hide processQuery updateState (iz, s;1))

= Snd (mkTf hide processQuery updateState (ig, $2))

V = ¢ dominates Fst

(Snd (mkTf hide processQuery updateState (iz, s1)))

A = ¢ dominates Fst(Snd(mkTf hide processQuery updateState(iz, s2))))”

SML
a(LEMMA_T"i; = (Fst i7,S5nd i1)" pure_once_rewrite_thm_tac

THEN _LIST [rewrite_tac|],id_tac]);
a(LEMMA_T iy = (Fst i2,5nd i2)" pure_once_rewrite_thm_tac

THEN _LIST [rewrite_tac[],asm_rewrite_tac[mkTf _def]]);
a(list_spec_nth_asm_tac 7["Snd i, ¢\ "s;7,

TprocessQuery (Fst iy, Snd iy, hide (Snd i1, s1))7);
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(list_spec_nth_asm_tac 7["Snd i\ ¢\ s57,

“processQuery (Fst ip, Snd ig, hide (Snd iz, s2))7));
a(POP_ASM _T (rewrite_thm_tac o eq_sym_rule));
a(DROP_NTH_ASM_T 38 rewrite_thm_tac);
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HOL output

(¢ skk Goal "2" sxx *)

(x &5 %) "V co sy s
e hide (cy, s;) = hide (cy, s2) N c¢; dominates cyp
= hide (c2, s;) = hide (cg, s2)”
(x 4 %) "Vegceose
e — hide (cz, s) = hide (cg, Fst (updateState (cy, e, s)))
= ¢y dominates c;
(x 8%) "Vegcosq 826
e hide (cy, s;) = hide (cy, s2) N c; dominates cgp
= hide (cy, Fst (updateState (cz, €, s1)))
= hide (cy, Fst (updateState (cz, e, s2)))"
(x 2x%) "Vesyspe
e hide (¢, s;) = hide (c, s2)
= Snd (updateState (c, e, s;)) = Snd (updateState (c, e, s2))”
(x 1 %) "V cs ee Fst (Snd (updateState (c, e, s))) = ¢

(* 7 %) "V s i c e ¢ dominates Snd 1
= hide (¢, s) = hide(c, Fst (mkTf hide processQuery updateState (i, s)))
A = ¢ dominates Fst(Snd (mkTf hide processQuery updateState (i, s)))”

SML

a(REPEAT V_tac THEN strip_tac);

a(LEMMA_T"i = (Fst i,Snd )" pure_once_rewrite_thm_tac
THEN _LIST[rewrite_tac[],asm_rewrite_tac[mkTf _def]));

a(list_asm_ante_tac (map get_asm[1,5])THEN prove_tac]]);

val lemmad_thm = save_pop_thm" Lemma3";

4 PROOF OF Lemma/

4.1 Auxiliary Results

We first prove the consistency of iterate by providing a witness iterate_witness, for use in the con-
sistency proof. This definition is a primitive recursive definition whose consistency is automatically
proven by the system.
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HOL Constant
iterate_witness : ((('QUERY x Class) x 'STATE) — ('STATE x (Class x 'DATA)))
— 'STATE — ('QUERY x Class)LIST
— ("STATE x ((Class x 'DATA)LIST))

Vs!STATE;i! QUERY x Class;si:('QUERY x Class) LIST;
[:((QUERY x Class) x 'STATE) — ('STATE x (Class x 'DATA))
o iterate_witness f s [| = (s,[])

A

iterate_witness f s (Cons i si)

(Fst(f (i,Fst(iterate_witness f s si))),
(Snd(iterate_witness f s si) —
[Snd(f (i,Fst(iterate_witness f s si)))] ))

SML
push_consistency_goal" iterate™;
a(conv_tac(MAP_C let_conv));
a(I-tac" Az (y,z) o iterate_witness © z (Rev y)7);
I~

a(rewrite_tac[™_Cons_thm,rev_def ,rev_sym_thm,get_spec” iterate_witness™));

val iterate_consistent = save_consistency-thm"iterate™ (pop-thm());

HOL output
iterate_consistent = = Consistent
(X dterate’
oV sisif
o iterate’ f ([], s) = (s, [])
A (let sso = iterate’ [ (si, )
in iterate’ f (si 7 [i], s)

= (Fst (f (i, Fst sso)), Snd sso > [Snd (f (i, Fst sso0))]))) : THM

Now the definition of iterate is retrieved with its consistency proof obligation discharged.
SML

val iterate_def = conv_rule(MAP_C' let_conv)(get_spec™iterate™);

HOL output

iterate_def = F VY s i si f
o iterate f ([], s) = (s, [])
A iterate f (si 7 [i], s)
= (Fst (f (i, Fst (iterate f (si, s)))),
Snd (iterate f (si, s)) 7~ [Snd (f (i, Fst (iterate f (si, s))))])
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4.2 Lemma4

SML

HOL output

push_goal([],” Lemma4™);

a(rewrite_tac[Lemma4 ,secureStf _def ,secureltf _def]);

a strip_tac;

(xx need to reorder variables xx)

a(REPEAT V_tac);

a(MAP_EVERY intro_¥_tac[("s2,\"s27),(Ts1 7,51 7),(Te,Te™),(Tsig ", sin)]);
a(REV

LIST_INDUCTION _T" si; 'asm_tac);

Tactic produced 2 subgoals:

(x sk Goal "1" k% )

(x 2 %)

(x 1 %)

(% 7F %)

Y S1 S2 i] ig Cc
o hide (¢, s1) = hide (¢, sg) A ([i1], [i2]) € same_ins ¢
= hide (¢, Fst (SSQLtf (i, $1)))
= hide (c, Fst (SSQLtf (iz2, s2)))
A ([Snd (SSQLtf (is, s1))], [Snd (SSQLtf (iz, sz2))]) € same_outs ¢
"Vsic
e — ¢ dominates Snd ¢
= hide (¢, s) = hide (¢, Fst (SSQLtf (i, s)))
A = ¢ dominates Fst (Snd (SSQLtf (i, s)))”

"V sig ¢ 81 S»
o hide (¢, s;) = hide (¢, s2) N ([], siz) € same_ins ¢
= hide (c, Fst (iterate SSQLtf ([], s1)))
= hide (c, Fst (iterate SSQLtf (siz, s2)))
A (Snd (iterate SSQLtf ([], s1)),
Snd (iterate SSQLtf (sig, s2))) € same_outs ¢
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SML

a V_tac;

a(REV _LIST_INDUCTION _T" sig asm_tac);

(% sk Goal "1.1" sk )

(% *%x Siy, sig both empty *xx x)
a(rewrite_tac[iterate_def ,same_ins_def ,same_outs_def]);
(% #xx Goal "1.2" xxx %)

(% *%% si; empty, Sip non empty xxx %)

a(REPEAT V_tac);

a(POP_ASM_T ante_tac);

(
(
a(cases_tac™ ¢ dominates Snd last?’THEN asm_rewrite_tac|]);
a(lemma_tac™ (hide (¢, Fst (iterate SSQLtf (siz, s2)))

a(rewrite_tacliterate_def ,same_ins_def ,same_outs_def]);

= hide (c, Fst (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))

A =(c dominates F'st

(Snd (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))"

THEN _LIST]asm_prove_tac[],asm_rewrite_tacl]]);
a =_tac;
a(=_tac THEN asm_rewrite_tac[]);

a(DROP_NTH_ASM_T 3 (ante_tac o list_¥_elim["c¢"\"s; \Tsp) THEN asm_rewrite_tacl]);
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HOL output

(x 3 %)

(+ 2 %)

(x 1 %)

(¢ skk Goal "2" sxx *)

Y S1 S2 i] iQ C
e hide (¢, s;) = hide (¢, s2) N ([i1], [i2]) € same_ins ¢
= hide (¢, Fst (SSQLtf (ig, s1)))
= hide (c, Fst (SSQLtf (iz2, s2)))
A (18nd (SSQLIf (i1, 51), [Snd (SSQLIf (is, 52)))
€ same_outs c’
"Vsic
e - ¢ dominates Snd i
= hide (¢, s) = hide (¢, Fst (SSQLtf (i, s)))
A = ¢ dominates Fst (Snd (SSQLtf (i, s)))”
"V sig ¢ 81 $2
e hide (¢, s1) = hide (¢, sg) A (sig, sig) € same_ins c
= hide (c, Fst (iterate SSQLtf (siy, s1)))
= hide (c, Fst (iterate SSQLtf (siz, s2)))
A (Snd (iterate SSQLtf (siq, s1)),
Snd (iterate SSQLtf (siz, s2))) € same_outs ¢

(x 7 %) "V last sig ¢ s1 S2

e hide (¢, s1) = hide (¢, sg) A (sig 7 [last], sig) € same_ins c

= hide (c, Fst (iterate SSQLtf (si; ™ [last], s1)))
= hide (c, Fst (iterate SSQLtf (siz, s2)))
A (Snd (iterate SSQLtf (si; ~ [last], s1)),
Snd (iterate SSQLtf (siz, s2))) € same_outs ¢
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SML
(xx need to reorder variables xx)
a(REPEAT V_tac);
a(MAP_EVERY intro_¥_tac[("s2 " s27),(Ts1 51 7),(Te™,Te™),(Tlast M last™)]);
a(POP_ASM_T ante_tac);
a(REV_LIST_INDUCTION _T" sigasm_tac);
(% #xx Goal "2.1" sxx %)
(% *%% Si; non empty, Sig empty x*x %)
a(rewrite_tac[iterate_def ,same_ins_def ,same_outs_def]);
a(=_tac THEN REPEAT V_tac);
a(cases_tac™ ¢ dominates Snd last7'THEN asm_rewrite_tac[]);
a(lemma_tac™ (hide (c, Fst (iterate SSQLtf (siz, s1)))
= hide (¢, Fst (SSQLtf (last, Fst (iterate SSQLtf (siz, s1))))))
A =(c dominates Fst
(Snd (SSQLtf (last, Fst (iterate SSQLtf (siz, $1))))))”
THEN _LIST|list_asm_ante_tac (map get_asm[1,3]) THEN prove_tac]],
asm_rewrite_tac(]]);
a =_tac;
a(DROP_NTH_ASM_T 6 (ante_tac o list_V_elim["[]:(Query x Class)LIST," ¢ \Fs; 7T s27])
THEN asm_rewrite_tac[iterate_def));

SML

(% #xx Goal "2.2" sxx %)

(% *%x siy, sig both non empty s** )

a (V-tac THEN POP_ASM_T ante_tac);

a(rewrite_tac[iterate_def ,same_ins_def ,same_outs_def]);

a(=_-T asm_tac THEN =_tac);

a(REPEAT V_tac);

a(cases_tac™ ¢ dominates Snd last’ THEN cases_tac™ ¢ dominates Snd last’™
THEN asm_rewrite_tac[] THEN =_tac);
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HOL output

Tactic produced 4 subgoals:
(% *xx Goal "2.2.1" xxx %)

(x 9x%) "V s; 82102 ¢C
e hide (¢, s1) = hide (¢, sg) A ([i1], [i2]) € same_ins ¢
= hide (¢, Fst (SSQLtf (iz, s1))) = hide (¢, Fst (SSQLtf (iz, s2)))
A ([Snd (SSQLtf (iz, s1))], [Snd (SSQLtf (iz, s2))]) € same_outs ¢
(* 8 %) "V sice— c dominates Snd i
= hide (c, s) = hide (¢, Fst (SSQLtf (i, s)))
A = ¢ dominates Fst (Snd (SSQLtf (i, s)))”
(x 7 %) "(V sig c s; $2 ® hide (¢, s;) = hide (¢, s2)
A siz | {(q, )¢ dominates ¢’}
= sig | {(q, ¢')|c dominates ¢’}
= hide (c, Fst (iterate SSQLtf (siy, s1)))
= hide (¢, Fst (iterate SSQLLtf (siz, s2)))
A Snd (iterate SSQLtf (siz, s1)) | {(¢, d)|c dominates ¢’}
= Snd (iterate SSQLLf (sig, sz2)) | {(¢, d)|c dominates c'})
= (V last ¢ s; sz ® hide (¢, s;) = hide (c, s2)
A (if ¢ dominates Snd last
then (si; | {(q, ¢')|c dominates ¢'}) ™ [last]
else si; | {(q, ¢')|c dominates c'})
= sip | {(q, ¢')|c dominates ¢’}
= hide(c,Fst(SSQLtf (last,Fst (iterate SSQLtf (siz, s1)))))
= hide (c, Fst (iterate SSQLtf (siz, s2)))
A (if ¢ dominates Fst(Snd(SSQLtf (last,
Fst (iterate SSQLtf (siz, s1)))))
then
(Snd (iterate SSQLtf (siz, s1)) | {(¢, d)|c dominates ¢'})
™ [Snd(SSQLtf (last,Fst (iterate SSQLtf (siz, s1))))]
else
Snd (iterate SSQLtf (siz, s1)) | {(¢/, d)|c¢ dominates ¢'})
= Snd (iterate SSQLtf (sig, s2)) | {(¢, d)|c dominates ¢'})7
(x 6 %) "V sig c s; s ® hide (¢, s;) = hide (¢, $2)
A sip | {(q, ¢')|c dominates '} = sig | {(q, ¢')|c dominates '}
= hide (c, Fst (iterate SSQLtf (siy, s1)))
= hide (c, Fst (iterate SSQLtf (siz, s2)))
A Snd (iterate SSQLtf (siz, s1)) | {(¢, d)|c dominates ¢’}
= Snd (iterate SSQLtf (sig, s2)) | {(c¢, d)|c dominates ¢’}
Tc dominates Snd last™

*
*

Tc¢ dominates Snd last’™

"hide (l” Q1> — hide (/’, Qn)j

Tsiy | {(q, ¢)|c dominates '} = sig | {(q, ¢)|c dominates ¢’} Page 16 of 25
Clast’ = last™

*
*

*
*

*
*
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HOL output

(x 7= %) Thide(c,Fst(SSQLtf (last’, Fst (iterate SSQLtf (siz, s1)))))
= hide(c,Fst(SSQLtf (last, Fst (iterate SSQLtf (sig, s2)))))
A (if ¢ dominates Fst(Snd(SSQLtf (last’,Fst(iterate SSQLtf (siy, s1)))))
then
(Snd (iterate SSQLtf (siz, s1)) | {(¢, d)|c dominates ¢'})
~ [Snd(SSQLtf
(last’, Fst (iterate SSQLtf (siy, s1))))]
else
Snd (iterate SSQLtf (siz, s1)) | {(¢/, d)|c dominates ¢'})
= (if ¢ dominates Fst(Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
then
(Snd (iterate SSQLtf (sig, s2)) | {(¢, d)|c dominates ¢'})
™ [Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))]
else
Snd (iterate SSQLtf (siz, s2)) | {(¢/, d)|c¢ dominates ¢'})™

SML

a(POP_ASM _T rewrite_thm_tac);
a(DROP_NTH_ASM_T 5(ante_tac o list_¥_elim["siz™,"¢\Fs; 7" s27));
a(asm_rewrite_tac]] THEN =_tac);
a(DROP_NTH_ASM_T 9(asm_tac o rewrite_rule[same_ins_def ,same_outs_def]));
a(list_spec_nth_asm_tac 1 ["Fst (iterate SSQLtf (siz, s1))7,
TFst (iterate SSQLf (sig, s2))7, last™,Tlast™,"c7));
a(POP_ASM_T (ante_tac o rewrite_rule[[-thm6]));
a(REPEAT strip_tac THEN asm_rewrite_tac]]);
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HOL output
(% sk Goal "2.2.2" sxx x)

(x 8 %) "Vs; 82512 ¢C
e hide (c, s;) = hide (¢, s2) N ([i1], [i2]) € same_ins ¢
= hide (¢, Fst (SSQLtf (iy, s1))) = hide (¢, Fst (SSQLtf (iz, s2)))
A ([Snd (SSQLtf (is, s1))], [Snd (SSQLtf (iz, s2))]) € same_outs ¢

¢ dominates Snd last™
-

*
*

= ¢ dominates Snd last’”

Thide (c, s;) = hide (c, s2)”

Tsig | {(q, ¢')|c dominates ¢’}

= (siz | {(q, ¢')|c dominates ¢'}) ™ [last]™

*
*

A~ o~ o~
*

~ D W A
*

S— N N N

*
*

(x 7& %) Thide(c,Fst(SSQLtf (last’, Fst (iterate SSQLtf (siz, $1)))))
= hide(c,Fst(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
A (if ¢ dominates Fst(Snd(SSQLtf (last’,Fst(iterate SSQLtf (sis, s1)))))
then
(Snd (iterate SSQLtf (siz, s1)) | {(c, d)|c dominates ¢'})
™ [Snd(SSQLtf
(last’, Fst (iterate SSQLtf (siz, s1))))]
else
Snd (iterate SSQLtf (siz, s1)) | {(¢/, d)|c dominates c'})
= (if ¢ dominates Fst(Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
then
(Snd (iterate SSQLtf (sig, s2)) | {(c’, d)|c dominates c'})
™ [Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))]
else

Snd (iterate SSQLtf (sizg, s2)) | {(¢/, d)|c dominates ¢'})™
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SML
a(lemma_tac” (hide (c, Fst (iterate SSQLtf (sis, s1)))
= hide (c, Fst (SSQLtf (last’, Fst (iterate SSQLtf (siz, s1))))))
A —(c dominates Fst
(Snd (SSQLtf (last’, Fst (iterate SSQLtf (siz, s1))))))”
THEN _LIST|list_asm_ante_tac (map get_asm[3,7]) THEN prove_tac]],
asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 7 (ante_tac o list_V_elim["sio ™ [last]","c "\ "s1 " s27)));
a(asm_rewrite_tacliterate_def]);

HOL output

(x *xx Goal "2.2.3" sxx x)

(x 8 %) "V s; 8207 ig c
e hide (¢, s;) = hide (¢, s2) N ([i1], [i2]) € same_ins ¢
= hide (c, Fst (SSQLtf (i1, s1))) = hide (¢, Fst (SSQLtf (iz, s2)))
A ([Snd (SSQLtf (is, s1))], [Snd (SSQLtf (iz, sz2))]) € same_outs ¢

(x 4 %) "= ¢ dominates Snd last™

(x 8 %) "¢ dominates Snd last’”

(* 2 %) Thide (¢, s;) = hide (¢, sz2)”

(x 1 x) T(siz | {(q, ¢)|c dominates ¢'}) ™ [last’] = siz | {(q, ¢)|c dominates ¢'}7

(x 7 %) Thide(c,Fst(SSQLtf (last’, Fst (iterate SSQLtf (siz, s1)))))
= hide(c,Fst(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
A (if ¢ dominates Fst(Snd(SSQLtf (last’ Fst(iterate SSQLtf (siz, $1)))))
then
(Snd (iterate SSQLtf (sis, s1)) | {(¢/, d)|c dominates c'})
~ [Snd(SSQLLf
(last’, Fst (iterate SSQLtf (siy, s1))))]
else
Snd (iterate SSQLtf (siz, s1)) | {(¢/, d)|c¢ dominates ¢'})
= (if ¢ dominates Fst(Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
then
(Snd (iterate SSQLtf (sig, s2)) | {(¢/, d)|c dominates c'})
™ [Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))]
else
Snd (iterate SSQLtf (siz, s2)) | {(¢/, d)|c¢ dominates ¢'})7
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SML
a(lemma_tac” (hide (c, Fst (iterate SSQLtf (siz, s2)))

= hide (c, Fst (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))

A —(c dominates Fst

(Snd (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))"
THEN _LIST|list_asm_ante_tac (map get_asml[4,7]) THEN prove_tac]],
asm_rewrite_tacl]]);

a(DROP_NTH_ASM_T 8 ante_-tac THEN DROP_NTH_ASM_T 7 rewrite_thm_tac);
a(=_T (ante_tac o list_V_elim["last’" "¢ \"s; " s27));

a(asm_rewrite_tac[]);

HOL output

(% *xx Goal "2.2.4" *xx x)

(x 8 %) "V s; 820112 ¢C
e hide (¢, s;) = hide (¢, s2) N ([i1], [i2]) € same_ins ¢
= hide (¢, Fst (SSQLtf (i1, s1))) = hide (c, Fst (SSQLtf (iz, s2)))
A ([Snd (SSQLtf (iz, s1))], [Snd (SSQLtf (iz, s2))]) € same_outs ¢

r

*
*

= ¢ dominates Snd last™
"= ¢ dominates Snd last’”
Thide (¢, s;) = hide (¢, s2)”

Tsiy | {(q, )¢ dominates '} = siz | {(q, ¢)|c dominates ¢'}”

*

*
~ DS Lo B
*

*

~— — '

*

,\,\/\/\.
*

(x 7= %) Thide(c,Fst(SSQLtf (last’, Fst (iterate SSQLtf (siz, s1)))))
= hide(c,Fst(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
A (if ¢ dominates Fst(Snd(SSQLtf (last’,Fst(iterate SSQLtf (sis, s1)))))
then (Snd (iterate SSQLtf (siz, s1)) | {(¢', d)|c dominates ¢'})
™ [Snd(SSQLtf (last’, Fst (iterate SSQLtf (siz, s1))))]
else Snd (iterate SSQLtf (siy, s1)) | {(c, d)|c dominates c'})
= (if ¢ dominates Fst(Snd(SSQLtf (last, Fst (iterate SSQLtf (siz, s2)))))
then (Snd (iterate SSQLtf (sig, s2)) | {(c, d)|c dominates c¢'})
™ [Snd(SSQLtf (last, Fst (iterate SSQLLf (sig, s2))))]
else Snd (iterate SSQLtf (siz, s2)) | {(¢/, d)|c¢ dominates ¢'})™
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SML
a(lemma_tac " (hide (¢, Fst (iterate SSQLtf (siy, s1)))
= hide (c, Fst (SSQLtf (last’, Fst (iterate SSQLtf (siz, s1))))))
A —(c dominates Fst
(Snd (SSQLtf (last’, Fst (iterate SSQLtf (siz, s1))))))
A (hide (c, Fst (iterate SSQLtf (siz, s2)))
= hide (c, Fst (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))
A —(c¢ dominates Fst
(Snd (SSQLtf (last, Fst (iterate SSQLtf (siz, s2))))))"
THEN _LIST|list_asm_ante_tac (map get_asm[3,4,7]) THEN prove_tac]],
asm_rewrite_tacl]]);
a(DROP_NTH_ASM_T 2 (rewrite_thm_tac o eq_sym_rule));
a(DROP_NTH_ASM_T 8 (rewrite_thm_tac o eq-sym_rule));
a(list_asm_ante_tac (map get_asm|[3,4,7)) THEN prove_tac|));
val lemmas _thm = save_pop_thm" Lemma4";

5 PROOF OF Lemmad

SML
push_goal([],” Lemmab™);
a(rewrite_tac[Lemmad ,secureltf _def ,behaviours_def ,SSQLam_def
secure_def ,eq_sym_rule SSQLtf _def]);
a(REPEAT strip_tac);
a(list_spec_nth_asm_tac 2 ["isstate™,isstate™,” si1 7,7 si27 clear™));

val lemmad _thm = save_pop_thm" Lemmad";

6 REMAINING PROOF

Taking the main theorem to be proven, from the proof strategy document,[5], we can simplify the
result using the proofs of Lemma3, Lemma4 and Lemmas.

SML
‘val main_thm1l = save_thm("main_thm1",
‘ rewrite_rule[lemma3_thm,lemmad _thm,lemma5 _thm|main_thm);

HOL output

‘main_thml =+ Lemmal = behaviours SSQLam € secure

where Lemmal, from the proof strategy document [5], is:

‘ 7+ hide € secureHide A (hide,updateState) € secureUpdate
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7 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

| pop-pe();
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8 THE THEORY {ef009

8.1 Parents

fefoor

8.2 Children

fefo10

8.3 Constants

iterate_witness
("QUERY x Class) x 'STATE — 'STATE x Class x '"DATA)
— 'STATE
— ('QUERY x Class) LIST
— 'STATE x (Class x '"DATA) LIST

8.4 Definitions

iterate_witness
FVsisif
o iterate_witness f s [|] = (s, [])
A iterate_witness f s (Cons i si)
= (Fst (f (i, Fst (iterate_witness f s si))),
Snd (iterate_witness f s si)

Q [Snd
(f
(4,
Fst
(iterate_witness
f
si)))])

8.5 Theorems

Lemma3 F Lemma3
iterate_consistent
F Consistent
(X iterate’
eV sisif
o iterate’ f ([], s) = (s, [])
A (let sso = iterate’ f (si, )
in iterate’ f (si @ [i], s)
= (Fst (f (i, Fst sso)),
Snd sso @ [Snd (f (i, Fst ss0))])))
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Lemma4 F Lemmay

Lemmab F Lemmad

main_thm1l F Lemmal = behaviours SSQLam € secure
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