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1 GENERAL

1.1 Scope

This document completes the formal Phase 1 proof that the behaviour of the SSQL abstract machine
is secure. It constitutes part of deliverable D6 of work package 1c, as given in section 7 of the Secure
Database Technical Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof that the behaviour of the SSQL
abstract machine is secure.
In the proof strategy document, [2], we state the main_thm:

HOL output

main_thm =+ Lemmal N Lemma3 N Lemmaj N Lemmab = behaviours SSQLam € secure

This result is progressed by the proofs of Lemma8, Lemma4 and Lemmad in the unwinding proof
document [3] to give main_thm1:

HOL output

main_thml = F Lemmal = behaviours SSQLam € secure

Lemmal is the requirement on the critical components hide and updateState.
Lemmal

‘ 7+ hide € secureHide N (hide,updateState) € secureUpdate

In [4], a formal proof of the first conjunct of Lemmal is given. In [5], formal proofs of the third and
fourth conjuncts of the second conjunct of Lemmal are given. In [6] and [7], formal proofs of the
first and second conjuncts of the second conjunct of Lemmal are given for hideR and updateStateR.
In this document, we prove Lemmal by using the results from [4], [5], [6] and [7] together with a
formal proof that updateStateR maintains the invariant on the representation state.

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef015.
SML

‘ open_theory "fef013";

‘(fome-delete-theory "fef015" handle - => ());

‘ new_theory" fef015";

‘push_ merge_pcs["hol","wrk049" " wrk049a" " pairl "] ;
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3 Lemmal

3.1 Relationship between updateState and updateStateR

We first prove that if updateStateR maintains the invariant on the representation state, then hide
and updateState satisfy the relation secureUpdate.
SML
push_goal([],
"(V clear s u o isState s = isState(F'st(updateStateR(clear,u,s))))
= (hide,updateState) € secureUpdate™);
a(REPEAT strip-tac THEN rewrite_tac[conjuncts secure Update_def ,hide_def]);
a(LEMMA_T™(V ¢ s1 sz e
e absState (hideR (c, repState s1))
= absState (hideR (c, repState sz))
= Snd (updateState (c, e, s;)) = Snd (updateState (c, e, s2)))”

rewrite_thm_tac);

SML

(¢ sk Goal "1" sx% )

a(REPEAT strip_tac);
a(strip_asm_tac(V_elim" s VisState_lemma));
a(strip_asm_tac(V_elim" sg isState_lemma));
a(be_tac[congunct3,eq-sym_rule(all_-V_elim hide_eq_lemma)));
a(fe_tac[hideR_lemmal);

a(spec_nth_asm_tac 2 "c7);
a(spec_nth_asm_tac 2 "c7);

(

a(strip-asm_tac(list_¥V_elim["hideR (c, repState s;)7," hideR (c, repState sz)]isState_lemma?2));

SML
(x sk Goal "2" sk x)
a(LEMMA_T"™ c; co s1 sz €
o absState (hideR (cy, repState si))
= absState (hideR (cy, repState s2))
A ¢y dominates cg
= absState
(hideR (cy, repState (Fst (updateState (cz, e, s1)))))
= absState
(hideR (cy, repState (Fst (updateState (cg, e, $2)))))”

rewrite_thm_tac);
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SML
(x sk Goal "2.1" sk %)
a(REPEAT strip_tac);
a(strip-asm_tac(V_elim" sy VisState_lemma));
a(strip_asm_tac(V_elim"s; isState_lemma));
a(fe_tac[hideR_lemmal);
a(spec_nth_asm_tac 2 "c;7);
a(spec_nth_asm_tac 2 "c;7);
a(strip_asm_tac(list_V_elim["hideR (cy, repState s;1)7,
ThideR (cy, repState sz)7]isState_lemma?2));
a(LEMMA_T"e = (Fst e,Snd €)' pure_once_asm_rewrite_thm_tac
THEN _LIST [rewrite_tac|[],rewrite_tac[updateState_def]));
a(list_spec_nth_asm_tac 10["cy,"repState s; 7,7 e));
a(list_spec_nth_asm_tac 11" cy " repState sz, e));

a(list_spec_nth_asm_tac 1["cz " e7));

(
(
a(fe_tac[conjunct?]);
(
a(fe_tac[isState_lemmal]| THEN asm_rewrite_tac|]);

SML

(¢ skk Goal "2.2" skx x)

a(REPEAT strip_tac);

a(strip_asm_tac(V_elim" s isState_lemma));

a(fe_tac[hideR_lemmal);

a(spec_nth_asm_tac 1 "cp™);

a(DROP_NTH_ASM_T 4 ante_tac);

a(LEMMA_T"e = (Fst e,Snd €)' pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],rewrite_tac[updateState_def]]);

a(asm_fc_tacl]);

a(list_spec_nth_asm_tac 2["c; " eT));

a(fe_tac[hideR_lemmal);

a(spec_nth_asm_tac 1 "cp™);

a(fe_taclisState_lemmal| THEN asm_rewrite_tac|]);

a(=_tac THEN swap_nth_asm_concl_tac 1);

a(strip_asm_tac(list_V_elim["hideR (cz, repState s)7,

ThideR (cg, Fst (updateStateR (ci, e, repState s))) isState_lemma?2));

a(fe-taclcongunct1));

val updateStateR_updateState_lemma = save_pop_thm"updateStateR_updateState_lemma";

HOL output

updateStateR_updateState_lemma =

F (Y clear s u
e isState s = isState (Fst (updateStateR (clear, u, s))))
= (hide, updateState) € secureUpdate
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3.2 Proof that the Invariant on the State is Maintained

We now prove that the invariant on the representation state is maintained.

3.2.1 insertQuery Lemma

SML
push_goal([],”V ¢ i ns s ts e isState s A tabFEzists ¢ i s
= isState(Fst(insertQuery(c,(i,ds),s,getTable i s)))7);
a(rewrite_tac[get_spec”isState™,get_spec” StateS™,—+_def ,N_def,
rewrite_rule[dom_def|tabExists_def ,get Table _ def]
THEN REPEAT V_tac THEN strip_tac);
a(LIST_-DROP_NTH_ASM_T|[2,3)(MAP_EVERY (fn _ => id_tac)));
a(strip-asm_tac(list_¥_elim["s7," Front i,"yat_thm1));

a(rewrite_tac[insertQuery-def ,changeSpec_def]);

SML
a(cases_tac™— Elems
(Map
(MEkRow c
o colDefaults
c
(Dir_tables
(s @ Front 1)
Q Last 1))
ds)
C RowS™
THEN asm_rewrite_tac|]);
a(POP_ASM_T ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN POP_ASM_T rewrite_thm_tac THEN REPEAT strip_tac);

SML
(% sk Goal "1" sk %)
a(DROP_NTH_ASM_T 5 ante_-tac THEN
rewrite_tac[« _def ,get_spec” IdeL™,get_spec” DirectoryS™~,N_def ,x _def,
get_spec” Universe ,rel_ext_clauses,get_spec"$P|THEN REPEAT = _tac);
a(asm_fe_tacl));
a(POP_ASM _T ante_tac THEN rewrite_tac|-~_def ,N_def ,®_single]
THEN REPEAT strip_tac);
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SML
(% sk Goal "1.1" s%x x)
a(POP_ASM_T rewrite_thm_tac THEN rewrite_tac[get_spec” MkDirectory™]);
a(strip-asm_tac(list_V_elim[" Dir_tables y " Last i7"y’ "|at_thm1));
a(DROP_NTH_ASM_T 6 ante_-tac THEN POP_ASM_T rewrite_thm_tac THEN =_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN
rewrite_tac[«_def ,get_spec” Ide,conv_rule(MAP_C' let_conv)(get_spec” TableSpecS™),
N-def ,x_def ,get_spec™ Universe,rel_ext_clauses,get_spec” $P7|
THEN REPEAT = _tac);
a(rewrite_tac[®_single] THEN strip_tac THEN strip_tac THEN strip_tac);

SML

(% sk Goal "1.1.1" sk %)

a(POP_ASM _T rewrite_thm_tac);
a(rewrite_tac[replaceRows_def ,get_spec™ MkTableSpec™);
asm_fe_tac[|[ THEN REPEAT strip_tac);

(

a(

a(fe_tac[€;-"_thm| THEN asm_fc_tac|));
(
(

a(POP_ASM_T (strip-asm_tac o rewrite_rule|€;_elems_thm)));
a(fe_tac[C_def] THEN asm_fc_tac|));

SML

(% *xx Goal "1.1.2" xxx x)

a(asm_fe_tac[] THEN asm_rewrite_tacl]);

(% sk Goal "1.2" sxx x)

a(POP_ASM _T rewrite_thm_tac THEN rewrite_tac|get_spec” MkDirectory™));

a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac|functional_def ,&_single]
THEN REPEAT strip_-tac THEN_TRY asm_rewrite_tac|]);

a(asm_fe_tac[] THEN asm_fc_tac]));

(% swrk Goal "1.3" sxx x)

a(asm_fc_tacl]);

a(POP_ASM_T (strip_asm_tac o rewrite_rule[-_def ,N_def]));

(% sk Goal "1.4" s%x x)

a(asm_fe_tacl));

a(POP_ASM_T (strip-asm_tac o rewrite_rule[-~_def ,N_def]));

SML

(x sk Goal "2" sk x)

a(DROP_NTH_ASM_T 4 ante_tac THEN rewrite_tac[functional_def ,®_single]
THEN REPEAT strip_-tac THEN_TRY asm_rewrite_tac|]);

a(asm_fe_tac[] THEN asm_fc_tacl));

val isState_insertQuery_lemma = save_pop_thm"isState_insertQuery_lemma";
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HOL output

‘isState-insertQuery-lemma =

‘l— Y cinssts

‘ e isState s A tabEzists ¢ i s

‘ = isState (Fst (insertQuery (c, (i, ds), s, getTable i s)))

3.2.2 deleteQuery Lemma

SML

push_goal([],”V ¢ i ns s ts e isState s A tabFEzists ¢ i s

= isState(deleteQuery(c,(i,ns),s,getTable i s))7);
a(rewrite_tac[get_spec”isState™,get_spec” StateS™,—+_def ,N_def,

rewrite_rule[dom_def|tabExists_def ,get Table _ def]

THEN REPEAT V_tac THEN strip_tac);
a(LIST_-DROP_NTH_ASM_T|[2,3/(MAP_EVERY (fn _ => id_tac)));
a(strip_asm_tac(list_¥_elim["s7," Front i7"y at_thm1));
a(rewrite_tac|deleteQuery-def ,changeSpec_def]);
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac

THEN REPEAT strip_tac);

SML
(% sk Goal "1" s k)
a(DROP_NTH_ASM_T 4 ante_tac THEN

rewrite_tac[—_def ,get_spec” IdeL™,get_spec” DirectoryS™~,N_def ,x _def,
get_spec” Universe,rel_ext_clauses,get_spec” $P|THEN REPEAT =_tac);
a(asm_fe_tacl));
a(POP_ASM_T ante_tac THEN rewrite_tac|-~_def ,N_def ,B_single]
THEN REPEAT strip_tac);

SML

(% sk Goal "1.1" sxx x)

a(POP_ASM _T rewrite_thm_tac THEN rewrite_tac[get_spec” MkDirectory™]);

a(strip-asm_tac(list_NV_elim[" Dir_tables y " Last i7"y’ "|at_thm1));

a(POP_ASM_T rewrite_thm_tac);

a(DROP_NTH_ASM_T 3 ante_tac THEN
rewrite_tac[«—_def ,get_spec” Ide,conv_rule(MAP_C let_conv)(get_spec” TableSpecS™),
N-def ,x_def ,get_spec” Universe,rel_ext_clauses,get_spec” $P7|
THEN REPEAT =_tac);

a(rewrite_tac[®_single] THEN strip_tac THEN strip_tac THEN strip_tac);
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SML

(% sk Goal "1.1.1" s%x x)

a(POP_ASM _T rewrite_thm_tac);
a(rewrite_tac[replaceRows_def ,get_spec” MkTableSpec™);
a(asm_fe_tac[| THEN REPEAT strip_tac);
a(fe_tac[€;-extract_thm] THEN asm_fc_tacl]);

(% *xx Goal "1.1.2" xxx %)

a(asm_fc_tac[| THEN asm_rewrite_tacl]);

SML

(% #xx Goal "1.2" sxx %)

a(POP_ASM_T rewrite_thm_tac THEN rewrite_tac|get_spec” MkDirectory™));

a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac[functional - def ,®_single]
THEN REPEAT strip_tac THEN_TRY asm_rewrite_tacl]);

a(asm_fc_tac]] THEN asm_fc_tacl]);

(¢ skk Goal "1.3" skx x)

a(asm_fe_tacl));

a(POP_ASM_T (strip_asm_tac o rewrite_rule[-+_def ,N_def]));

(% sk Goal "1.4" s%x x)

a(asm_fc_tacl]);

a(POP_ASM_T (strip_asm_tac o rewrite_rule[-_def ,N_def]));

SML

(¢ skk Goal "2" sxx *)

a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac[functional - def ,®_single]
THEN REPEAT strip_tac THEN_TRY asm_rewrite_tacl]);

a(asm_fc_tac]] THEN asm_fc_tacl]);

val isState_deleteQuery_lemma = save_pop_thm"isState_deleteQuery_lemma";

HOL output
‘isState-deleteQuery_lemma =

‘l— Ycinssts

‘ e isState s A tabExists ¢ i s

‘ = isState (deleteQuery (c, (i, ns), s, getTable i s))
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3.2.3 Update Lemmas

SML

push_goal([],”¥ r ¢ tc u @ 7 € RowS A isVal(updateRow ¢ tc (u, 1))
= destVal (updateRow c tc (u, r)) € RowS™);
a(REPEAT strip_tac);
a(POP_ASM_T (strip_asm_tac o rewrite_rule[is Val_def]));
a(asm_rewrite_tac[destVal_def]);
a(POP_ASM_T ante_tac THEN rewrite_tac|updateRow_def]);
a(cases_tac™— u € Functional™ THEN
cases_tac” ((RelCombine u (R_data T)
5 Graph (updateField c tc))
> {z|isError z})
¢ Graph destError
= {}"
THEN asm_rewrite_tac[—giveError_eq_give Val_thm,give Val _eq_thm)]);
a(=_T (rewrite_-thm_tac o eq_sym_rule));
a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac|get_spec” RowS
THEN conv_tac(MAP_C let_conv)
THEN PC_T1 "holl"rewrite_tac[<_def ,x _def ,get_spec” Num™,get_spec” DataS™,~+_def]);
a(rewrite_tac[get_spec” MkRow™, functional_def ,®_thm,rel_combine_def]);
a(REPEAT strip_tac);
SML
(% sk Goal "1" sk x)
a(asm_fc_tac[| THEN asm_fc_tac]]);
(¢ skk Goal "2" sx% *)
a(asm_fe_tac[] THEN asm_fc_tacl));
(% sk Goal " 3" sk k)
a(asm_fc_tac[| THEN asm_fc_tac]]);
(x sk Goal "4" k% *)
a(DROP_NTH_ASM_T 11(strip-asm_tac o rewrite_rule[functional_def]));
a(asm_fe_tac[] THEN asm_fc_tacl));
a(asm_rewrite_tac[]);
a(LEMMA_T™2" = (Fst 2",Snd 2")7 pure_once_asm_rewrite_thm_tac
THEN _LIST [rewrite_tac|],id_tac]);
a(LEMMA_T™2"" = (Fst 2""",Snd 2"")" pure_once_asm_rewrite_thm_tac
THEN _LIST [rewrite_tac[],rewrite_tacl]]);

val isState_updateRow_lemma = save_pop_thm"isState_update Row_lemma";

HOL output

isState_updateRow_lemma =+ VY r ¢ tc u

e r € RowS A isVal (updateRow ¢ tc (u, r))
= destVal (updateRow ¢ tc (u, 1)) € RowS
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SML
push_goal([]fY r ct u e
u € Functional
A ((RelCombine
((revealRow ¢ t)~ § u)
(ListRel (TS_rows t))
s Graph (updateRow ¢ (TS _class t)))
> {z|isError x})
s Graph destError
={}
A (Y rer e (TS_rows t) = r € RowS)
= (r
€; (RelList
(ListRel (TS_rows t)
@ (RelCombine
((revealRow ¢ t)~ 4 u)
(ListRel (TS_rows t))
5 Graph (updateRow ¢ (TS-class t)))
5 Graph destVal)) = r € RowS)™);

SML

a(rewrite_tac[revealRow_def]) THEN REPEAT V_tac);

a(lemma_tac™3 | o TS rows t = I"THEN_LIST
[prove_3_tac,POP_ASM_T rewrite_thm_tac));

a(REV_LIST_INDUCTION _T"["asm_tac);

(x sk Goal "1" sk %)

a(rewrite_tac[€;_def ,®_null_thm2,rel_list_null_thm| THEN REPEAT strip_tac);
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SML

(x sk Goal "2" sk %)

a V_tac;

a(cases_tac™ ¢ dominates R_exist last’ THEN asm_rewrite_tac|]);

(¢ #xx Goal "2.1" sxx %)

a(REPEAT strip_tac);

a(fe_taclrel_combine_null_lemmal));

a(lemma_tac™(V re r €, 1 = r € RowS) A last € RowS™);

(¢ #xx Goal "2.1.1" #%x x)

a(REPEAT strip_tac);

(% *xx Goal "2.1.1.1" skx )

a(spec_nth_asm_tac 4 "r'7);

(¢ sxx Goal "2.1.1.2" k% )

a(spec_nth_asm_tac 3 "last™);

(% *xx Goal "2.1.2" xxx %)

a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac]]
THEN =_T asm_tac);

a(DROP_NTH_ASM_T 5 ante_tac);

a(cases_tac™3 up o (#(Squash (Id (Dom (ListRel (I ™ [last])
> {r|c dominates R_exist r})))),up) € u’);

SML
(% #xx Goal "2.1.2.1" skx x)
a(strip_asm_tac(list_¥_elim[" c¢,"last 717" up™,"u," ¢t ] conjunctl _lemma?2)
THEN POP_ASM_T rewrite_thm_tac);
a(REPEAT strip_tac);
(% #xx Goal "2.1.2.1.1" sxx %)
a(asm_fe_tacl));
(% sk Goal "2.1.2.1.2" sk )
a(lemma_tac™isVal(updateRow ¢ (TS_class t) (up, last))™);
(¢ skk Goal "2.1.2.1.2.1" sxx %)
a(strip_asm_tac(V_elim"™ (updateRow ¢ (TS_class t) (up, last))val_or_error_type));
a(DROP_NTH_ASM_T 10 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# | + 17, destError(updateRow ¢ (TS _class t) (up, last))7]);
a(spec_nth_asm_tac 1 "(updateRow ¢ (TS_class t) (up, last))?);
a(POP_ASM _T (strip-asm_tac o rewrite_rule[] o Y_elim "(up, last)™));
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SML

(% sk Goal "2.1.2.1.2.1.1" sxx %)

a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (I ™ [last])
> {r|c dominates R_exist r}))))7);

a(POP_ASM_T ante_tac THEN asm_rewrite_taclinv_rel_def]);
a(strip_asm_tac(list_V_elim["17,"last 7" {r|c dominates R_exist r}7|size_"_one_thm));
(% sk Goal "2.1.2.1.2.1.2" sxx %)
a(POP_ASM _T(strip_asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thm)));
(% #xx Goal "2.1.2.1.2.2" xxx x)
a(fe_taclisState_updateRow_lemma) THEN asm_fc_tac[]);

a(asm_rewrite_tac|]);

SML
(% xxx Goal "2.1.2.2" skx x)
a(LEMMA_T" RelCombine((Squash(Id(Dom
(ListRel(l ™ [last]) > {r|c dominates R_exist r}))))~ ¢ u)
(ListRel (I ™ [last]))
RelCombine((Squash(Id(Dom
(ListRel | > {r|c dominates R_exist 7}))))~ 4 u)
(ListRel 1 )™ rewrite_thm_tac);

SML
(% #xx Goal "2.1.2.2.1" sxx x)
a(asm_rewrite_tac[squash_""_thm]);
a(LEMMA_T™{(#(Squash(Id (Dom(ListRel | > {r|c
dominates R_exist r}))))
+ 1, # 1+ 1)}~
5 u = {} 'rewrite_thm_tac);
(¢ skk Goal "2.1.2.2.1.1" sxx %)
a(rewrite_tac[rel_ext_clauses,inv_rel_def[THEN REPEAT strip_tac);
a(spec_nth_asm_tac 3 "y7);
a(DROP_NTH_ASM_T 4(fn - => id_tac));
a(strip-asm_tac(list_V_elim[" 17,7 last","{r|c dominates R_exist r}"|size_squash_plusl_thm));
a conir_tac;
a(DROP_NTH_ASM_T 5 ante_tac THEN DROP_NTH_ASM_T 3 ante_tac
THEN asm_rewrite_tac|]);
(¢ skk Goal "2.1.2.2.1.2" sxx %)
a(rewrite_tac[rel_combine_one_lemmal);
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SML

(% sk Goal "2.1.2.2.2" sk )

a(strip_asm_tac(list_¥_elim[™ 17, last™," ¢\Tu "t [ conjunctl _lemmal));
a(asm_rewrite_tac|]);

a(REPEAT strip_tac THEN asm_fc_tac[]);

(% swxk Goal "2.2" sxx x)

a(REPEAT strip_tac);

a(fe-taclrel - combine_null_lemmal));

a(lemma_tac™(V re r €, 1 = r € RowS) A last € RowS™);
(% sk Goal "2.2.1" sxx x)

a(REPEAT strip_tac);

(% #xx Goal "2.2.1.1" skx x)

a(spec_nth_asm_tac 4 "r'7);

(% sk Goal "2.2.1.2" sk )

a(spec_nth_asm_tac 8 "last™);

SML

(% sk Goal "2.2.2" sxx x)

a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tacl]
THEN =_T asm_tac);

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac

[rel_combine_one_lemma,squash_"_thm]);
a(strip_asm_tac(list_V_elim[" 17" last " ¢,"u™," ¢t conjunctl _lemmal));
a(asm_rewrite_tacl]);

a(REPEAT strip_tac THEN asm_fc_tac]));
val isState_updateRows_lemma = save_pop_thm"isState_updateRows_lemma";
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HOL output
1sState_updateRows_lemma =V r ¢ t u
e u € Functional
A ((RelCombine ((revealRow c t)~ g u) (ListRel (TS_rows t))
¢ Graph (updateRow ¢ (T'S-class t)))
> {z|isError z})
s Graph destError
= {}
A (Y rer e TS rows t = r € RowS)
S
€; RelList
(ListRel (TS_rows t)
@ (RelCombine
((revealRow ¢ t)~ 4 u)
(ListRel (TS _rows t))
o Graph (updateRow ¢ (TS-class t)))
5 Graph destVal)
= r € RowS

3.2.4 updateQuery Lemma

SML
push_goal([],"V ¢ i us s ts e isState s A tabExists ¢ i s
= isState(Fst(updateQuery(c,(i,us),s,getTable i s)))7);
a(rewrite_tac[get_spec”isState™,get_spec” StateS™,+_def ,N_def,
rewrite_rule[dom_def]tabExists_def ,get Table_ def]
THEN REPEAT ¥_tac THEN strip_tac);
a(LIST_DROP_NTH_ASM_T|2,3)(MAP_EVERY (fn _ => id_tac)));
a(strip-asm_tac(list_-¥_elim["s™," Front i,"yat_thm1));

a(rewrite_tac[conv_rule(MAP_C' let_conv)updateQuery-def ,changeSpec_def]);

SML
a(cases_tac™— us € Functional? THEN asm_rewrite_tac]);
a(cases_tac™ Dom (|J (Ran us))
C{n
EX
[ ] C,
€ wvisibleCols
c
(Dir_tables y
Q@ Last 1)
N CS_posn ¢ = n}™
THEN asm_rewrite_tac|]);
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SML
a(cases_tac™ ((RelCombine ((revealRow c
(Dir_tables y
Q@ Last 1))~
5 us)
(ListRel
(TS _rows
(Dir_tables y
Q Last 1))
s Graph
(updateRow
c
(TS_class
(Dir_tables y
Q@ Last 1))))
> {z|isError z})
s Graph destError
= {}"

THEN asm_rewrite_tac|]);

SML

a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac
THEN DROP_NTH_ASM_T 3 ante_tac
THEN DROP_NTH_ASM_T 2 rewrite_thm_tac
THEN REPFEAT strip_tac);

(x sk Goal "1" sk %)

a(DROP_NTH_ASM_T 7 ante_tac THEN
rewrite_tac[« _def ,get_spec” IdeL™,get_spec” DirectoryS™,
N_def ,x _def ,get_spec” Universe,rel _ext_clauses,get _spec” $P7]
THEN REPEAT =_tac);

a(asm_fe_tacl));

a(POP_ASM_T ante_tac THEN rewrite_tac|-~_def ,N_def ,®_single]
THEN REPEAT strip_tac);
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SML
(% sk Goal "1.1" s%x x)
a(POP_ASM_T rewrite_thm_tac THEN rewrite_tac[get_spec” MkDirectory™]);
a(strip-asm_tac(list_V_elim[" Dir_tables y " Last i7"y’ "|at_thm1));
a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 6 ante_tac
THEN POP_ASM_T rewrite_thm_tac THEN REPEAT = _tac);
a(DROP_NTH_ASM_T 5 ante_tac THEN
rewrite_tac[«< _def ,get_spec” Ide,conv_rule(MAP_C' let_conv)(get_spec” TableSpecS™),
N_def ,x _def ,get_spec” Universe,rel _ext_clauses,get _spec” $P7]
THEN REPEAT = _tac);
a(rewrite_tac[®_single] THEN strip_tac THEN strip_tac THEN strip_tac);

SML

(¢ #xx Goal "1.1.1" *xx %)

a(POP_ASM _T rewrite_thm_tac);
a(rewrite_tac[replaceRows_def ,get_spec” MkTableSpec™));
a(list_spec_nth_asm_tac 2 [~ Last i","y'7);

a(REPEAT strip_tac);

a(fe_tac[isState_updateRows_lemma] THEN asm_fc_tac]]);
a(POP_ASM_T (ante_tac o VY_elim™r)THEN asm_rewrite_tac]]);
(% *xx Goal "1.1.2" xxx x)

a(asm_fc_tac[| THEN asm_rewrite_tacl]);

SML

(% sk Goal "1.2" sxx x)

a(POP_ASM _T rewrite_thm_tac THEN rewrite_tac|get_spec” MkDirectory™));

a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac|functional_def ,&_single]
THEN REPEAT strip_tac THEN_TRY asm_rewrite_tac|]);

a(asm_fe_tac[] THEN asm_fc_tacl));

(% wxk Goal "1.3" sxx x)

a(asm_fc_tacl]);

a(POP_ASM_T (strip_asm_tac o rewrite_rule[-~_def ,N_def]));

(% sk Goal "1.4" s%x x)

a(asm_fe_tacl));

a(POP_ASM_T (strip-asm_tac o rewrite_rule|-~_def ,N_def]));

SML

(¢ skk Goal "2" sxx *)

a(DROP_NTH_ASM_T 6 ante_tac THEN rewrite_tac|functional_def ,®_single]
THEN REPFEAT strip_tac THEN_TRY asm_rewrite_tac]]);

a(asm_fc_tac]] THEN asm_fc_tacl]);

val isState_updateQuery_lemma = save_pop_thm"isState_updateQuery_lemma";
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HOL output

‘isState_updateQuery-lemma =

‘l— Ycinssts

‘ e isState s N tabFExists ¢ 1 s

‘ = isState (deleteQuery (c, (i, ns), s, getTable i s))

3.2.5 State Invariant Lemma

SML
push_goal([],7V clear s e isState s = isState(Fst (updateStateR (clear, u, s)))7);
a(REPEAT strip_tac);
a(LEMMA_T"u = (Fst u,Snd )™ pure_once_asm_rewrite_thm_tac
THEN _LIST [rewrite_tac[],rewrite_tac[updateStateR_def] THEN REPEAT V_tac]);
a(strip_asm_tac(V_elim "Fst v query_type) THEN asm_rewrite_tacl]
THEN cases_tac™ Snd w = [|7 THEN asm_rewrite_tac|]
THEN cases_tac" tabExists clear (tabFromEffect (Fst w)) s 'THEN asm_rewrite_tac|]
THEN cases_tac™— clear dominates TS_class (getTable (tabFromEffect (Fst u)) s)
THEN asm_rewrite_tacl]);

SML
(* 3 subgoals — Select automatically proven x)
(¢ sokk Goal "1" sx% %)
(% Insert x)
a(DROP_NTH _ASM_T 7(strip_asm_tac o rewrite_rulelisInsert_def]));
a(DROP_NTH_ASM_T 8 ante_-tac THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac|[destInsert_def ,tabFromEffect_def| THEN =_tac);
a(fe_tac[isState_insertQuery_lemma] THEN asm_fc_tac]]);
a(POP_ASM_T (ante_tac o V_elim™Snd i));

(

a(rewrite_tacl]);

SML
(x Delete x)
a(DROP_NTH_ASM_T 7(strip_asm_tac o rewrite_rulelisInsert_def]));
a(DROP_NTH_ASM_T 8 ante_-tac THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac[destInsert_def ,tabFromEffect_def| THEN =_tac);
a(fe_taclisState_deleteQuery_lemma] THEN asm_fc_tacl]);
a(POP_ASM_T (ante_-tac o V_elim™Snd d™));

(

a(rewrite_tacl]);
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SML

(x Update x)

a(DROP_NTH_ASM_T 7(strip_asm_tac o rewrite_rule[isInsert_def]));
a(DROP_NTH_ASM_T 8 ante_-tac THEN POP_ASM_T rewrite_thm_tac);
a(rewrite_tac|destInsert_def ,tabFromEffect_def| THEN = _tac);
a(fe_taclisState_updateQuery_lemma] THEN asm_fc_tac|]);

a(POP_ASM_T (ante_tac o V_elim™Snd u'™));

a(rewrite_tacl]);

val updateStateR_lemma = save_pop_thm"updateStateR_lemma";

HOL output
‘updateStateR_lemma =FV clear s
‘ e isState s = isState (Fst (updateStateR (clear, u, s)))

3.3 Proof of Lemmal

We prove Lemmal using the results of section 3.1 and section 3.2 together with secureHide_lemma
from [4].

SML

‘val lemmal_thm =

‘ prove_rule| Lemmal ,secureHide_lemma,

‘ rewrite_rule[updateStateR_lemmalupdateStateR_updateState_lemma]” Lemmal™;

HOL output

‘val lemmal _thm =+ Lemmal

4 PROOF OF SECURITY OF SSQL

We now give the main result secureSSQL that the behaviour of the SSQL abstract machine is secure.
SML

‘val secureSSQL = save_thm("secureSSQL" ,rewrite_rule[lemmal _thm|main_thm1);

HOL output

‘secureSSQL = I behaviours SSQLam € secure

5 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

| pop-pe();
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6 THE THEORY fef015

6.1 Parents
fefo13

6.2 Theorems

updateStateR_updateState_lemma
F (VY clear s u
e isState s
= isState (Fst (updateStateR (clear, u, s))))
= (hide, updateState) € secureUpdate
isState_insertQuery_lemma
FYcinssts
e isState s A tabExists ¢ i s
= 1isState
(Fst
(insertQuery
(e, (i, ds), s, getTable i s)))
isState_deleteQuery_lemma
FYcinssts
e isState s A tabExists ¢ i s
= isState
(deleteQuery (c, (i, ns), s, getTable i s))
isState_updateRow_lemma
FVYrctecu
e r € RowS A isVal (updateRow ¢ tc (u, r))
= destVal (updateRow ¢ tc (u, r)) € RowS
isState_updateRows_lemma
FVYrctu
e u € Functional
A ((RelCombine
(revealRow ¢ t ~ § u)
(ListRel (TS_rows t))
5 Graph (updateRow ¢ (TS_class t)))
> {z|isError x})
s Graph destError
= {}
A (Y rer e TS rows t = r € RowS)
= r
€; RelList
(ListRel (TS_rows t)
@ (RelCombine
(revealRow ¢ t ~ § u)
(ListRel (TS_rows t))
5 Graph (updateRow ¢ (TS_class t)))
o Graph destVal)
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= r € RowS
isState_updateQuery_lemma
FYciussts
e isState s N tabEzists ¢ i s
= isState
(Fst
(updateQuery
(¢, (i, us), s, getTable i s)))
updateStateR_lemma
F VY clear s
e isState s
= isState (Fst (updateStateR (clear, u, s)))
secureSSQL
F behaviours SSQLam € secure
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