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1 GENERAL

1.1 Scope

This document completes the formal Phase 1 proof that the behaviour of the SSQL abstract machine
is secure. It constitutes part of deliverable D6 of work package 1c, as given in section 7 of the Secure
Database Technical Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof that the behaviour of the SSQL
abstract machine is secure.

In the proof strategy document, [2], we state the main thm:

HOL output

main thm = ⊢ Lemma1 ∧ Lemma3 ∧ Lemma4 ∧ Lemma5 ⇒ behaviours SSQLam ∈ secure

This result is progressed by the proofs of Lemma3 , Lemma4 and Lemma5 in the unwinding proof
document [3] to give main thm1 :

HOL output

main thm1 = ⊢ Lemma1 ⇒ behaviours SSQLam ∈ secure

Lemma1 is the requirement on the critical components hide and updateState.

Lemma1

?⊢ hide ∈ secureHide ∧ (hide,updateState) ∈ secureUpdate

In [4], a formal proof of the first conjunct of Lemma1 is given. In [5], formal proofs of the third and
fourth conjuncts of the second conjunct of Lemma1 are given. In [6] and [7], formal proofs of the
first and second conjuncts of the second conjunct of Lemma1 are given for hideR and updateStateR.
In this document, we prove Lemma1 by using the results from [4], [5], [6] and [7] together with a
formal proof that updateStateR maintains the invariant on the representation state.

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef015 .

SML

open theory "fef013";

(force delete theory "fef015" handle => ());

new theory"fef015";

push merge pcs["hol","wrk049","wrk049a","′pair1"] ;
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3 Lemma1

3.1 Relationship between updateState and updateStateR

We first prove that if updateStateR maintains the invariant on the representation state, then hide
and updateState satisfy the relation secureUpdate.

SML

push goal([],

p(∀ clear s u • isState s ⇒ isState(Fst(updateStateR(clear ,u,s))))

⇒ (hide,updateState) ∈ secureUpdateq);

a(REPEAT strip tac THEN rewrite tac[conjunct4 ,secureUpdate def ,hide def ]);

a(LEMMA Tp(∀ c s1 s2 e

• absState (hideR (c, repState s1 ))

= absState (hideR (c, repState s2 ))

⇒ Snd (updateState (c, e, s1 )) = Snd (updateState (c, e, s2 )))q

rewrite thm tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(REPEAT strip tac);

a(strip asm tac(∀ elimps1qisState lemma));

a(strip asm tac(∀ elimps2qisState lemma));

a(bc tac[conjunct3 ,eq sym rule(all ∀ elim hide eq lemma)]);

a(fc tac[hideR lemma]);

a(spec nth asm tac 2 pcq);

a(spec nth asm tac 2 pcq);

a(strip asm tac(list ∀ elim[phideR (c, repState s1 )q,phideR (c, repState s2 )q]isState lemma2 ));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(LEMMA Tp∀ c1 c2 s1 s2 e

• absState (hideR (c1 , repState s1 ))

= absState (hideR (c1 , repState s2 ))

∧ c1 dominates c2

⇒ absState

(hideR (c1 , repState (Fst (updateState (c2 , e, s1 )))))

= absState

(hideR (c1 , repState (Fst (updateState (c2 , e, s2 )))))q

rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

a(strip asm tac(∀ elimps2qisState lemma));

a(strip asm tac(∀ elimps1qisState lemma));

a(fc tac[hideR lemma]);

a(spec nth asm tac 2 pc1q);

a(spec nth asm tac 2 pc1q);

a(strip asm tac(list ∀ elim[phideR (c1 , repState s1 )q,

phideR (c1 , repState s2 )q]isState lemma2 ));

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateState def ]]);

a(list spec nth asm tac 10 [pc2q,prepState s1q,peq]);

a(list spec nth asm tac 11 [pc2q,prepState s2q,peq]);

a(fc tac[conjunct2 ]);

a(list spec nth asm tac 1 [pc2q,peq]);

a(fc tac[isState lemma1 ]THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT strip tac);

a(strip asm tac(∀ elimpsqisState lemma));

a(fc tac[hideR lemma]);

a(spec nth asm tac 1 pc2q);

a(DROP NTH ASM T 4 ante tac);

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateState def ]]);

a(asm fc tac[]);

a(list spec nth asm tac 2 [pc1q,peq]);

a(fc tac[hideR lemma]);

a(spec nth asm tac 1 pc2q);

a(fc tac[isState lemma1 ]THEN asm rewrite tac[]);

a(⇒ tac THEN swap nth asm concl tac 1 );

a(strip asm tac(list ∀ elim[phideR (c2 , repState s)q,

phideR (c2 , Fst (updateStateR (c1 , e, repState s)))q]isState lemma2 ));

a(fc tac[conjunct1 ]);

val updateStateR updateState lemma = save pop thm"updateStateR updateState lemma";

HOL output

updateStateR updateState lemma =

⊢ (∀ clear s u

• isState s ⇒ isState (Fst (updateStateR (clear , u, s))))

⇒ (hide, updateState) ∈ secureUpdate
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3.2 Proof that the Invariant on the State is Maintained

We now prove that the invariant on the representation state is maintained.

3.2.1 insertQuery Lemma

SML

push goal([],p∀ c i ns s ts • isState s ∧ tabExists c i s

⇒ isState(Fst(insertQuery(c,(i ,ds),s,getTable i s)))q);

a(rewrite tac[get specpisStateq,get specpStateSq, 7→ def ,∩ def ,

rewrite rule[dom def ]tabExists def ,getTable def ]

THEN REPEAT ∀ tac THEN strip tac);

a(LIST DROP NTH ASM T [2 ,3 ](MAP EVERY (fn => id tac)));

a(strip asm tac(list ∀ elim[psq,pFront iq,pyq]at thm1 ));

a(rewrite tac[insertQuery def ,changeSpec def ]);

SML

a(cases tacp¬ Elems

(Map

(MkRow c

o colDefaults

c

(Dir tables

(s @ Front i)

@ Last i))

ds)

⊆ RowSq

THEN asm rewrite tac[]);

a(POP ASM T ante tac THEN DROP NTH ASM T 2 ante tac

THEN POP ASM T rewrite thm tac THEN REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(DROP NTH ASM T 5 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ,⊕ single]

THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(DROP NTH ASM T 6 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(DROP NTH ASM T 4 ante tac THEN

rewrite tac[↔ def ,get specpIdeq,conv rule(MAP C let conv)(get specpTableSpecSq),

∩ def ,× def ,get specpUniverseq,rel ext clauses,get specp$Pq]

THEN REPEAT ⇒ tac);

a(rewrite tac[⊕ single]THEN strip tac THEN strip tac THEN strip tac);

SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac);

a(rewrite tac[replaceRows def ,get specpMkTableSpecq]);

a(asm fc tac[]THEN REPEAT strip tac);

a(fc tac[∈l
a thm] THEN asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[∈l elems thm]));

a(fc tac[⊆ def ] THEN asm fc tac[]);

SML

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm fc tac[]THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(DROP NTH ASM T 2 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .3" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

(∗ ∗∗∗ Goal "1 .4" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

val isState insertQuery lemma = save pop thm"isState insertQuery lemma";
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HOL output

isState insertQuery lemma =

⊢ ∀ c i ns s ts

• isState s ∧ tabExists c i s

⇒ isState (Fst (insertQuery (c, (i , ds), s, getTable i s)))

3.2.2 deleteQuery Lemma

SML

push goal([],p∀ c i ns s ts • isState s ∧ tabExists c i s

⇒ isState(deleteQuery(c,(i ,ns),s,getTable i s))q);

a(rewrite tac[get specpisStateq,get specpStateSq, 7→ def ,∩ def ,

rewrite rule[dom def ]tabExists def ,getTable def ]

THEN REPEAT ∀ tac THEN strip tac);

a(LIST DROP NTH ASM T [2 ,3 ](MAP EVERY (fn => id tac)));

a(strip asm tac(list ∀ elim[psq,pFront iq,pyq]at thm1 ));

a(rewrite tac[deleteQuery def ,changeSpec def ]);

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac

THEN REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ,⊕ single]

THEN REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(POP ASM T rewrite thm tac);

a(DROP NTH ASM T 3 ante tac THEN

rewrite tac[↔ def ,get specpIdeq,conv rule(MAP C let conv)(get specpTableSpecSq),

∩ def ,× def ,get specpUniverseq,rel ext clauses,get specp$Pq]

THEN REPEAT ⇒ tac);

a(rewrite tac[⊕ single]THEN strip tac THEN strip tac THEN strip tac);
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SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac);

a(rewrite tac[replaceRows def ,get specpMkTableSpecq]);

a(asm fc tac[]THEN REPEAT strip tac);

a(fc tac[∈l extract thm] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm fc tac[]THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(DROP NTH ASM T 2 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .3" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

(∗ ∗∗∗ Goal "1 .4" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

val isState deleteQuery lemma = save pop thm"isState deleteQuery lemma";

HOL output

isState deleteQuery lemma =

⊢ ∀ c i ns s ts

• isState s ∧ tabExists c i s

⇒ isState (deleteQuery (c, (i , ns), s, getTable i s))
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3.2.3 Update Lemmas

SML

push goal([],p∀ r c tc u • r ∈ RowS ∧ isVal(updateRow c tc (u, r))

⇒ destVal (updateRow c tc (u, r)) ∈ RowSq);

a(REPEAT strip tac);

a(POP ASM T (strip asm tac o rewrite rule[isVal def ]));

a(asm rewrite tac[destVal def ]);

a(POP ASM T ante tac THEN rewrite tac[updateRow def ]);

a(cases tacp¬ u ∈ Functionalq THEN

cases tacp((RelCombine u (R data r)
o
9

Graph (updateField c tc))

⊲ {x |isError x})
o
9

Graph destError

= {}q

THEN asm rewrite tac[¬giveError eq giveVal thm,giveVal eq thm]);

a(⇒ T (rewrite thm tac o eq sym rule));

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[get specpRowSq]

THEN conv tac(MAP C let conv)

THEN PC T1 "hol1"rewrite tac[↔ def ,× def ,get specpNumq,get specpDataSq, 7→ def ]);

a(rewrite tac[get specpMkRowq,functional def ,⊕ thm,rel combine def ]);

a(REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(asm fc tac[]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(asm fc tac[]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(asm fc tac[]THEN asm fc tac[]);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(DROP NTH ASM T 11 (strip asm tac o rewrite rule[functional def ]));

a(asm fc tac[]THEN asm fc tac[]);

a(asm rewrite tac[]);

a(LEMMA Tpz ′′ = (Fst z ′′,Snd z ′′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],id tac]);

a(LEMMA Tpz ′′′′ = (Fst z ′′′′,Snd z ′′′′)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[]]);

val isState updateRow lemma = save pop thm"isState updateRow lemma";

HOL output

isState updateRow lemma = ⊢ ∀ r c tc u

• r ∈ RowS ∧ isVal (updateRow c tc (u, r))

⇒ destVal (updateRow c tc (u, r)) ∈ RowS
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SML

push goal([],p∀ r c t u •

u ∈ Functional

∧ ((RelCombine

((revealRow c t)∼ o
9

u)

(ListRel (TS rows t))
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}

∧ (∀ r• r ∈l (TS rows t) ⇒ r ∈ RowS )

⇒ (r

∈l (RelList

(ListRel (TS rows t)

⊕ (RelCombine

((revealRow c t)∼ o
9

u)

(ListRel (TS rows t))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)) ⇒ r ∈ RowS )q);

SML

a(rewrite tac[revealRow def ]THEN REPEAT ∀ tac);

a(lemma tacp∃ l • TS rows t = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(REV LIST INDUCTION Tplqasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[∈l def ,⊕ null thm2 ,rel list null thm]THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a ∀ tac;

a(cases tacpc dominates R exist lastq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

a(fc tac[rel combine null lemma]);

a(lemma tacp(∀ r• r ∈l l ⇒ r ∈ RowS ) ∧ last ∈ RowSq);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .1 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 pr ′q);

(∗ ∗∗∗ Goal "2 .1 .1 .2" ∗∗∗ ∗)

a(spec nth asm tac 3 plastq);

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm tac);

a(DROP NTH ASM T 5 ante tac);

a(cases tacp∃ up • (#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c dominates R exist r})))),up) ∈ uq);

SML

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pcq,plastq,plq,pupq,puq,ptq]conjunct1 lemma2 )

THEN POP ASM T rewrite thm tac);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .1 .2 .1 .1" ∗∗∗ ∗)

a(asm fc tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2" ∗∗∗ ∗)

a(lemma tacpisVal(updateRow c (TS class t) (up, last))q);

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c (TS class t) (up, last))qval or error type));

a(DROP NTH ASM T 10 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [p# l + 1q,pdestError(updateRow c (TS class t) (up, last))q]);

a(spec nth asm tac 1 p(updateRow c (TS class t) (up, last))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(up, last)q));
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SML

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 1 p#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c dominates R exist r}))))q);

a(POP ASM T ante tac THEN asm rewrite tac[inv rel def ]);

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c dominates R exist r}q]size a one thm));

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[list rel def ,dot dot def ,

length a one thm,nth length one thm]));

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2 .2" ∗∗∗ ∗)

a(fc tac[isState updateRow lemma] THEN asm fc tac[]);

a(asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(LEMMA TpRelCombine((Squash(Id(Dom

(ListRel(l a [last ]) ⊲ {r |c dominates R exist r}))))∼ o
9

u)

(ListRel (l a [last ]))

=

RelCombine((Squash(Id(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼ o
9

u)

(ListRel l )q rewrite thm tac);

SML

(∗ ∗∗∗ Goal "2 .1 .2 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm]);

a(LEMMA Tp{(#(Squash(Id (Dom(ListRel l ⊲ {r |c

dominates R exist r}))))

+ 1 , # l + 1 )}∼

o
9

u = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "2 .1 .2 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,inv rel def ]THEN REPEAT strip tac);

a(spec nth asm tac 3 pyq);

a(DROP NTH ASM T 4 (fn => id tac));

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c dominates R exist r}q]size squash plus1 thm));

a contr tac;

a(DROP NTH ASM T 5 ante tac THEN DROP NTH ASM T 3 ante tac

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[rel combine one lemma]);
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SML

(∗ ∗∗∗ Goal "2 .1 .2 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[plq,plastq,pcq,puq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);

a(REPEAT strip tac THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(REPEAT strip tac);

a(fc tac[rel combine null lemma]);

a(lemma tacp(∀ r• r ∈l l ⇒ r ∈ RowS ) ∧ last ∈ RowSq);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 pr ′q);

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(spec nth asm tac 3 plastq);

SML

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]

THEN ⇒ T asm tac);

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac

[rel combine one lemma,squash a thm]);

a(strip asm tac(list ∀ elim[plq,plastq,pcq,puq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);

a(REPEAT strip tac THEN asm fc tac[]);

val isState updateRows lemma = save pop thm"isState updateRows lemma";
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HOL output

isState updateRows lemma = ⊢ ∀ r c t u

• u ∈ Functional

∧ ((RelCombine ((revealRow c t)∼ o
9

u) (ListRel (TS rows t))
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}

∧ (∀ r• r ∈l TS rows t ⇒ r ∈ RowS )

⇒ r

∈l RelList

(ListRel (TS rows t)

⊕ (RelCombine

((revealRow c t)∼ o
9

u)

(ListRel (TS rows t))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)

⇒ r ∈ RowS

3.2.4 updateQuery Lemma

SML

push goal([],p∀ c i us s ts • isState s ∧ tabExists c i s

⇒ isState(Fst(updateQuery(c,(i ,us),s,getTable i s)))q);

a(rewrite tac[get specpisStateq,get specpStateSq, 7→ def ,∩ def ,

rewrite rule[dom def ]tabExists def ,getTable def ]

THEN REPEAT ∀ tac THEN strip tac);

a(LIST DROP NTH ASM T [2 ,3 ](MAP EVERY (fn => id tac)));

a(strip asm tac(list ∀ elim[psq,pFront iq,pyq]at thm1 ));

a(rewrite tac[conv rule(MAP C let conv)updateQuery def ,changeSpec def ]);

SML

a(cases tacp¬ us ∈ Functionalq THEN asm rewrite tac[]);

a(cases tacp¬ Dom (
⋃

(Ran us))

⊆ {n

|∃ c′

• c′

∈ visibleCols

c

(Dir tables y

@ Last i)

∧ CS posn c′ = n}q

THEN asm rewrite tac[]);

Page 16 of 23



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIe)

Ref: DS/FMU/FEF/015
Issue: Revision : 2 .5

Date: 5 December 2009

SML

a(cases tacp((RelCombine ((revealRow c

(Dir tables y

@ Last i))∼

o
9

us)

(ListRel

(TS rows

(Dir tables y

@ Last i)))
o
9

Graph

(updateRow

c

(TS class

(Dir tables y

@ Last i))))

⊲ {x |isError x})
o
9

Graph destError

= {}q

THEN asm rewrite tac[]);

SML

a(POP ASM T ante tac THEN POP ASM T ante tac

THEN DROP NTH ASM T 3 ante tac

THEN DROP NTH ASM T 2 rewrite thm tac

THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(DROP NTH ASM T 7 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,

∩ def ,× def ,get specpUniverseq,rel ext clauses,get specp$Pq]

THEN REPEAT ⇒ tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ,⊕ single]

THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(DROP NTH ASM T 7 ante tac THEN DROP NTH ASM T 6 ante tac

THEN POP ASM T rewrite thm tac THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 5 ante tac THEN

rewrite tac[↔ def ,get specpIdeq,conv rule(MAP C let conv)(get specpTableSpecSq),

∩ def ,× def ,get specpUniverseq,rel ext clauses,get specp$Pq]

THEN REPEAT ⇒ tac);

a(rewrite tac[⊕ single]THEN strip tac THEN strip tac THEN strip tac);

SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac);

a(rewrite tac[replaceRows def ,get specpMkTableSpecq]);

a(list spec nth asm tac 2 [pLast iq,py ′q]);

a(REPEAT strip tac);

a(fc tac[isState updateRows lemma] THEN asm fc tac[]);

a(POP ASM T (ante tac o ∀ elimprq)THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm fc tac[]THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN rewrite tac[get specpMkDirectoryq]);

a(DROP NTH ASM T 2 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "1 .3" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

(∗ ∗∗∗ Goal "1 .4" ∗∗∗ ∗)

a(asm fc tac[]);

a(POP ASM T (strip asm tac o rewrite rule[ 7→ def ,∩ def ]));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN rewrite tac[functional def ,⊕ single]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(asm fc tac[] THEN asm fc tac[]);

val isState updateQuery lemma = save pop thm"isState updateQuery lemma";
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HOL output

isState updateQuery lemma =

⊢ ∀ c i ns s ts

• isState s ∧ tabExists c i s

⇒ isState (deleteQuery (c, (i , ns), s, getTable i s))

3.2.5 State Invariant Lemma

SML

push goal([],p∀ clear s • isState s ⇒ isState(Fst (updateStateR (clear , u, s)))q);

a(REPEAT strip tac);

a(LEMMA Tpu = (Fst u,Snd u)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateStateR def ] THEN REPEAT ∀ tac]);

a(strip asm tac(∀ elim pFst uq query type) THEN asm rewrite tac[]

THEN cases tacp¬ Snd u = []q THEN asm rewrite tac[]

THEN cases tacptabExists clear (tabFromEffect (Fst u)) sqTHEN asm rewrite tac[]

THEN cases tacp¬ clear dominates TS class (getTable (tabFromEffect (Fst u)) s)q

THEN asm rewrite tac[]);

SML

(∗ 3 subgoals − Select automatically proven ∗)

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

(∗ Insert ∗)

a(DROP NTH ASM T 7 (strip asm tac o rewrite rule[isInsert def ]));

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ]THEN ⇒ tac);

a(fc tac[isState insertQuery lemma] THEN asm fc tac[]);

a(POP ASM T (ante tac o ∀ elimpSnd iq));

a(rewrite tac[]);

SML

(∗ Delete ∗)

a(DROP NTH ASM T 7 (strip asm tac o rewrite rule[isInsert def ]));

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ]THEN ⇒ tac);

a(fc tac[isState deleteQuery lemma] THEN asm fc tac[]);

a(POP ASM T (ante tac o ∀ elimpSnd dq));

a(rewrite tac[]);

Page 19 of 23



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIe)

Ref: DS/FMU/FEF/015
Issue: Revision : 2 .5

Date: 5 December 2009

SML

(∗ Update ∗)

a(DROP NTH ASM T 7 (strip asm tac o rewrite rule[isInsert def ]));

a(DROP NTH ASM T 3 ante tac THEN POP ASM T rewrite thm tac);

a(rewrite tac[destInsert def ,tabFromEffect def ]THEN ⇒ tac);

a(fc tac[isState updateQuery lemma] THEN asm fc tac[]);

a(POP ASM T (ante tac o ∀ elimpSnd u ′q));

a(rewrite tac[]);

val updateStateR lemma = save pop thm"updateStateR lemma";

HOL output

updateStateR lemma = ⊢ ∀ clear s

• isState s ⇒ isState (Fst (updateStateR (clear , u, s)))

3.3 Proof of Lemma1

We prove Lemma1 using the results of section 3.1 and section 3.2 together with secureHide lemma
from [4].

SML

val lemma1 thm =

prove rule[Lemma1 ,secureHide lemma,

rewrite rule[updateStateR lemma]updateStateR updateState lemma]pLemma1q;

HOL output

val lemma1 thm = ⊢ Lemma1

4 PROOF OF SECURITY OF SSQL

We now give the main result secureSSQL that the behaviour of the SSQL abstract machine is secure.

SML

val secureSSQL = save thm("secureSSQL",rewrite rule[lemma1 thm]main thm1 );

HOL output

secureSSQL = ⊢ behaviours SSQLam ∈ secure

5 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

pop pc();
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6 THE THEORY fef015

6.1 Parents

fef013

6.2 Theorems

updateStateR updateState lemma
⊢ (∀ clear s u

• isState s
⇒ isState (Fst (updateStateR (clear , u, s))))

⇒ (hide, updateState) ∈ secureUpdate
isState insertQuery lemma

⊢ ∀ c i ns s ts
• isState s ∧ tabExists c i s

⇒ isState
(Fst

(insertQuery
(c, (i , ds), s, getTable i s)))

isState deleteQuery lemma
⊢ ∀ c i ns s ts
• isState s ∧ tabExists c i s

⇒ isState
(deleteQuery (c, (i , ns), s, getTable i s))

isState updateRow lemma
⊢ ∀ r c tc u
• r ∈ RowS ∧ isVal (updateRow c tc (u, r))

⇒ destVal (updateRow c tc (u, r)) ∈ RowS
isState updateRows lemma

⊢ ∀ r c t u
• u ∈ Functional

∧ ((RelCombine
(revealRow c t ∼ o

9
u)

(ListRel (TS rows t))
o
9

Graph (updateRow c (TS class t)))
⊲ {x |isError x})

o
9

Graph destError
= {}

∧ (∀ r• r ∈l TS rows t ⇒ r ∈ RowS )
⇒ r
∈l RelList

(ListRel (TS rows t)
⊕ (RelCombine

(revealRow c t ∼ o
9

u)
(ListRel (TS rows t))

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)

Page 21 of 23



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIe)

Ref: DS/FMU/FEF/015
Issue: Revision : 2 .5

Date: 5 December 2009

⇒ r ∈ RowS
isState updateQuery lemma

⊢ ∀ c i us s ts
• isState s ∧ tabExists c i s

⇒ isState
(Fst

(updateQuery
(c, (i , us), s, getTable i s)))

updateStateR lemma
⊢ ∀ clear s
• isState s

⇒ isState (Fst (updateStateR (clear , u, s)))
secureSSQL

⊢ behaviours SSQLam ∈ secure
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