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1 GENERAL

1.1 Scope

This document, together with [3] and [4], provides a formal proof that the components hide and
updateState satisfy their critical requirements, as specified in the proof strategy [2]. It constitutes
part of deliverable D6 of work package 1c, as given in section 7 of the Secure Database Technical
Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemmal, the requirement on the critical components hide and updateState,
described in the proof strategy document [2].

Lemmal

?1  hide [skeureHide [(hide,updateState) [skcureUpdate

In this document, we give a proof that the second conjunct of secureUpdate holds for hideR and
updateStateR:

‘ ?00dy ep 81 s2 €

‘ ® hideR (c1, repState s1) = hideR (c1, repState s2) Lch dominates co
‘ [ChidleR (c1, Fst (updateStateR (c2, e, repState s1)))

‘ = hideR (c1, Fst (updateStateR (c2, e, repState s2)))

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef015.
SML

‘open_theory “fef012',

‘(force-delete-theory "fef013" handle - => ());
‘new_theory"feﬂ)lé’";
‘push_merge-pcs["hol","wrk049","wrk049a","’paz'7"1"] X
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3 PROOF OF CONJUNCT 2

3.1 Insert Rows Lemma

SML

push_goal([],” Cdy co t1 to ds
cleanTable c1 t1 = cleanTable c¢1 t2 [ch dominates co
—1
cleanTable c1 (replaceRows t1

((TS_rows t1) — (Map((MkRow c2) o (colDefaults co t1))ds)))

cleanTable c1 (replaceRows t
((TS_rows t2) — (Map((MkRow c2) o (colDefaults cz t2))ds)))™7);
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 2 ante_tac THEN rewrite_tac
[cleanTable_def ,replaceRows_def ,get_spec™ MkTableSpec™);
a(cases_tac” c1 dominates TS_class t1 "THEN cases_tac™ c1 dominates TS_class tp™
THEN asm_rewrite_tacl[]);
(T oal 1" OITID)]
a(rewrite_tac[get_spec” MkTableSpec™,tab_components,cleanColCons_def]
THEN REPFEAT strip_tac);
a(POP_ASM_T ante_tac THEN rewrite_tac[cleanRows_def ,revealRow_def ,map_""_thm1]);
a [_Zak;
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SML
a(LEMMA_T"™ Map
(cleanRow
c1
{col
)
e ¢1 dominates CC _exist y
C(CS_consGroup col, y) L AS_cons t1})
(Map (MERow c2 o colDefaults cp t1) ds
I {r|c1 dominates R_exist r}) =
Map
(cleanRow
C1
{col
|y

* ¢1 dominates CC_exist y
C(C'S_consGroup col, y) LAS_cons t2})
(Map (MkRow c2 o colDefaults ¢y t2) ds

I {r|c1 dominates R_exist r}) " asm_rewrite_thm_tac);

a(POP_ASM_T (fn - => id_tac));
a(REV _LIST_INDUCTION _T" dsasm_tac);
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SML
(CIMIIoal "1.1" [IIIMY]
a(rewrite_tac[map_def ,[_def]);
(T oal *1.2" OTII)]
a(rewrite_tac[[-thm,get_spec” MkRow);
a(C@ac THEN GET_NTH_ASM_T 8 rewrite_thm_tac);
a(LEMMA_T" cleanRow ¢1 {col
|y
e ¢1 dominates CC_exist y
CCS_consGroup col, y) [MS_cons t1}
(MKkRow c2 (colDefaults co t1 last))
= cleanRow c1 {col
|y
e ¢1 dominates CC_exist y
C(CS_consGroup col, y) [NMS_cons t2}

(MkRow c2 (colDefaults co tz last)) Tasm_rewrite_thm_tac);

a(POP_ASM_T (fn - => id_tac));
a(POP_ASM _T(strip_asm_tac o rewrite_rule[rel_ext_clauses)]));

a(asm_rewrite_tac[colDefaults_def ,cleanColCons_def ,visibleCols_def ,cleanRow_ def

get_spec” MkRow ", row_components,rel_ext_clauses,filter Row _ def]);

a(REPEAT strip_tac);
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SML
(CITTIdoal *"1.2.1" OTIN)]
a(cases_tac™ = x T Dom{(n, d)
| d
-~ (1Y
* ¢2 dominates CC_exist y
S _consGroup ¢, y) [AS_cons t1)
[a = CS_posn ¢
Cdl = CS_default c});
(CIMMI&oal *1.2.1.1" I
a(DROP_NTH_ASM_T 38 ante_tac THEN asm_rewrite_tac[ (_IAm]);
a(rewrite_tac[ L_tAm] THEN strip_tac);
(CIII&oal *1.2.1.1.1" OIII)]
a(lCdac™ 2 "THEN asm_rewrite_tac[] THEN strip_tac);
(CIGoal "1.2.1.1.1.1" LI
a(CHac” ¢ "THEN asm_rewrite_tacl]);
a((dac™y' "THEN asm_rewrite_tacl]);
(CIMMI&oal *1.2.1.1.1.2" [IIII)Y]
a L_I&ft_tac;
a(REPEAT strip_tac);
a(DROP_NTH_ASM_T 4(strip-asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "y"7);
a(spec_nth_asm_tac 1 "c'™);
a(Cac™ y"""THEN asm_rewrite_tac[]);

a(lemma_tac™ c1 dominates CC_exist y"'™);

SML

(CIGoal *1.2.1.1.1.2.1* [IIII)]

a(fe_tac[dominates_trans] THEN asm_fc_tac|]);

(CIMMI&oal *1.2.1.1.1.2.2" TN

a(list_spec_nth_asm_tac 13 [ CS_consGroup ¢'7,"y"7));
(CITTTd¢oal *1.2.1.1.2" TTIM) 1

a(DROP_NTH_ASM_T 4(strip-asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "z7);

a(spec_nth_asm_tac 1 "c'7);

a(spec_nth_asm_tac 7 "y"7);

(CIMIT&oal *1.2.1.2" [III0)]

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[ C_IAm]);
a(rewrite_tac[ (_IAm] THEN strip_tac);

a(CHac™ 2 "THEN asm_rewrite_tac[] THEN strip_tac);
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SML

(CIMMI&oal *1.2.1.2.1" I

a((CHac™ c"THEN asm_rewrite_tacl]);
a((Cdac™ y' "THEN asm_rewrite_tacl]);
(CIMMI&oal *1.2.1.2.2" [T

a [rkght_tac;

a(CBac™ "THEN asm_rewrite_tacl]);
a(REPEAT strip_tac);

a(spec_nth_asm_tac 4 "y"7);

a contr_tac;

a(lemma_tac™ c1 dominates CC_exist y'™);
(CIGoal *1.2.1.2.2.1" [T
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIGoal "1.2.1.2.2.2" [TIII)]
a(list_spec_nth_asm_tac 13 [~ CS_consGroup ¢'7,"y"7);

SML
(CIMMI&oal *1.2.2" 1IN
a(cases_tac™ = x T Dom{(n, d)
| d
-~ (Y
* ¢2 dominates CC_exist y
S _consGroup ¢, y) [LAS_cons t2)

Lol = CS_posn ¢

Cdl = CS_default c});
(CITIIt¢oal "'1.2.2.1" OIIIM)]

a(DROP_NTH_ASM_T 38 ante_tac THEN asm_rewrite_tac[ (_IAm]);

a(rewrite_tac[ L_tAm] THEN strip_tac);

(CIMII&oal *1.2.2.1.1" TTII)]

a((ldac™ 2 "THEN asm_rewrite_tac[] THEN strip_tac);
(CIGoal "1.2.2.1.1.1" [IIII]]

a(Hac” ¢ "THEN asm_rewrite_tacl]);

a((Cdac™y' "THEN asm_rewrite_tacl]);
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SML

(CITIId¢oal *'1.2.2.1.1.2" [IIIM)1

a [I&ft_tac;

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T 4(strip_asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "y"7);

a(spec_nth_asm_tac 1 "c'™);

a(Cdac™ y"""THEN asm_rewrite_tac[]);

a(lemma_tac™ c1 dominates CC_exist y"'7);

(CIMMI&oal 1.2.2.1.1.2.1" I

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

(CIGoal *1.2.2.1.1.2.2" [IIII)Y]

a(list_spec_nth_asm_tac 13 [T CS_consGroup ¢'7,"y"T);
(CIGoal "1.2.2.1.2" [TIII)]

a(DROP_NTH_ASM_T 4(strip_asm_tac o rewrite_rule[dom_def]));
a(spec_nth_asm_tac 1 "27);

a(spec_nth_asm_tac 1 "c'7);

a(spec_nth_asm_tac 7 "y"7);

SML

(CIMGoal "1.2.2.2" [N

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[ C_IAm]);

a(rewrite_tac[ (_IAm] THEN strip_tac);
a(CHac™ 2 "THEN asm_rewrite_tac[] THEN strip_tac);
(CMII&oal *1.2.2.2.1" OIII)]

a((dac™ c"THEN asm_rewrite_tacl]);

a(CBac™y' "THEN asm_rewrite_tacl]);

(CITTTdoal *1.2.2.2.2" [TTIM) 1

a [rhght_tac;

a(Cdac™ ' T"THEN asm_rewrite_tacl]);

a(REPEAT strip_tac);

a(spec_nth_asm_tac 4 "y"™);

a contr_tac;

a(lemma_tac™ c1 dominates CC_exist y'™);
(CIMGoal *1.2.2.2.2.1" [T
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIIGoal *1.2.2.2.2.2" [TIII)]
a(list_spec_nth_asm_tac 13 [~ CS_consGroup ¢'7,"y"7));
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SML
(CIMMI&oal 2™ [IIID)]
a(rewrite_tac[get_spec” MkTableSpec ™, tab_components,cleanColCons_def]
THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
a(asm_rewrite_tac[]);
(CTTTtoal 8" OTIM)]
a(rewrite_tac[get_spec” MkTableSpec,tab_components,cleanColCons_def]
THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);
a(asm_rewrite_tac[]);
val cleanTable_insertRows_lemma = save_pop_thm" cleanTable_insertRows_lemma'",

HOL output
cleanTable_insertRows_lemma =
I dy ¢2 t1 to ds
e cleanTable ¢1 t1 = cleanTable c¢1 to [ dominates cp
[_cldanTable
C1
(replaceRows
1
(TS_rows t1 & Map (MkRow c2 o colDefaults co t1) ds))
= cleanTable
C1
(replaceRows
t2
(TS_rows to © Map (MkRow c2 o colDefaults co t2) ds))
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3.2 Delete Rows Lemmas

SML

push_goal([],” Cd [ ze Extract
(1 ..# U " [z])
\ Squash (Id(Dom(ListRel (I "~ [z]) > {r|c dominates R_exist 1})))

Image ns
n {i|R_exzist (Nth (I ~ [z]) i) = c}) (I 7 [x])
= if #I1+1Cd . #U7 [x])
\ Squash (Id(Dom(ListRel (I "~ [z]) &> {r|c dominates R_exist 1})))
Image ns

n {i|R-exist (Nth (I 7 [z]) i) = c})

then
(Extract
(1 ..#1
\ Squash (Id(Dom(ListRel | t> {r|c dominates R_exist r})))
Image ns
n {i|R_exist (Nth 1 i) = c}) 1) 7 [x]
else
(Extract
(1 ..#1
\ Squash (Id(Dom(ListRel | > {r|c dominates R_exist r})))
Image ns

n {i|R_exist (Nth 1 i) = c}) D7);

Page 12 of 96



DRA FRONT END FILTER PROJECT [t/ DS/FMU/FEF/013
Lemma 1 Issue: Revision : 2.6

Proof of Security (11d) Date: 5 December 2009

SML
a(REPEAT strip_tac THEN rewrite_tac[extract_" _single_azx]);
a(cases_tac” ¢ dominates R_exist t 7 THEN
asm_rewrite_tac[squash_"_thm,image_ [_ihm, [_d_thm]);
(CIII&oal "1™ OIII0)]
a(CASES_T™ # | + 1
Ca.. # (" [z])

\ (Squash
(Id (Dom (ListRel | > {r|c dominates R_exist r})))
Image ns
n {i|R-exist (Nth (I ™ [z]) i) = ¢}
C#
(Squash
(Id
(Dom

(ListRel 1
> {r

|e
dominates R_exist
1))
+ 1, #1+ 1)}
Image ns
n {i|R-exist (Nth (I ™ [z]) i) = c}) 'rewrite_thm_tac);
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SML
(CIMGoal 1.1 & 1.2 [IIIIN]

a(rewrite_tac[extract_def]);
a(LEMMA_T™(1 .. # (I ~ [z])

\ (Squash
(Id
(Dom
(ListRel 1
> {r|c dominates R_exist 1})))
Image ns
n {i|R_exist (Nth (I ™ [z]) i) = ¢}
C#
(Squash
(Id
(Dom
(ListRel 1
> {r

|c
dominates R_exist
H)))
+ 1, # 1+ 1)}
Image ns
n {i|R-exist (Nth (I 7 [z]) i) = c})
<Q ListRel 1) = (1 .. # 1
\ Squash
(1d
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
n {i|R_exist (Nth | i) = c}
< ListRel 1) 'rewrite_thm_tac);
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SML

a(rewrite_tac[rel_ext_clauses,<_def ,»>_def ,list_rel_def ,image_def ,dot_dot_def,
<_plusi_thm,length_"_one_thm]);

a(REPEAT strip_tac);

(CII&oal "1.1.1" OIIIM)]

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CIT&oal *1.1.2" OITIM)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CIII&oal "'1.1.3" OIIIM)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CIT&oal *1.1.4" OIIM)

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CITTIdoal *"1.1.5" O]

a(spec_nth_asm_tac 5 "x"7);

(T oal *'1.1.6" OIIIM)]

a(spec_nth_asm_tac 5 "z"7);

SML

(CII&oal "1.1.7" OIIIM)

a(strip_asm_tac(rewrite_rule[dot_dot_def](list- [ dlim[™ 1,”2’2,z |nth_"_thm1)));
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[]);

(CITTTdoal *"1.1.8" OTIM)]

a(strip_asm_tac(rewrite_rule[dot_dot_def(list- [ dlim[™ 1,”2’2,z |nth_"_thm1)));
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac[]);

(CITTT8oal **1.1.9" OTIM)]

a(spec_nth_asm_tac 4 "x"7);

(CITII&oal *1.1.10" [TIIM)]

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[]);

(CITTTdoal *1.1.11" [TTIM)]

a(strip_asm_tac(rewrite_rule[dot_dot_def(list- [dlim[™ 1,”2’2,z |nth_"_thm1)));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

(CIT&oal "1.1.12" OTTII)]

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[]);

SML
(CIMMI&oal 2™ IIID)]
a(CASES_T" # 1 + 1
Ca..# {7 [z])
\ Squash
(Id (Dom (ListRel | t> {r|c dominates R_exist 1})))

Image ns
n {i|R_exist (Nth (I 7 [z]) i) = ¢} rewrite_thm_tac);
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SML

(CIMMI&oal 2.1 & 2.2 11X
a(rewrite_tac[extract_def]);
a(LEMMA_T™(1 .. # (I ~ [z])
\ Squash
(1d
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
n {i|R_exist (Nth (I ™ [z]) ©) = ¢}
< ListRel )=(1 .. # 1
\ Squash
(1d
(Dom
(ListRel 1
> {r|c dominates R_exist r})))
Image ns
n {i|R_exist (Nth | i) = c}
< ListRel 1) rewrite_thm_tac);

SML

a(rewrite_tac[rel_ext_clauses,<_def ,»>_def ,list_rel_def ,image_def ,dot_dot_def,
<_plusi_thm,length_"_one_thm]);

a(REPEAT strip_tac);

(CITTIdGoal *'2.1.1" OTIN)]

a(DROP_NTH_ASM_T / ante_tac THEN asm_rewrite_tacl]);

(T oal *2.1.2" OIIM)]

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CITTIdoal *"2.1.8" OITIN)]

a(spec_nth_asm_tac 4 "x"7);

(T oal "2.1.4" OIIM)

a(strip_asm_tac(rewrite_rule[dot_dot_def(list- [_dlim[™ 1,”2’7,z |nth_"_thm1)));

a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac[]);

(I oal "2.1.5" OIIM

a(spec_nth_asm_tac 4 "z"7);

(CITTId7oal **2.1.6" OIIN)]

a(strip_asm_tac(rewrite_rule[dot_dot_def(list- [ dlim[™ 1,”2’2,z |nth_"_thm1)));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

val extract_""_single_lemma = save_pop_thm' extract_" _single_lemma'";
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HOL output

extract_" _single_lemma =

CId! x
e FEaxtract
(1 ..# U " [z])
\ Squash
(Id (Dom (ListRel (I 7 [z]) > {r|c dominates R_exist 1})))
Image ns
n {i|R_exist (Nth (I ™ [z]) i) = c})
(" [=]
= (i
HI+ 1
Ca..#07 [z])
\ Squash
(Id
(Dom
(ListRel (I ™ [z]) > {r|c dominates R_exist r})))
Image ns
n {i|R_exist (Nth (I ™ [z]) i) = ¢}
then
FEaxtract
(1 ..#1
\ Squash (Id (Dom (ListRel | > {r|c dominates R_exist r})))
Image ns
n {i|R-exist (Nth | i) = c})
l
~ =]
else
Ezxtract
(1 ..#1
\ Squash (Id (Dom (ListRel | > {r|c dominates R_exist r})))
Image ns
n {i|R-exist (Nth | i) = c})
D)
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SML
push_goal([],”" Ik I c1 ¢c2 s ®
c1 dominates co
1
Map(cleanRow c1 s)(l1 | {r|c1 dominates R_exist r})
Map(cleanRow c1 s)(l2 | {r|c1 dominates R_exist r})
—1
Map(cleanRow c2 s)(l1 | {r|c2 dominates R_exist r})

Map(cleanRow c2 s)(l2 | {r|cz dominates R_exist r})7);

SML

a(REPEAT strip_tac);

a(POP_ASM_T ante_tac THEN intro_ Tdac("11 7,711 ™);
a(LIST_INDUCTION _T" I "asm_tac);

(I oal 1™ IIID)]

a(rewrite_tac[map_def ,all_ [intro(eq_sym_rule(all_ [dlim list_rel_list_thm))]);
a(rewrite_tac[rel_ext_clauses| THEN REPFEAT strip_tac);
a contr_tac;

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(CIMMId&oal 2™ IIID)]

a(REPEAT [Hac);

a(intro_ Clac("2 7,7 2 ™));

a(LIST_INDUCTION _T" 1 "asm_tac);
a(rewrite_tac[map_def]);
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Lemma 1 Issue: Revision : 2.6

Proof of Security (11d) Date: 5 December 2009

SML

(CIMIIoal "2.1" [IIIIY]

a(rewrite_tac[map_def ,all_ [intro(eq_sym_rule(all_ [dlim list_rel_list_thm))]);

a(rewrite_tac[rel_ext_clauses| THEN REPFEAT strip_tac);

a contr_tac;

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

(CITTTdoal 2.2 OTIM)]

a(rewrite_tac[[_def]);

a(REPEAT [fac);

a(cases_tac™ ca dominates R_exist x 7 THEN cases_tac™ cy dominates R_exist x'”
THEN asm_rewrite_tac[map_def]);

(CIT&oal "2.2.1" OTIM)

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

a(asm_rewrite_tac[map_def] THEN strip_tac);

a(DROP_NTH_ASM_T 11 (ante_tac o [Zdlim"™l1 ) THEN asm_rewrite_tac]
THEN strip_tac THEN asm_rewrite_tacl]);

a(DROP_NTH_ASM_T 3 ante_tac THEN rewrite_tac
[cleanRow_def ,row_components,get _spec” MkRow™]);

a(rewrite_tac[rel_ext_clauses|THEN REPFEAT strip_tac);
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Proof of Security (11d) Date: 5 December 2009

SML
(CITII¢oal "2.2.1.1" TIIM)]
a(DROP_NTH_ASM_T 3 (asm_tac o list_ [_dlim["z"7,"replaceData c1 z7));
a(LEMMA_ T (C &

e (2, 2/) CHllterRow s (R_data 1)

[réplaceData c1 z = replaceData cy 2')asm_tac);

(CMMI&oal "2.2.1.1.1" OTII)]
a(Cdac” 2" THEN asm_rewrite_tac[]);
(CIIGoal *2.2.1.1.2" [TITI)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [_fak);
a(Cdac™ 2’7" THEN asm_rewrite_tac[]);
a(fe_tac[replaceData_lemma] THEN asm_fc_tac[]);
(CMI&oal "2.2.1.2" I
a(DROP_NTH_ASM_T 3 (asm_tac o list_ [_dlim[" 2”7, replaceData c1 z7));
a(LEMMA_T™(CZ

e (2", 2') CHllterRow s (R_data z')

[rkplaceData ¢y z = replaceData c1 z')"asm_tac);

(CIGoal "2.2.1.2.1" [TIII)]
a(ldac™ 2" THEN asm_rewrite_tacl]);
(CITTTt¢oal *2.2.1.2.2" [TTIM) 1
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’7" THEN asm_rewrite_tac[]);
a(fe_tac[replaceData_lemma)l THEN asm_fc_tacl]);

SML

(CIMI&oal "2.2.2" 1IN

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

a(cases_tac™ c1 dominates R_exist x' "THEN asm_rewrite_tac[map_def,[_def]);
(CITTTt¢oal *2.2.2.1" TTIM)]

a strip_tac;

a(DROP_NTH_ASM_T 2

(ante_tac o rewrite_rule[cleanRow_def ,row_components,get_spec” MkRow™));

a strip_tac;

a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac[]);

(CMMI&oal "2.2.2.2" D]

a strip_tac;

a(DROP_NTH_ASM_T 9(ante_tac o [Zdlim" Cons = 117));
a(asm_rewrite_tac[[_def ,map_def]);
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Lemma 1 Issue: Revision : 2.6

Proof of Security (11d) Date: 5 December 2009

SML

(CIMMI&oal "2.2.3" 1IN

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

a(cases_tac” c1 dominates R_exist x 'THEN asm_rewrite_tac[map_def,|_def]);
(CIMI&oal "2.2.8.1" 1IN

a strip_tac;

a(DROP_NTH_ASM_T 2

(ante_tac o rewrite_rule[cleanRow_def ,row_components,get_spec” MkRow™));

a strip_tac;

a(DROP_NTH_ASM_T 9 ante_tac THEN asm_rewrite_tac[]);

(CMMI&oal "2.2.3.2" D]

a strip_tac;

a(DROP_NTH_ASM_T 8(ante_tac o [dlim™z'™));

a(asm_rewrite_tac[[_def ,map_def]);

SML

(CIMI&oal "2.2.4" OIIIM

a(cases_tac "¢y dominates R_exist 1 THEN cases_tac "c1 dominates R_exist x'™
THEN asm_rewrite_tac[map_def ,[_def]);

(CIMIT&oal "2.2.4.1" [III0)]

a(strip-tac THEN DROP_NTH_ASM_T 8(ante_tac o [_dlim" Iy "YTHEN asm_rewrite_tacl]);

(CIIGoal *2.2.4.2" [IIII)]

a(strip_tac THEN DROP_NTH_ASM_T 7(ante_tac o [Zdlim"™ Cons x I17)
THEN asm_rewrite_tac[map_def,[_def]);

(CIII&oal "2.2.4.58" I

a(strip_-tac THEN DROP_NTH_ASM_T 6(ante_tac o [_&lim"™z'™)
THEN asm_rewrite_tac[map_def ,[_def]);

val map_cleanRow_lemmal = save_pop_thm'"map-_cleanRow_lemmal',

HOL output

map_cleanRow_lemmal =

CITLy Io ¢1 ¢2 s

* ¢1 dominates c2
CMWap (cleanRow c1 s) (1 | {r|c1 dominates R_exist r})
= Map (cleanRow c1 8) (I2 | {r|c1 dominates R_exist r})

[ Mbp (cleanRow cz s) (11 | {r|c2 dominates R_exist r})
= Map (cleanRow c2 s) (I2 | {r|c2 dominates R_exist r})
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Lemma 1 Proof of Security (I1d) Issue: Rewvision . 2.6
ty Date: 5 December 2009

SML

push_goal([],”" Ik I c1 ¢c2 s ®
c1 dominates co
1

Map(cleanRow c1 s)(l1 | {r|c1 dominates R_exist r})

Map(cleanRow c1 s)(l2 | {r|c1 dominates R_exist r})
1

# (ListRel 11 > {r|c2 dominates R_exist r})

# (ListRel Il > {r|c2 dominates R_exist r})7);

SML
a(REPEAT strip_tac);
a(fe_tac[map_cleanRow_lemmal] THEN asm_fc_tac[]);
a(DROP_NTH_ASM_T 2 (fn - => id_tac)THEN DROP_NTH_ASM_T 2 (fn - => id_tac));
a(POP_ASM_T ante_tac);
a(intro_ Clac("l2 7,712 7);
a(REV _LIST_INDUCTION _T" 11 "asm_tac);
(T oal 1" OITI0)]
a(rewrite_tac[map_def));
a(Cdac THEN [T1(asm_tac o rewrite_rule
[all_ Cntro(eq_sym_rule(all_ [Zdlim list_rel_list_thm))]));
a(asm_rewrite_tac[]);

SML

(I Id7oal 2" IO

a(REPEAT [Hac);

a(intro_ Clac(" last )" last™));

a(REV _LIST_INDUCTION _T"I; Tasm_tac);

(CITTTdoal 2.1 O]

a(rewrite_tac[map_def));

a([Zflac THEN cases_tac" co dominates R_exist last’ THEN asm_rewrite_tacl]);

a( C(asm_tac o rewrite_rule[all_ Tntro(eq_sym_rule(all_ [Zdlim list_rel_list_thm))]));

a(asm_rewrite_tac[list_rel_"_singleton_thm]);
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Lemma 1 Issue: Revision : 2.6

Proof of Security (11d) Date: 5 December 2009

SML

(CIMMI&oal "2.2" [TIII)]

a(REPEAT [Hac);

a(cases_tac™ ca dominates R_exist last'”
THEN cases_tac" co dominates R_exist last?’ THEN asm_rewrite_tacl]);

(CITI¢oal **2.2.1" OITIN)]

a( CZak THEN DROP_NTH_ASM_T 6 (ante_tac o [Zdlim"Il, ") THEN asm_rewrite_tac]]
THEN [ fat);

a(asm_rewrite_tac[list_rel .~ _singleton_thm]);

a(lemma_tac” Cll last ® (ListRel | > {r|co dominates R_exist r}) n {(# | + 1, last)}
= {0

(CITII¢Goal "2.2.1.1" IIIM)]

a(REPEAT [fac THEN rewrite_tac[list_rel_def ,>_def ,dot_dot_def ,rel _ext_clauses));

a(REPEAT strip_tac);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[]);

SML
(CITTTtFoal *2.2.1.2" TTIM)]
a(TOP_ASM_T (asm_tac o list_[Zdlim[" 117, last’']));
a(asm_tac(list- [Zdlim[" 11 7,7 {r|c2 dominates R_exist r}|fin_list_rel_t>_thm));
a(asm_tac([Zdlim™ (# 1y + 1, last’) fin_set_thmb));
a(ante_tac(list_ (Zdlim[™ ListRel 11 > {r|c2 dominates R_exist v},

“{(# 11 + 1, last")} Nsize_thm7)THEN asm_rewrite_tac[size_thml ,size_singleton_thm]);
a( CZMrewrite_thm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_ [Zdlim[" 127" last™]));
a(asm_tac(list- [dlim[ I ,"{r|c2 dominates R_exist r}7|fin_list_rel_t>_thm));
a(asm_tac([L_dlim"™ (# l» + 1, last) fin_set_thmy));
a(ante_tac(list_ [Zdlim[™ ListRel Il > {r|cz dominates R_exist 1},

C{# 2 + 1, last)} Isize_thm7) THEN asm_rewrite_tac[size_thm1 ,size_singleton_thm]);
a( CTasm_rewrite_thm_tac);
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SML

(CIMI&oal "2.2.2" 1IN

a(DROP_NTH_ASM_T 3(ante_tac o [_dlim"last’) THEN asm_rewrite_tacl]);
a( Casm_tac THEN [fal);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN strip_tac);
a(asm_rewrite_tac[list_rel_"_t>_thm]);

(T oal "2.2.3" OIIM)]

a(DROP_NTH_ASM_T 4(ante_tac o [Zdlim"ly 7 [last]) THEN asm_rewrite_tac[]);
a( Casm_tac THEN [_fal);

a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN strip_tac);
a(asm_rewrite_tac[list_rel_"_t>_thm]);

(CIT&oal "2.2.4" OIIIM)]

a(asm_rewrite_tac[list_rel " _1>_thm]);

val map_cleanRow_lemma2 = save_pop_thm'" map-_cleanRow_lemma2',

HOL output
map - cleanRow_lemma2 =
CITLy Ip ¢1 ¢ s
* ¢1 dominates c2
CMWap (cleanRow c1 s) (I1 | {r|c1 dominates R_exist r})
= Map (cleanRow c1 8) (I2 | {r|c1 dominates R_exist r})
[#I(ListRel 11 > {r|c2 dominates R_exist r})
= # (ListRel lp > {r|c2 dominates R_exist r})
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Date: 5 December 2009

SML
push_goal([],”" Cdy ¢z t1 t2 ns
cleanTable ¢1 t1 = cleanTable c¢1 t2
Lk dominates co [cb dominates TS_class t1
1
cleanTable ¢y (replaceRows t1
(Extract (1 .. #(TS_rows t1) \
((revealRow ¢y t1) Image ns n {i|R-exist(Nth(TS_rows t1)i) = c2}))
(TS_rows t1)))

cleanTable c1 (replaceRows t
(Extract (1 .. #(TS_rows t2) \
((revealRow cp t2) Image ns n {i|R-exist(Nth(TS_rows t2)i) = c2}))
(TS_rows t2))));
a(REPEAT strip_tac);
a(lemma_tac” cleanTable co t1 = cleanTable co to
THEN _LIST[fc-tac[cleanTable_lemma)
THEN asm_fc_tacl],id_tac]);
a(DROP_NTH_ASM_T 4 ante_tac THEN
rewrite_tac[cleanTable_def ;replaceRows_def ,get_spec” MkTableSpec™);
a(lemma_tac” c1 dominates TS _class t1 "THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(cases_tac” c1 dominates TS_class to "THEN asm_rewrite_tac|]);

SML

set_labelled_goal"' 2",

(CMMT&oal 2™ 1D

a(rewrite_tac[get_spec” MkTableSpec ' tab_components,cleanColCons_def]
THEN REPEAT strip_tac);

a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);

a(asm_rewrite_tac[]);

Page 25 of 96



DRA FRONT END FILTER PROJECT [t/ DS/FMU/FEF/013
Lemma 1 Issue: Revision : 2.6
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SML
(TG oal 1" TN
a( CTstrip_asm_tac o rewrite_rule[get_spec” MkTableSpec™,tab_components)));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[cleanTable_def]);
a(GET_NTH_ASM_T 8 ante_tac THEN GET_NTH_ASM_T 5 rewrite_thm_tac
THEN [iak
THEN asm_rewrite_tac[get_spec” MkTableSpec™,tab_components] THEN strip_tac);
a(POP_ASM _T ante_tac THEN lemma_tac" cleanColCons cp t1 = cleanColCons ¢z tp
THEN _LIST[pure_once_asm_rewrite_tac[prove_rule[pair_clauses]
TCd e p = (Fst p, Snd p) |THEN asm_rewrite_tac[],
DROP_NTH_ASM_T 3(fn _ => id_tac)
THEN DROP_NTH_ASM_T 2(fn - => id_tac)]);
a(asm_rewrite_tac[] THEN L[ _fak);
a(lemma_tac™ cleanColCons ¢1 t1 = cleanColCons c1 t™
THEN _LIST[pure_once_asm_rewrite_tac[prove_rule[pair_clauses]
"Cgd e p=(Fst p, Snd p) 1THEN asm_rewrite_tac[],
DROP_NTH_ASM_T 7(fn _ => id_tac)
THEN DROP_NTH_ASM_T 6(fn _ => id_tac)]);
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac[] THEN [ _fak);

SML
a(fe_tac[cleanRows_size_lemmal);
a(LIST_DROP_NTH_ASM_T [1,2,3,4/](MAP_EVERY ante_tac));
a(LIST_-DROP_NTH _ASM_T [1,2)(MAP_EVERY (fn - => id_tac)));
a(rewrite_tac[cleanColCons_def ,cleanRows_def ,reveal Row_def ,get_spec” MkTableSpec™);
a(REPEAT strip_tac);
a(LIST_DROP_NTH _ASM_T [1,2,3](MAP_EVERY ante_tac));
a(lemma_tac™ LIy » TS_rows t1 = l1 '"THEN_LIST

[prove_ [dac,POP_ASM _T rewrite_thm_tac));
a(lemma_tac™ CIp » TS_rows to = I "THEN _LIST

[prove_ [lac,POP_ASM _T rewrite_thm_tac));
a(intro_ Clac("l2 12 );
a(REV _LIST_INDUCTION _T" 11 "asm_tac);
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SML
(CITII¢oal 1.1 O]
a(rewrite_tac[map_def]THEN REPEAT strip_tac);
a(fe_tac[|_extract_null_thm]);
a(spec_nth_asm_tac 17(1 .. # [

\ Squash

(1d
(Dom
(ListRel I
> {r|ca dominates R_exist r})))
Image ns
n {i|R-exist (Nth l2 i) = c2}));

a(asm_rewrite_tac[extract_def ,rel_list_null_thm]);
(CIMMI&oal *1.2" T
a(REPEAT [Hac);
a(intro- Clac("last " last ) THEN REV _LIST_INDUCTION_T" I ‘asm_tac);

SML

(CITTTdFoal **1.2.1" OTIN)]
a(REPEAT [flac THEN cases_tac" c1 dominates R_exist last ' THEN asm_rewrite_tac
[map_def ,extract_"_single_ax] THEN REPEAT strip_tac);

a(CASES_T™# I + 1

C.. # (Ip ™ [last])

\ Squash

(1d
(Dom
(ListRel (I1 ™ [last])
> {r|c2 dominates R_exist 1})))

Image ns
n {i|R-exist (Nth (I1 ~ [last]) i) = c2} 'rewrite_thm_tac);
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Lemma 1 Proof of Security (11d)

SML
(CIMMI&oal *1.2.1.1" I
a(fe_tac[|_ extract_null_thm));
a(spec_nth_asm_tac 17(1 .. # (I3 7 [last])

\ Squash

(Id
(Dom
(ListRel (I3 ™ [last])
> {r|c2 dominates R_exist 1})))
Image ns
n {i|R-exist (Nth (I1 ~ [last]) i) = c2})D);

a(asm_rewrite_tac[extract_def ,rel_list_null_thm]);

SML

(CIMIT&oal *'1.2.1.2" OII0)]
a(fe_tac[]_extract_null_thm]));
a(spec_nth_asm_tac 17(1 .. # (I1 7 [last])

\ Squash

(Id
(Dom
(ListRel (I3 ™ [last])
> {r|lca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (11 ~ [last]) i) = c2})D);

a(asm_rewrite_tac[extract _def ,rel_list_null_thm]);

SML

(CIMI&oal *1.2.2" IIIM

a(REPEAT [Tlac THEN cases_tac™ c1 dominates R_exist last ' THEN
cases_tac” ¢y dominates R_exist last’? THEN asm_rewrite_tac[]);

(CITTTtFoal *1.2.2.1" [TTIM)]

a(cases_tac™ c; dominates R_exist last™
THEN cases_tac™ co dominates R_exist last’™
THEN asm_rewrite_tac[size_list_rel_"_t>_thm)]);

(CIMMI&oal *1.2.2.1.1" TIII)]

a(REPEAT [ _fak THEN DROP_NTH_ASM_T 10(ante_tac o [dlim" 1> ™)
THEN DROP_NTH_ASM_T 9(fn - => id_tac)

THEN asm_rewrite_tac[extract_" _single_lemma] THEN [_Lak);
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SML
a(LEMMA_T™# I, + 1
CA.. # (Iy " [last’])
\ Squash
(Id
(Dom
(ListRel (Iy ™ [last'])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (Iz ™ [last']) i) = c2} =
Hily + 1
C.. # (I ™ [last])
\ Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c2 dominates R_exist 1})))

Image ns
n {i|R-exist (Nth (l2 7 [last]) i) = c2} 'asm_tac);

SML

(CIMMI&oal *1.2.2.1.1.1" IIII

a(POP_ASM_T (fn _ => id_tac) THEN POP_ASM_T (fn - => id_tac)
THEN DROP_NTH_ASM_T 2 (strip_asm_tac o rewrite_rule
[cleanRow_def ,get_spec” MkRow ', row_components,rel_ext_clauses)));

a(POP_ASM_T (fn - => id_tac));

a(fe_tac[size_squash_id_dom_thm]);

a(asm_rewrite_tac[squash_""_thm,image_def ,dot_dot_def ,<_plusi _thm,
length_""_one_thm));

a(REPEAT strip_tac);

(CIGoal *1.2.2.1.1.1.1" [IIII)]

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def ,list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

(CIGoal "1.2.2.1.1.1.2" [IIII)]

a(spec_nth_asm_tac 8 "x7);

a(POP_ASM_T ante_tac THEN asm_rewrite_tac|]);

(CIMII&oal 1.2.2.1.1.1.8" [TII0)]

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);
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SML

(CIGoal "1.2.2.1.1.1.4" [IIII)Y]

a(DROP_NTH_ASM_T 8 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm]THEN REPEAT strip_tac);

(CIGoal *1.2.2.1.1.1.5" [IIII)]

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def ,list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

(CIGoal "1.2.2.1.1.1.6" [IIII)]

a(spec_nth_asm_tac 8 "x7);

a(POP_ASM_T ante_tac THEN asm_rewrite_tac|]);

(CIMMGoal "1.2.2.1.1.1.7" [T

a(DROP_NTH_ASM_T 8 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm]THEN REPEAT strip_tac);

(CIGoal "1.2.2.1.1.1.8" [IIII)Y]

a(DROP_NTH_ASM_T 8 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm]THEN REPEAT strip_tac);

SML
(CIMII&oal 1.2.2.1.1.2" [IIIM)Y]
a(CASES_T™# 11 + 1
.. # (Iy " [last'])
\ Squash
(Id
(Dom
(ListRel (Ix ™ [last’])
> {r|lca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (11 ™ [last’]) i) = c2} 'asm_tac);
(CIGoal "1.2.2.1.1.2.1" [IIII)Y]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[]
THEN L[_Tlasm_rewrite_thm_tac);
(CIGoal "1.2.2.1.1.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[]
THEN [Tlasm_rewrite_thm_tac);
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SML
(CIMMI&oal *1.2.2.1.2" [TIII)]
a(REPEAT [_fab);
a(fe_tac[map_cleanRow_lemma2] THEN asm_fc_tac[]);
a(DROP_NTH_ASM_T 16 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac),
(CIMMI&oal *1.2.2.1.3" I
a(REPEAT [_fab);
a(fe_tac[map_cleanRow_lemma2] THEN asm_fc_tac[]);
a(DROP_NTH_ASM_T 16 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac),
(CITII¢oal "'1.2.2.1.4" OIIIM)1
a(REPEAT [_fak THEN DROP_NTH_ASM_T 10(ante_tac o [dlim"l>™)
THEN DROP_NTH_ASM_T 9(fn - => id_tac)

THEN asm_rewrite_tac[extract_" _single_lemma] THEN [_Lak);

SML
a(LEMMA_T™# I, + 1
.. # (Iy " [last'])
\ Squash
(Id
(Dom
(ListRel (Iy ™ [last'])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (Iy ™ [last']) i) = c2} =
Hly + 1
C.. # (I ™ [last])
\ Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c2 dominates R_exist 1})))

Image ns
n {i|R-exist (Nth (l2 ™ [last]) i) = c2} 'asm_tac);
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SML

(CIMGoal "1.2.2.1.4.1" I

a(POP_ASM_T (fn _ => id_tac) THEN POP_ASM_T (fn _ => id_tac)
THEN DROP_NTH_ASM_T 2 (strip_asm_tac o rewrite_rule
[cleanRow_def ,get_spec” MkRow,row_components,rel_ext_clauses)));

a(POP_ASM_T (fn - => id_tac));

a(fe_tac[size_squash_id_dom_thm]));

a(asm_rewrite_tac[squash_"_thm,image_def ,dot_dot_def ,<_plusl _thm,

length_""_one_thm));

a(REPEAT strip_tac);

(CIMGoal "1.2.2.1.4.1.1" [T

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def ,list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

(CIMMI&oal 1.2.2.1.4.1.2" I

a(DROP_NTH_ASM_T 3 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm]THEN REPEAT strip_tac);

(CIGoal *1.2.2.1.4.1.3" [IIII)]

a(POP_ASM_T (strip_asm_tac o rewrite_rule[squash_def ,list_rel_def,
enumerate_def ,id_def ,dot_dot_def]));

a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[]);

(CIIIGoal *1.2.2.1.4.1.4" [TITI)]

a(DROP_NTH_ASM_T 3 ante_tac THEN DROP_NTH_ASM_T 2 ante_tac
THEN asm_rewrite_tac[nth_length_one_thm]THEN REPEAT strip_tac);
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Issue: Rewvision . 2.6
Date: 5 December 2009

SML

(CIGoal "'1.2.2.1.4.2" [TIII)]
a(CASES_T"=# 11 + 1
L. # Iy ™ [last])
\ Squash
(Id
(Dom
(ListRel (Ix ™ [last'])
> {r|c2 dominates R_exist 1})))
Image ns
n {i|R_exist (Nth (1 ™ [last’]) i) = c2} 'asm_tac);
(CIMMI&oal 1.2.2.1.4.2.1" [TII0)]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[]
THEN [Tlasm_rewrite_thm_tac),
(CIGoal *1.2.2.1.4.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[]
THEN [Tlasm_rewrite_thm_tac),

SML
(CIMI&oal *'1.2.2.2" I
a(cases_tac™ co dominates R_exist last'”
THEN asm_rewrite_tac[size_list_rel_"_t>_thm)]);
(CIToal "'1.2.2.2.1" I
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
(CIId7oal "1.2.2.2.2" [I11I)1
a(REPEAT [iak THEN DROP_NTH_ASM_T 8(ante_tac o [Zdlim"l,

THEN DROP_NTH_ASM_T 7(fn - => id_tac)

THEN asm_rewrite_tac[size_list_rel_"_t>_thm] THEN [ _tak);
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(asm_rewrite_tac[extract_" _single_lemmal));
a(CASES_T# 11 + 1

CA.. # (Iy " [last’])
\ Squash

(Id

(Dom
(ListRel (Iy ™ [last'])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (11 ™ [last']) i) = c2}"
asm_rewrite_thm_tac);

~ [last]™)
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Lemma 1

SML

(CITIIt¢oal "1.2.2.8" IIIM)]

a(cases_tac” c; dominates R_exist last
THEN asm_rewrite_tac[size_list_rel_"_1>_thm]);

(CIMGoal *1.2.2.5.1" [TIII)]

a(fe_tac[dominates_trans] THEN asm_fc_tac|]);

(CIMII&oal *1.2.2.8.2" [TIII)]

a(REPEAT [fat THEN DROP_NTH_ASM_T 8 (fn - => id_tac)
THEN DROP_NTH_ASM_T 7(ante_tac o [_dlim" last’™)

THEN asm_rewrite_tac[size_list_rel_"_t>_thm] THEN [ _tal);
a(POP_ASM_T rewrite_thm_tac);

a(asm_rewrite_tac[extract_" _single_lemmal));
a(CASES_T# I, + 1

L. # (I ™ [last])

\ Squash

(Id
(Dom
(ListRel (I ™ [last])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (I ™ [last]) i) = c2}"
asm_rewrite_thm_tac);

SML

|(CIM & oal *1.2.2.4™ [TIII)]
‘a(cases-tac%z dominates R_exist last™

‘ THEN cases_tac™ ¢ dominates R_exist last'™

‘ THEN asm_rewrite_tac[size_list_rel_""_1>_thml]);
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Proof of Security (11d) Date: 5 December 2009

SML

(CITII¢oal *'1.2.2.4.1" IIIM)1
a(REPEAT [fak THEN DROP_NTH_ASM_T 9(ante_tac o [Alim" I, ™)
THEN DROP_NTH_ASM_T 8(fn - => id_tac)
THEN asm_rewrite_tac[extract_"_single_lemma] THEN [_fak);
a(CASES_T™# 11 + 1
C.. # Iy ™ [last'])
\ Squash
(Id
(Dom
(ListRel (Iz ™ [last'])
> {r|c2 dominates R_exist 1})))
Image ns
n {i|R_exist (Nth (11 ™ [last’]) i) = c2}"
asm_rewrite_thm_tac
THEN CASES_T™# I, + 1
C.. # (I2 ™ [last])
\ Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (Il ~ [last]) i) = c2}"

asm_rewrite_thm_tac THEN asm_rewrite_tac[]);
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Date: 5 December 2009

SML
(CIGoal *1.2.2.4.2" [IIII)]
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
(CIT&oal 1.2.2.4.3" TIII)]
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIGoal *1.2.2.4.4" [IIII)]
a(REPEAT [ _fak THEN DROP_NTH_ASM_T 9(ante_tac o [Zdlim"l2™)
THEN DROP_NTH_ASM_T 8(fn - => id_tac)
THEN asm_rewrite_tac[extract_"_single_lemma] THEN [_Lak);
a(CASES_T™# 11 + 1
C.. # (Iy ™ [last'])
\ Squash
(Id
(Dom
(ListRel (Iz ™ [last'])
> {r|c2 dominates R_exist 1})))
Image ns
n {i|R_exist (Nth (11 ™ [last’]) i) = c2}"
asm_rewrite_thm_tac
THEN CASES_T# I, + 1
C.. # (I 7 [last])
\ Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|ca dominates R_exist r})))
Image ns
n {i|R_exist (Nth (I ™ [last]) i) = c2}"

asm_rewrite_thm_tac THEN asm_rewrite_tac[]);

val cleanTable_deleteRows_lemma = save_pop_thm" cleanTable_delete Rows_lemma';
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HOL output
cleanTable_deleteRows_lemma =

I dy ¢2 t1 to ns

e cleanTable c¢1 t1 = cleanTable c1 t2
Ccl dominates c»

b dominates TS_class t1

[cldanTable
c1
(replaceRows
1
(Extract
(1 .. # (TS_rows t1)
\ revealRow c¢2 t1 Image ns
n {i|R_exist (Nth (TS_rows t1) i) = c2})
(TS_rows t1)))
= cleanTable
€1
(replaceRows
t2
(Extract
(1 .. # (TS_rows ty)
\ revealRow cp tz Image ns
n {i|R_exist (Nth (TS_rows t2) i) = c2})

(TS_rows t2)))

3.3 Update Rows Lemma

We prove two subsidiary results for updateField and update Row.
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Issue: Rewvision . 2.6
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DRA FRONT END FILTER PROJECT

Lemma 1 Proof of Security (11d)

3.3.1 Update Field Lemma

SML
push_goal([]," Cdy ¢2 dy do t u
c1 dominates ca
CrkplaceData c1 di = replaceData c1 d2
23 Val(updateField ¢, (TS_class t) (u,d1))
23 Val(updateField ¢ (TS_class t) (u,d2))
—1
replaceData c1 (destVal(updateField co (TS-class t) (u,d1)))
replaceData c1 (destVal(updateField co (TS_class t) (u,d2)))7);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[updateField_def]);
a(cases_tac”c; = TS_class t”
THEN cases_tac"isltem u’'
THEN cases_tac"isClass v
THEN asm_rewrite_tac[—isVal_giveFError_thm,dest Val_def]);

SML

(CITTTtoal 1" OTIM)]

a( LTA(fn - => id_tac) THEN L[_TI(fn - => id_tac));

a(DROP_NTH_ASM_T j ante_tac THEN
asm_rewrite_tac[replaceData_def ,get_spec” MkData]);

a(cases_tac™ c1 dominates Dat_class d1 ' THEN cases_tac™ c1 dominates Dat_class do™
THEN asm_rewrite_tacl[]);

(I oal 1.1 TIII)]

a( CZMrewrite_thm_tac);

(CITTTdoal 1.2 OTIM)]

a(rewrite_tac[get_spec” MkData,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(CITIIt¢oal "1.8" O]

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
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SML

(CIMMI&oal 2™ [IIID)]

o CZA(fn - => id_tac) THEN L[_T1(fn - => id_tac));

a(DROP_NTH_ASM_T 4 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get _spec” MkData);

a(cases_tac™ c1 dominates Dat_class di ' THEN cases_tac™ ¢y dominates Dat_class dp
THEN asm_rewrite_tacl]);

(T oal "2.1" OTII)]

a( L rewrite_thm_tac);

(CIMMI&oal "2.2" [TIII)]

a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

(I oal **2.3" OIIM)]

a(rewrite_tac[get_spec” MkData™,data_components|THEN strip_tac);

a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

SML
(CIMMI&oal 3™ I
a(cases_tac” destClass u dominates Dat_class di™
THEN cases_tac" destClass u dominates Dat_class dp™
THEN asm_rewrite_tac[—isVal_giveError_thm,dest Val_def]);
a( CZ(fn - => id_tac) THEN [T1(fn _ => id_tac));
a(DROP_NTH_ASM_T 6 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get_spec” MkData);
a(cases_tac” c1 dominates destClass uw'THEN asm_rewrite_tac[]);
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
a(asm_rewrite_tac[]);
a( Crewrite_thm_tac);
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SML
(CIMMI&oal *4™ I
a(cases_tac” Dat_class d1 dominates cp
THEN cases_tac” Dat_class dy dominates co
THEN asm_rewrite_tac[—isVal_giveError_thm,dest Val_def]);
a( C(fn - => id_tac) THEN [_T1(fn _ => id_tac));
a(DROP_NTH_ASM_T 6 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get_spec” MkData);
a(cases_tac” c1 dominates Dat_class d1 ' THEN cases_tac™ c1 dominates Dat_class do
THEN asm_rewrite_tacl]);
(Tt oal 4. 1" OO
a( Crewrite_thm_tac);
(I oal **4.2" OIII)]
a(rewrite_tac[get_spec” MkData™,data_components|THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
(Tt oal 4.8 OTIM)]
a(rewrite_tac[get_spec” MkData,data_components| THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);

SML
(I It¢oal 5" TIIT)]
a(cases_tac” Dat_class d1 dominates ¢
THEN cases_tac” Dat_class do dominates co
THEN asm_rewrite_tac[—isVal_giveFError_thm,dest Val_def]);
a( LTA(fn - => id_tac) THEN L[_TI(fn - => id_tac));
a(DROP_NTH_ASM_T 6 ante_tac THEN
asm_rewrite_tac[replaceData_def ,get_spec” MkData]);
a(cases_tac” c1 dominates Dat_class d1 ' THEN cases_tac™ c1 dominates Dat_class do™
THEN asm_rewrite_tacl[]);
(CITIIGoal "5.1" IIID)]
a( CMrewrite_thm_tac);
(CITTTdoal 5.2 OTIM)]
a(rewrite_tac[get_spec” MkData,data_components| THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
(CITTIt¢oal "5.8" OTIN)]
a(rewrite_tac[get_spec” MkData™,data_components| THEN strip_tac);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
val replaceData_updateField_lemma = save_pop_thm'replaceData_updateField_lemma',
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HOL output
replaceData_updateField_lemma =
[CITdy ¢ di do t u
* ¢1 dominates co
[réplaceData c1 di = replaceData c1 d»
3 Val (updateField co (TS_class t) (u, d1))
(23 Val (updateField co (TS_class t) (u, d2))
[replaceData c1 (destVal (updateField co (TS-class t) (u, d1)))
= replaceData c1 (destVal (updateField co (TS-class t) (u, d2)))

3.3.2 Update Row Lemma

SML
push_goal([]," Cdy co r1 r2 ¢t u
® c1 dominates co
CDom v CLh|Cde ¢/ TaksibleCols c; t [AS_posn ¢’ = n}
[cdeanRow c1 (Snd (cleanColCons c1 t)) r1
= cleanRow c¢1 (Snd (cleanColCons c1 t))
(23 Val (updateRow co (TS_class t) (u, r1))
[Z3Val (updateRow co (TS_class t) (u, r2))
[cldanRow c1(Snd (cleanColCons c1 t))(destVal(updateRow co (TS_class t)(u, r1)))
= cleanRow c¢1(Snd (cleanColCons c1 t))(destVal(updateRow ¢z (TS_class t)(u, r2)))7);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[updateRow_def]);

SML
a(cases_tac™ = u [Hunctional? THEN
cases_tac” ((RelCombine w (R-data r1)
s Graph (updateField co (TS_class t)))
> {z|isError ©})
s Graph destError = {3}
THEN cases_tac™ ((RelCombine u (R-data r2)
s Graph (updateField co (TS_class t)))
> {z|isError ©})
s Graph destError = {3}
THEN asm_rewrite_tac[—isVal_ giveError_thm,give Val_eq_thm]);
a( LTA(fn - => id_tac) THEN L_TI(fn - => id_tac) THEN rewrite_tac[destVal_def]);
a(DROP_NTH_ASM_T 8 (fn _ => id_tac));
a(DROP_NTH_ASM_T 8 ante_tac THEN rewrite_tac[cleanRow_def ,filterRow_def,
get_spec” MkRow ", row_components,rel_ext_clauses,rel_combine_def , [_thm]
THEN REPEAT [ _tak THEN strip_tac THEN_TRY asm_rewrite_tacl]);
a(REPEAT strip_tac);
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SML

(CIMMI&oal ™1™ I

(Cdo update D1

a(lemma_tac™ = [Cdp » (z,up) [Cad);

(CIMI&oal 1.1 TIIM)]

a contr_tac;

a(spec_nth_asm_tac 4 "destVal(updateField co (TS_class t) (up,z))™);
a(spec_nth_asm_tac 1 "updateField co (TS_class t) (up,z)™);
a(spec_nth_asm_tac 1 "(up,z)");

(CIMMI&oal *1.1.1" OIIIM

a(POP_ASM_T (strip_asm_tac o rewrite_rulel]));
(CIT&oal *1.1.2" OIIM)

a(POP_ASM _T (strip_asm_tac o rewrite_rulel]));

SML
(T oal *1.2" OTII)]
a(DROP_NTH_ASM_T 7(asm_tac o list_ [_dlim[" z," replaceData c1 27));
a(LEMMA_T™(C3
e ((Cde ¢ [9nd (cleanColCons c1 t) [AS_posn ¢ = x)
(&, 2') [CR_data r1)
[replaceData c¢1 z = replaceData ¢y 2')7asm_tac);
(CITIId¢oal *"1.2.1" OITIN]
a(lCHac™ 2 "THEN asm_rewrite_tacl]);
a(Hac” ¢ "THEN asm_rewrite_tacl]);
(I oal *1.2.2" OIIM
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN [_fal);
a(CBac™ 2’ "THEN asm_rewrite_tac[]);
a(LEMMA_T" [Cde ¢ ["Snd (cleanColCons c1 t) [_AS_posn ¢ = x 'rewrite_thm_tac);
(CIMIT&oal *1.2.2.1" [IIID)]
a((dac™ c"THEN asm_rewrite_tacl]);
(CITIIt¢oal "1.2.2.2" [IIIM)]
a(REPEAT strip_tac);

a(spec_nth_asm_tac 9 "Fst 2""'7);

Page 42 of 96



DRA FRONT END FILTER PROJECT Ref: DS/FMU./FEF/O:LB
Lemma 1 Proof of Security (I1d) Issue: Rewvision . 2.6
ty Date: 5 December 2009

SML
(I oal 2" [T
(Cdpdate DI
a(DROP_NTH_ASM_T 8(asm_tac o list_ [dlim["z7," replaceData c1 (Snd 2")7));
a(LEMMA_T™ (4
e ((Cde ¢ [9nd (cleanColCons c1 t) [AS_posn ¢ = x)
[k, z) CA_data r1)
CréplaceData c1 (Snd 2") = replaceData c1 z)7asm_tac);
(CIIIoal "2.1" [IIIM)]
a(Cdac™ Snd 2" "THEN asm_rewrite_tac[]);
a(CHac™ c"THEN asm_rewrite_tacl]);
(T oal "2.2" OTTII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN [ _iak);
a(Bac” dest Val(updateField ca (TS_class t)(Fst z",2"))7);
a(LEMMA_T" [Cde ¢ [8nd (cleanColCons c1 t) [CAS_posn ¢ = x'rewrite_thm_tac);
(CITTI8Foal **2.2.1" OTIM) 1
a(Cdac” ¢ "THEN asm_rewrite_tacl]);

SML
(CIT TG oal *2.2.2" [TTTIY]
a(LEMMA_T" (= (g 2
- (I
e ((z, Fst 2') [l (X, Snd 2') [CR_data 1)
[z1 = updateField co (TS_class t) 2')
[yl = destVal 2)
L (X, destVal (updateField c; (TS_class t) (Fst 2", 2"")))
[CR_data 72
e
- (2
e ((z, Fst z) [ (X, Snd z) [CR_data r2)
[zl = updateField c; (TS_class t) z)
[destVal (updateField cp (TS-class t) (Fst 2", 2"))
= destVal 2')) rewrite_thm_tac);
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SML
(CITTGoal "2.2.2.1" [TTTIY]
a [rhght_tac;
a(Bac™ updateField cp (TS_class t) (Fst 2", 2”YTTHEN rewrite_tac[]);
a(CBac™ (Fst 2", 2)T7THEN asm_rewrite_tacl]);
(CITIGoal "2.2.2.2" [TTTIY]
a(lemma_tac™isVal (updateField c; (TS_class t) (Fst 2", 2"")) [
isVal (updateField c; (TS_class t) 2")7);
(CIT G oal *2.2.2.2.1" [TITI)]
a strip_tac;
(CIIGoal "2.2.2.2.1.1" [TIII)]
a(strip_asm_tac([Zdlim" (updateField cp (TS_class t) (Fst 2", 2""))wal_or_error_type));
a(DROP_NTH_ASM_T 16 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 [Tz, destError(updateField c; (TS_class t) (Fst 2", 2""))7));
a(spec_nth_asm_tac 1 "(updateField c; (TS_class t) (Fst 2", 2"))7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "(Fst 2", 2’")7));

SML
(CITTTdFoal **2.2.2.2.1.2" [ITIM) 1
a(strip_asm_tac([Zdlim" (updateField cp (TS_class t) z") wval_or_error_type));
a(DROP_NTH_ASM_T 17 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["x7," destError(updateField ca; (TS_class t) 2")7));
a(spec_nth_asm_tac 1 "(updateField c; (TS_class t) z")7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "2"7));
(CIIIGoal *2.2.2.2.2" [TITI)]
a(asm_rewrite_tac[]);
a(POP_ASM_T ante_tac THEN pure_once_rewrite_tac[prove_rule[]” 2" = (Fst z”,Snd z")7]
THEN [ fab);
a(fe_tac[replaceData_updateField _lemmal)
THEN asm_fc_tac[] THEN asm_fc_tac[] THEN asm_rewrite_tacl]);
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SML

(CIMMI&oal 3™ I

(Cdo update D1

a(lemma_tac™ = [Cdp » (z,up) [Cad);

(CIMI&oal **8.1" TIIM)]

a contr_tac;

a(spec_nth_asm_tac 4 "destVal(updateField co (TS_class t) (up,z))™);
a(spec_nth_asm_tac 1 "updateField co (TS_class t) (up,z)™);
a(spec_nth_asm_tac 1 "(up,z)");

(CITII8&oal "'3.1.1" O]

a(POP_ASM_T (strip_asm_tac o rewrite_rulel]));
(CIT&oal "8.1.2" OIIM)

a(POP_ASM _T (strip_asm_tac o rewrite_rulel]));

SML
(T oal "*3.2" OTTII)]
a(DROP_NTH_ASM_T 7(asm_tac o list_ [_dlim[" z," replaceData c1 27));
a(LEMMA_T™(C3
e ((Cde ¢ [9nd (cleanColCons c1 t) [AS_posn ¢ = x)
[, 2') [CR_data )
[replaceData c¢1 z = replaceData ¢y 2')7asm_tac);
(CIGoal *3.2.1" [IIII)]
a(lCHac™ 2 "THEN asm_rewrite_tacl]);
a(Hac” ¢ "THEN asm_rewrite_tacl]);
(I oal *3.2.2" OIIM
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN [_fal);
a(CBac™ 2’ "THEN asm_rewrite_tac[]);
a(LEMMA_T" [Cde ¢ ["Snd (cleanColCons c1 t) [_AS_posn ¢ = x 'rewrite_thm_tac);
(CIMIT&oal "8.2.2.1" [IIID)]
a((dac™ c"THEN asm_rewrite_tacl]);
(CII@oal "3.2.2.2" [IIII)]
a(REPEAT strip_tac);

a(spec_nth_asm_tac 9 "Fst 2""'7);
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SML
(I oal 4" )]
(Cdpdate DI
a(DROP_NTH_ASM_T 8(asm_tac o list_ [dlim["z7," replaceData c1 (Snd 2")7));
a(LEMMA_T™ (4
e ((Cde ¢ [9nd (cleanColCons c1 t) [AS_posn ¢ = x)
[k, z) [CAR_data ry)
CréplaceData c1 (Snd 2") = replaceData c1 z)7asm_tac);
(CIIoal 4. 1" IIIMY]
a(Cdac™ Snd 2" "THEN asm_rewrite_tac[]);
a(CHac™ c"THEN asm_rewrite_tacl]);
(T oal 4 .2" OTII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[| THEN [ _iak);
a(Bac” dest Val(updateField ca (TS_class t)(Fst z",2"))7);
a(LEMMA_T" [Cde ¢ [8nd (cleanColCons c1 t) [CAS_posn ¢ = x'rewrite_thm_tac);
(CIT Tt oal **4.2.1" OTIM) 1
a(Cdac” ¢ "THEN asm_rewrite_tacl]);

SML
(CIT TG oal **4.2.2" [TTTIY]
a(LEMMA_T" (= (g 2
- (I
e ((z, Fst 2’y [l (&, Snd 2') [CR_data r1)
[z1 = updateField co (TS_class t) 2')
[yl = destVal 2)
L (X, destVal (updateField c; (TS_class t) (Fst 2", 2"")))
[CR_data 71
e
- (2
e ((z, Fst z) [ (X, Snd z) [CR_data r1)
[zl = updateField c; (TS_class t) z)
[destVal (updateField cp (TS-class t) (Fst 2", 2"))
= destVal 2')) rewrite_thm_tac);
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(CI G oal *4.2.2.1" [TITI)]
a [rhght_tac;
a(Bac™ updateField cp (TS_class t) (Fst 2", 2”YTTHEN rewrite_tac[]);
a(CBac™ (Fst 2", 2)T7THEN asm_rewrite_tacl]);
(CITIGoal *4.2.2.2" [TTTIY]
a(lemma_tac™isVal (updateField c; (TS_class t) (Fst 2", 2"")) [
isVal (updateField c; (TS_class t) 2")7);
(CIT G oal *4.2.2.2.1" [TITI)]
a strip_tac;
(CIIGoal "4.2.2.2.1.1" [TIII)]
a(strip_asm_tac([Zdlim" (updateField cp (TS_class t) (Fst 2", 2""))wal_or_error_type));
a(DROP_NTH_ASM_T 17 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 [Tz, destError(updateField c; (TS_class t) (Fst 2", 2""))7));
a(spec_nth_asm_tac 1 "(updateField c; (TS_class t) (Fst 2", 2"))7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "(Fst 2", 2’")7));

SML
(CIMGoal *4.2.2.2.1.2" [T}
a(strip_asm_tac([Zdlim" (updateField cp (TS_class t) z") wval_or_error_type));
a(DROP_NTH_ASM_T 16 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["x7," destError(updateField ca; (TS_class t) 2")7));
a(spec_nth_asm_tac 1 "(updateField c; (TS_class t) z")7);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "2"7));
(CIIGoal *4.2.2.2.2" [TITI)]
a(asm_rewrite_tac[]);
a(POP_ASM_T ante_tac THEN pure_once_rewrite_tac[prove_rule[]” 2" = (Fst z”,Snd z")7]
THEN [ fab);
a(fe_tac[replaceData_updateField _lemmal)
THEN asm_fc_tac[] THEN asm_fc_tac[] THEN asm_rewrite_tacl]);
val cleanRow_updateRow_lemmal = save_pop_thm" cleanRow _updateRow _lemmal',
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HOL output

cleanRow_updateRow_lemmal =

CIldy ¢ 71 r2 t u

* ¢1 dominates co

CDom u CIh|Cde ¢/ CulsibleCols cp t [-AS_posn ¢ = n}
CcleanRow c¢1 (Snd (cleanColCons c1 t)) r1
= cleanRow c1 (Snd (cleanColCons c1 t)) r
[ Val (updateRow co (TS-class t) (u, r1))

[ Val (updateRow co (T'S_class t) (u, r2))
[_cldanRow

C1
(Snd (cleanColCons c1 t))

(destVal (updateRow co (TS-class t) (u, r1)))
= cleanRow

C1
(Snd (cleanColCons c1 t))
(destVal (updateRow co (TS-class t) (u, 12)))

3.3.3 Update Rows Lemma

We first prove a theorem which essentially states that if the row existence class of two rows is the

same and the same fields of the two rows are visible, then an update either exists for both rows or
for neither.

SML
push_goal([]," Ik I> 1 z2 ¢ us up *
R_exist x1 = R_exist zo [1
#(ListRel 11 > {r|c dominates R_exist r})
= #(ListRel I > {r|c dominates R_exist 1})
1
(((#(Squash (Id (Dom (ListRel (I1 ™ [z1])
> {r|c dominates R_exist 1})))),up) [uk)
= ((#(Squash (Id (Dom (ListRel (Io ™ [z2])
> {r|c dominates R_exist r})))),up) [uk))");

Page 48 of 96



DRA FRONT END FILTER PROJECT [t/ DS/FMU/FEF/013
Lemma 1 Issue: Revision : 2.6

Proof of Security (11d) Date: 5 December 2009

SML
a(REPEAT [flac THEN strip_tac);
a(cases_tac” ¢ dominates R_exist x27);
(T oal 1" OITI0)]
a(lemma_tac™ ¢ dominates R_exist x1 ' THEN _LIST[asm_rewrite_tac[],id_tac));
a(fe_tac[size_squash_id_dom_thm]);
a(LEMMA_T™#(Squash (Id (Dom (ListRel (11 ™ [z1])
> {r|c dominates R_exist r}))))
= #(Squash (Id (Dom (ListRel (Io ™ [z2])
> {r|c dominates R_exist r})))) 'rewrite_thm_tac);
a(strip_asm_tac(list_ [Zdlim[" 11 7\"z1 " {r|c dominates R_exist r} |size_squash_plusl_thm));
a(strip_asm_tac(list_ [Zdlim[" 12 \"z2 T {r|c dominates R_exist r} '|size_squash_plusl_thm));
a(asm_rewrite_tac[]);
(I oal 2" [III0)]
a(lemma_tac™= ¢ dominates R_exist 1 THEN _LIST[asm_rewrite_tac[],id_tac]);
a(LEMMA_T"#(Squash (Id (Dom (ListRel (I1 7 [z1])
> {r|c dominates R_exist r}))))
= #(Squash (Id (Dom (ListRel (Io ™ [z2])
> {r|c dominates R_exist r})))) 'rewrite_thm_tac);
a(asm_rewrite_tac[list_rel_"_>_thm]);
a(fe_tac[size_squash_id_dom_thm]);
val iNnUpdates_lemma = save_pop_thm" inUpdates_lemma";
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HOL output
i Updates_lemma =
LI Ip z1 z2 ¢ us up
e R_exist x1 = R_exist x2
& (ListRel 11 > {r|c dominates R_exist r})
= # (ListRel Iy > {r|c dominates R_exist r})
L (&
(Squash
(Id
(Dom
(ListRel (I1 ™ [z1])
> {r|lc dominates R_exist r})))), up)
[Cuk
o (#
(Squash
(Id
(Dom
(ListRel (I ™ [z2])
> {r|c dominates R_exist r})))), up)

k)

Now the main theorem of this section.
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SML
push_goal([],”" Cdy co t1 t2 us
us [Hunctional
1
Dom (U (Ran us)) [LLh|Cd e ¢ [CInd (cleanColCons co tp) [LAS_posn ¢ = n}
1
((RelCombine
((revealRow c2 t1)~ 5 us)
(ListRel (T'S_rows t1))
o Graph (updateRow co (TS_class t2)))
> {x|isError z})
s Graph destError
={
C{RelCombine
((revealRow c2 t2)™~ 9 us)
(ListRel (T'S_rows t2))
s Graph (updateRow co (TS_class t2)))
> {zx|isError z3})
s Graph destError
={}
CcleanTable ¢1 t1 = cleanTable c1 tr

Ccl dominates co [cb dominates TS_class t1
—1

cleanTable
c1
(replaceRows
1
(RelList
(ListRel (TS_rows t1)
[ (RelCombine
((revealRow c2 t1)~ 9 us)
(ListRel (TS_rows t1))
s Graph (updateRow co (TS_class t1)))
o Graph destVal)))

cleanTable
c1
(replace Rows
t2
(RelList
(ListRel (TS_rows t2)
[ (RelCombine

((revealRow ¢ $2)~ 9 us)

(ListRel (TS_rows t2)) Page 51 of 96
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SML
a(REPEAT strip_tac);
a(lemma_tac” cleanTable c» t1 = cleanTable cp t™
THEN _LIST|[fc-tac[cleanTable_lemma)
THEN asm_fc_tac[],id_tac));
a(DROP_NTH_ASM_T j ante_tac THEN
rewrite_tac[cleanTable_def ,;replaceRows_def ,get_spec™ MkTableSpec™]);
a(lemma_tac” c1 dominates TS_class t1 "THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(cases_tac™ c1 dominates TS_class to "THEN asm_rewrite_tac|]);

SML
set_labelled _goal"' 2",
(TG oal 2" TN
a(rewrite_tac[get_spec” MkTableSpec ™ tab_components,cleanColCons_def]
THEN REPEAT strip_tac);
a(DROP_NTH_ASM_T 7 ante_tac THEN DROP_NTH_ASM_T 5 rewrite_thm_tac);

a(asm_rewrite_tac[]);

SML
(CIMMI&oal 1™ IID)]
a( CTC{strip_asm_tac o rewrite_rule[get_spec™ MkTableSpec™,tab_components)));
a(DROP_NTH_ASM_T 8 ante_tac THEN asm_rewrite_tac[cleanTable_def]);
a(GET_NTH_ASM_T 8 ante_tac THEN GET_NTH_ASM_T 5 rewrite_thm_tac
THEN [iak
THEN asm_rewrite_tac[get_spec” MkTableSpec™,tab_components] THEN strip_tac);
a(POP_ASM_T ante_tac THEN lemma_tac” cleanColCons co t1 = cleanColCons ¢z tp
THEN _LIST[pure_once_asm_rewrite_tac[prove_rule[pair_clauses]
"Cd e p=(Fst p, Snd p) " |THEN asm_rewrite_tac[],
DROP_NTH_ASM_T 3(fn _ => id_tac)
THEN DROP_NTH_ASM_T 2(fn - => id_tac)]);
a(asm_rewrite_tac[] THEN [_fakb);
a(lemma_tac” cleanColCons c¢1 t1 = cleanColCons c1 t2
THEN _LIST[pure_once_asm_rewrite_tac[prove_rule[pair_ clauses]
TCd e p=(Fst p, Snd p) |THEN asm_rewrite_tac[],
DROP_NTH_ASM_T 7(fn - => id_tac)
THEN DROP_NTH_ASM_T 6(fn - => id_tac)]);
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SML
a(DROP_NTH_ASM_T 5 ante_tac THEN asm_rewrite_tac[] THEN [_fak);
a(fe_tac[cleanRows_size_lemmal);
a(LIST_-DROP_NTH _ASM_T [1,2,3,4/)(MAP_EVERY ante_tac));
a(LIST_DROP_NTH_ASM_T [1,21(MAP_EVERY (fn - => id_tac)));
a(DROP_NTH_ASM_T 9 ante_tac THEN DROP_NTH_ASM_T 8 ante_tac THEN
rewrite_tac[cleanColCons_def ,cleanRows_def ,reveal Row_def ,get_spec” MkTableSpec™);
a(REPEAT strip_tac);
a(LIST_-DROP_NTH _ASM_T [1,2,3,6,7(MAP_EVERY ante_tac));
a(lemma_tac™ CIy » TS_rows t1 = Iy "THEN _LIST
[prove_ [lac,POP_ASM _T rewrite_thm_tac));
a(lemma_tac™ CIp » TS_rows to = lp "THEN_LIST
[prove_ [dac,POP_ASM _T rewrite_thm_tac));
a(intro_ Clac("l2 7,712 7);
a(REV _LIST_INDUCTION _T" 11 "asm_tac);

SML

(CIIIIoal "1.1" [IIIMY]

a(rewrite_tac[map_def ,all_ [intro(eq_sym_rule(all_ [Zdlim list_rel_list_thm)),
[Cnkll_thm,rel_list_null_thm|THEN REPEAT strip_tac);

a(LEMMA_T" ListRel Iy > {r|co dominates R_ezist r} = {} 'rewrite_thm_tac);

(CIMMI&oal *1.1.1" OIIIM

a(DROP_NTH_ASM_T 8 ante_tac THEN rewrite_tac[rel_ext_clauses,>>_def]);

a(REPEAT strip_tac);

a(list_spec_nth_asm_tac 2 [Tz, y]);

a(swap_nth_asm_concl_tac 1);

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

(CITTI8oal *1.1.2" OTIM) 1

a(asm_rewrite_tac[ [L_nkll_thm2, rel_list_def]);
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SML

(CITII¢oal "1.2" OITIN)]
a(REPEAT [Hac);
a(intro- Clac(" last " last ) THEN REV _LIST_INDUCTION_T" 1 ‘asm_tac);
(CIMI&oal *1.2.1" OIIIM)Y
a(REPEAT [lac THEN cases_tac™ c1 dominates R_exist last ' THEN asm_rewrite_tac
[map_def, C_nkll_thm,rel _list_null_thm,
all_ Cintro(eq_sym_rule(all_ [Zdlim list_rel_list_thm))]THEN REPEAT strip_tac);
a(LEMMA_T" ListRel (I3 ™ [last]) > {r|c2 dominates R_exist r} = {} 'rewrite_thm_tac);
(CITTTt7oal *1.2.1.1" TTIM)]
a(lemma_tac™ = co dominates R_exist last™);
(CITII¢Goal "1.2.1.1.1" IIIM)1
a(swap_nth_asm_concl_tac 4);
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIIT&oal *1.2.1.1.2" OIII)]
a(asm_rewrite_tac[list_rel_"_>_thm]);
a(DROP_NTH_ASM_T 4 ante_tac THEN rewrite_tac[rel_ext_clauses,>_def]);
a(REPEAT strip_tac);
a(list_spec_nth_asm_tac 2 ["x7,"y7]);
a(swap_nth_asm_concl_tac 1);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(CIMII&oal *'1.2.1.2" [IIID)]
a(asm_rewrite_tac[ [_nkll_thm2, rel_list_def list_rel_"_t>_thm]);

SML

(CITTIdoal *"1.2.2" OTIN)]

a(REPEAT [Tlac THEN cases_tac™ c1 dominates R_exist last ' THEN
cases_tac” c1 dominates R_exist last’? THEN asm_rewrite_tac[]);

(CITII¢oal "1.2.2.1" IIIM)]

a(cases_tac™ ca dominates R_exist last™

THEN cases_tac™ cp; dominates R_exist last'™

THEN asm_rewrite_tac[size_list_rel_"_1>_thml]);
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SML

(CIMMI&oal *1.2.2.1.1" [TIII)]
a(REPEAT [ _fak THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 14 (ante_tac o [dlim"l>™)
THEN DROP_NTH_ASM_T 13(fn - => id_tac)
THEN asm_rewrite_tac[] THEN [_iak);
a(GET_NTH_ASM_T 6 (strip_asm_tac o rewrite_rule
[cleanRow_def ,get_spec” MkRow ™, row_components,rel_ext_clauses]));
a(POP_ASM_T (fn - => id_tac));
a(ante_tac(list_ CAlim[" 117,712 7" last’ " last™," c2 7," us inUpdates_lemma)
THEN asm_rewrite_tac[] THEN [_fak);
a(cases_tac™ Cap » (#(Squash (Id (Dom (ListRel (11 ™ [last'])
> {r|c2 dominates R_exist r})))),up) [Cuk™);
(CITd7oal "1.2.2.1.1.1" [IIIM]
a(strip_asm_tac(list_ [ Alim][
"#(Squash(Id(Dom(ListRel (11 ™ [last’]) > {r|ca dominates R_exist r}))))”,
Tup T us T co it Tdom_|J_ran_lemma));
a(DROP_NTH_ASM_T 38 (ante_tac o [_dlim"up) THEN asm_rewrite_tac[| THEN [ _fak);
a(strip_asm_tac(list_ [ dlim["c2 7, last’ 7,711 T up ™" us ™,  t2 conjunctl _lemma?2)
THEN POP_ASM_T rewrite_thm_tac);
a(strip-asm_tac(list- [_dlim[" co2 " last o T up T us " to eonjunctl _lemma2)
THEN POP_ASM_T rewrite_thm_tac);
a(lemma_tac™isVal (updateRow cp (TS_class t2) (up, last’))
[Z3Val (updateRow co (TS_class t2) (up, last))™);
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SML
(CIGoal "1.2.2.1.1.1.1" [IIII)Y]
a strip_tac;
(CIMMGoal "1.2.2.1.1.1.1.1" [TIII)]
a(strip_asm_tac([Zdlim"™ (updateRow c2 (TS_class t2) (up, last’)) wal_or_error_type));
a(DROP_NTH_ASM_T 14 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# Iy + 17,7 destError(updateRow c (TS _class t2)(up,last’))™]);
a(spec_nth_asm_tac 1 "(updateRow cp (TS_class t2) (up, last’))™);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "(up, last’)™));
(CIMGoal "1.2.2.1.1.1.1.1.1" [T
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (11 ~ [last’])
> {r|ca dominates R_exist r}))))7);

a(POP_ASM_T ante_tac THEN asm_rewrite_tac[inv_rel_def]);
a(strip_asm_tac(list_ [dlim[" 11,  last’ 7,7 {r|c2 dominates R_exist r}7|size_"_one_thm));
(CIMGoal "1.2.2.1.1.1.1.1.2" [T
a(POP_ASM _T(strip_asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thm])));

SML
(CIGoal *1.2.2.1.1.1.1.2" (LI}
a(strip_asm_tac([Zdlim™ (updateRow co (TS_class t2) (up, last)) wal_or_error_type));
a(DROP_NTH_ASM_T 15 (strip_asm_tac o rewrite_rule[rel_ext_clauses,rel_combine_def]));
a(list_spec_nth_asm_tac 1 ["# lo + 17 destError(updateRow ca(TS-class t2)(up, last)));
a(spec_nth_asm_tac 1 "(updateRow co (TS_class t2) (up, last))™);
a(POP_ASM _T(strip_asm_tac o rewrite_rule[] o [dlim "(up, last)™));
(CIGoal "1.2.2.1.1.1.1.2.1" [IIIIY]
a(spec_nth_asm_tac 1 "#(Squash (Id (Dom (ListRel (I 7 [last])

> {r|c2 dominates R_exist r}))))7);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac[inv_rel_def]);
a(strip_asm_tac(list_ [Zdlim[" 1o 7" last " {r|c2 dominates R_exist r}|size_""_one_thm));
(CIGoal "1.2.2.1.1.1.1.2.2" [IIIIY]
a(POP_ASM _T(strip_asm_tac o rewrite_rule[list_rel_def ,dot_dot_def,

length_"_one_thm,nth_length_one_thm)));
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SML

(CIGoal "1.2.2.1.1.1.2" [IIII)Y]
a(LEMMA_T" ¢1 dominates R_exist
(destVal (updateRow cp (TS_class t2) (up, last’)))
Cch dominates R_exist
(destVal (updateRow co (TS_class t2) (up, last))) 'asm_rewrite_thm_tac);
(CIGoal "1.2.2.1.1.1.2.1" [T
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[updateRow_def]);
a(cases_tac" = up [Hunctional® THEN
cases_tac” ((RelCombine up (R_data last’)
s Graph (updateField co (TS_class t2)))
> {z|isError z})
s Graph destError
={
C{RelCombine up (R-data last)
s Graph (updateField co (TS_class t2)))
> {z|isError z})
s Graph destError
={
THEN asm_rewrite_tac[—isVal_giveError_thm,dest Val_def ,get_spec” MkRow,
row_components|THEN REPEAT strip_tac);
(CITII&Goal "'1.2.2.1.1.1.2.2" [TIII)]

a(be_tac[rewrite_rule[cleanColCons_def]cleanRow _updateRow_lemmal| THEN asm_rewrite_tac[]);

SML

(CIMMI&oal *1.2.2.1.1.2" I
a(DROP_NTH_ASM_T 2 ante_tac THEN asm_rewrite_tac[] THEN [_falk);
a(LEMMA_T" RelCombine ((Squash
(Id
(Dom
(ListRel (Iz ™ [last'])
> {r|ca dominates R_exist r}))))”~
5 us)
(ListRel (I3 ™ [last’]))
=RelCombine ((Squash
(Id
(Dom
(ListRel 11
> {r|ca dominates R_exist r}))))”~
5 us)
(ListRel 11)rewrite_thm_tac);
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SML
(CIMI¢oal *'1.2.2.1.1.2.1" [T
a(asm_rewrite_tac[squash_"_thm]));
a(LEMMA_T™{(# (Squash(Ild(Dom (ListRel l1

> {r|ca dominates R_exist r})))) + 1, # 1 + 1)}~

o us = {} 'rewrite_thm_tac);

(CIMII&oal 1.2.2.1.1.2.1.1" [TIII)]
a(rewrite_tac[rel_ext_clauses,inv_rel_def|THEN REPEAT strip_tac);
a(spec_nth_asm_tac 4 "y7);
a(DROP_NTH_ASM_T }(fn - => id_tac) THEN DROP_NTH_ASM_T J(fn - => id-tac));
a(strip_asm_tac(list- [ dlim[" 117,  last’ 7,7 {r|c2 dominates R_exist r}7"|size_squash_plusl_thm));
a(swap_nth_asm_concl_tac 2);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
(CIOId7oal "1.2.2.1.1.2.1.2" [IIIM]

a(rewrite_tac[rel_combine_one_lemmal);
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SML

(CIMMI&oal 1.2.2.1.1.2.2" I
a(LEMMA_T" RelCombine ((Squash
(Id
(Dom
(ListRel (I ™ [last])
> {r|c2 dominates R_exist 1}))))”~
5 us)
(ListRel (I ™ [last]))
=RelCombine ((Squash
(Id
(Dom
(ListRel 12
> {r|c2 dominates R_exist 1}))))”~
5 us)
(ListRel 1) rewrite_thm_tac);
(CIOTd7oal "1.2.2.1.1.2.2.1" TIIMD)]
a(asm_rewrite_tac[squash_""_thm]);
a(LEMMA_T™{(# (Squash(Id(Dom (ListRel I
> {r|co dominates R_exist r})))) + 1, # I + 1)}~
o us = {} 'rewrite_thm_tac);
(CIMGoal "1.2.2.1.1.2.2.1.1" [T
a(rewrite_tac[rel_ext_clauses,inv_rel_def|THEN REPFEAT strip_tac);
a(spec_nth_asm_tac 8 "y,
a(DROP_NTH_ASM_T j(fn - => id_tac) THEN DROP_NTH_ASM_T 4(fn - => id_tac));
a(strip_asm_tac(list_ [Zdlim[" 12 7,7 last " {r|ca dominates R_exist r} "|size_squash_plusl _thm));
a(swap_nth_asm_concl_tac 2);
a(DROP_NTH_ASM_T 4 ante_tac THEN asm_rewrite_tac[]);
(CIIGoal *1.2.2.1.1.2.2.1.2" [TITI)]
a(rewrite_tac[rel_combine_one_lemmal);
(CIMMGoal *1.2.2.1.1.2.2.2" [TIII)]
a(strip_asm_tac(list_ [Zdlim[" 11 7,7 last’™," cp T us™," t2 "|conjunct! _lemmal));

a(strip_asm_tac(list_ L dlim[ 12,  last ",V co ,"us "t econjunctl _lemmal));

a(asm_rewrite_tac[]);
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SML
(CITII¢oal *'1.2.2.1.2" [IIIM)1
a(REPEAT [_fab);
a(strip_asm_tac(list_ T dlim[ 11 ", 1o \"c1 ", eo " {col
|y
* ¢1 dominates CC_exist y
S _consGroup col, y) [MS_cons t2} ]
map_cleanRow_lemma2));

a(DROP_NTH_ASM_T 38 ante_tac THEN POP_ASM_T rewrite_thm_tac);

SML

(CIMTTtroal *1.2.2.1.3" III)Y]

a(REPEAT L[Hak);

a(strip_asm_tac(list- Ldlim[" 11 7,7 l2 T e1 T ea T {{col
L)

* ¢1 dominates CC_exist y
L (CS_consGroup col, y) [LNS_cons t2} ]
map_cleanRow_lemma2));
a(DROP_NTH_ASM_T 3 ante_tac THEN POP_ASM_T rewrite_thm_tac);

SML

(CITII¢oal *'1.2.2.1.4" IIIM)1

a(REPEAT [ _fak THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 14 (ante_tac o [dlim"l>™)

THEN DROP_NTH_ASM_T 13(fn - => id_tac)

THEN asm_rewrite_tac[] THEN [_iak);
a(asm_rewrite_tac[list_rel_"_t>_thm,rel_combine_one_lemmal);
a(strip_asm_tac(list_ [ dlim[ 117,  last’ ™" co 7,Tus ™" to |congunctl _lemmal));
a(strip_asm_tac(list_ [Zdlim[" 12 \"last"," c2 T us ™" to conjunct! _lemmal));

a(asm_rewrite_tac[]);
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SML
(CIMMI&oal *'1.2.2.2" I
a(cases_tac” c; dominates R_exist last’™
THEN asm_rewrite_tac[size_list_rel_"_1>_thm]);
(CIMGoal *1.2.2.2.1" [TIII)]
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIMII&oal *1.2.2.2.2" [TIII)]
a(REPEAT [—fak THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 12(ante_tac o [dlim"ly ™ [last]")
THEN DROP_NTH_ASM_T 11(fn - => id_tac)
THEN asm_rewrite_tac[size_list_rel_"_t>_thm] THEN [_tal);
a(POP_ASM_T (rewrite_thm_tac o eq_sym_rule));
a(asm_rewrite_tac[list_rel_"_>_thm,rel_combine_one_lemmal);

a(strip_asm_tac(list_ [_dlim[" 11 7,7 last’™," cp T us™," t2 "Jconjunct! _lemmal));

a(asm_rewrite_tac[]);

SML

(CIMIT&oal *'1.2.2.8" [IIIN)]
a(cases_tac™ c; dominates R_exist last™
THEN asm_rewrite_tac[size_list_rel_"_t>_thm]);
(CIII&oal *1.2.2.8.1" TIII)]
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
(CITTTd¢oal *1.2.2.8.2" [I1IM)]
a(REPEAT [ _fak THEN fc_tac[rel_combine_null_lemmal);
a(DROP_NTH_ASM_T 12(fn - => id_tac)
THEN DROP_NTH_ASM_T 11(ante_tac o [_dlim" last’™)
THEN asm_rewrite_tac[size_list_rel_"_t>_thm] THEN [ _tal);
a(POP_ASM _T rewrite_thm_tac),
a(asm_rewrite_tac[list_rel-"_>>_thm,rel_combine_one_lemmal);
a(strip_asm_tac(list_ L dlim[ 12 ",  last ",V co ,"us "t econjunctl _lemmal));
a(asm_rewrite_tac[]);
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SML

(CITII¢oal "'1.2.2.4" OTIIM)]
a(lemma_tac™= cp dominates R_exist last T3 co dominates R_exist last’™);
(CIT&oal *1.2.2.4.1" TIII)]
a(swap_nth_asm_concl_tac 1 THEN fc_tac[dominates_trans] THEN asm_fc_tac[]);
(CITII¢oal "'1.2.2.4.2" [I1II)1
a(asm_rewrite_tac[size_list_rel " _1>_thm] THEN REPEAT [ _fak
THEN fc_tac[rel_combine_null_lemmal));
a(DROP_NTH_ASM_T 13(ante_tac o [Zdlim"1>™)
THEN DROP_NTH_ASM_T 12(fn - => id_tac)

THEN asm_rewrite_tac[size_list_rel_"_>_thm] THEN [_fak);

a(asm_rewrite_tac[list_rel_"_t>_thm,rel_combine_one_lemmal);

a(strip_asm_tac(list_ [ dlim[ 117,  last’ ™" co 7,Tus ™" to congunctl _lemmal));
a(strip_asm_tac(list_ [Zdlim[" 12 \Tlast"," c2 T us ™" t2 conjunct! _lemmal));
a(asm_rewrite_tac[]);

val cleanTable_updateRows_lemma = save_pop_thm' clean Table_update Rows_lemma';
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HOL output
cleanTable_update Rows_lemma =
CIdy ¢p t1 to us
e Dom (U (Ran us))
C{h|Cde ¢ [C9nd (cleanColCons co t2) LAS_posn ¢ = n}
C{RelCombine
((revealRow co t1)™ § us)
(ListRel (TS_rows t1))
o Graph (updateRow co (TS_class t2)))
> {x|isError z3})
s Graph destError
={}
C({RelCombine
((revealRow c2 t2)™~ 9 us)
(ListRel (TS_rows t2))
s Graph (updateRow co2 (TS_class t2)))
> {xz|isError x})
o Graph destError
={
CcleanTable ¢c1 t1 = cleanTable c1 t2
[k dominates c»
b dominates TS_class t1
[_cldanTable
c1
(replaceRows
1
(RelList
(ListRel (TS_rows t1)
[ (RelCombine
((revealRow ¢y t1)~ 9 us)
(ListRel (TS_rows t1))
o Graph (updateRow co (TS-class t1)))
s Graph destVal)))
= cleanTable
C1
(replaceRows
t2
(RelList
(ListRel (TS_rows t3)
C(RelCombine
((revealRow cp t2)~ 9 us)
(ListRel (TS_rows t2))
s Graph (updateRow cp (TS_class t2)))
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3.4 Proof of Conjunct 2

First we prove three auxiliary results.

SML

push_goal([],” Cdy ¢c2 i s ® (¢c1 dominates co LEhbExists co i 8)
[ fabFExists c1 i s);

a(REPEAT strip_tac);

a(POP_ASM_T ante_tac THEN rewrite_tac[tabFxists_def]);

a(REPEAT strip_tac);

(I oal 1™ IIID)]

a(Cdac™y"THEN asm_rewrite_tac[]);

(CITTTt¢oal 2" OTIM)]

a(fe_tac[dominates_trans] THEN asm_fc_tacl]);

(I oal 3™ IIID)]

a(fe_tac[dominates_trans] THEN asm_fc_tac[]);

(CMMT&oal 4™ I

a((Cac™y' "THEN asm_rewrite_tacl]);

val tabEXists_lemmal = save_pop_thm " tabEzrists_lemmal™,

HOL output
tabFExists_lemmal =
CICdy ¢ @ s
® ¢1 dominates co LiIdbExists cp 1 s L _fabFxists ¢1 1 s

SML
push_goal([],” Cd s1 s2
e hideR (c, repState s1) = hideR (c, repState s2)
14
e tabEwists ¢ 1 (repState s1)
[cldanTable ¢ (getTable i (repState s1))

= cleanTable c (getTable i (repState $2)))7);
a(REPEAT strip_tac),

HOL output
tabEzists_cleanTable_lemmal =
[ d s1 s»
e hideR (c, repState s1) = hideR (c, repState s2)
(114
e tabEwists ¢ 1 (repState s1)
[cldanTable ¢ (getTable i (repState s1))
= cleanTable ¢ (getTable i (repState s2)))

a(fe_tac[rewrite_rule[hide_eq_lemmaltabExists_cleanTable_lemma]l THEN asm_fc_tac[]);
val tabEXists_cleanTable_lemmal = save_pop_thm"tabExists_cleanTable_lemmal™;
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SML
push_goal([],”" Cd t1 tp
¢ dominates TS_class t1
[cl dominates TS_class t2
CcleanTable ¢ t1 = cleanTable ¢ to
[colDefaults ¢ t1 = colDefaults ¢ t27);
a(REPEAT strip_tac);
a(POP_ASM_T ante_tac THEN asm_rewrite_tac
[cleanTable_def ,get _spec” MkTableSpec,tab_components| THEN strip_tac);
a(asm_rewrite_tac[ext_thm,colDefaults_def ,visible Cols_def]);
val colDefaults_lemma = save_pop_thm" colDefaults_lemma'";

HOL output
colDefaults_lemma = [1.d t1 t2
* ¢ dominates TS_class t1
[cl dominates TS_class t2
CcleanTable ¢ t1 = cleanTable ¢ to
[ _colDefaults ¢ t1 = colDefaults ¢ t2

Now the proof of conjunct2.
SML
push_goal([],” Cdy cp s1 s2 €
e hideR (c1, repState s1) = hideR (c1, repState s2) [ch dominates cz
[ChifleR (c1, Fst (updateStateR (c2, e, repState s1)))

= hideR (c1, Fst (updateStateR (c2, e, repState s2)))7N);
a(REPEAT strip_tac),

a(lemma_tac” hideR (c2, repState s1) = hideR (c2, repState s)™

THEN _LIST[fc_tac[rewrite_rule[hide_eq_lemma,secureHide_def]secureHide_lemmal
THEN asm_fc_tacl],id_tac]);

a(LEMMA_T"e = (Fst e,Snd €)' pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],rewrite_tac[updateState R_def]]);
a(lemma_tac™ (tabExists co (tabFromEffect (Fst €)) (repState s1)

[ZabEzists co (tabFromEffect (Fst e)) (repState s2))
[QabExists co(tabFromEffect (Fst €)) (repState sp )

[ fabEzists co (tabFromEffect (Fst e)) (repState s1))™);
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SML

(CIMMI&oal ™1™ I

a(strip_asm_tac(list_ [Zdlim[" c2 )" s1 7 s2 (rewrite_rule[hide_eq_lemma]
tabExists_lemma)) THEN asm_rewrite_tacl]);

(I oal 2" [IIII)]

(Cinvalid tables in s1 and sp DI

a(strip_asm_tac([Zdlim " Fst e query_type) THEN asm_rewrite_tac]]
THEN cases_tac™ = Snd e = [|" THEN asm_rewrite_tacl]);

(I oal 3™ OIID)]

(Cdalid tables in sy and sp D1

a(strip_asm_tac (list_ [Zdlim[" c2 7,7 s1 7,7 s2 "|(rewrite_rule[hide_eq_lemma)
tabExists_cleanTable_lemma)));

a(POP_ASM_T (strip_asm_tac o [_dlim" tabFromEffect (Fst €)™));

SML
(CIMT&oal "*8.1" OTIM)]
(CHable classes not dominated by ¢ D1
a(EVERY [strip_asm_tac([Zdlim " Fst e query_type),
asm_rewrite_tac|],
cases_tac"— Snd e =[],
asm_rewrite_tac[]]);
(CIMMI&oal *3.2" TIII)]
(CHable classes dominated by ¢ )1
a(strip_asm_tac(list- [Zdlim[" c1 " c2 " tabFromEffect (Fst €)', repState s1 tabEzists_lemmal));
a(strip_asm_tac (list_ L_dlim[ c1," s1 ', s2 tabEzists_cleanTable_lemmal));
a(POP_ASM_T (strip_asm_tac o [Zdlim"™ tabFromEffect (Fst €)7));
a(EVERY [strip_asm_tac([Zdlim " Fst e query_type),
asm_rewrite_tac[],
cases_tac"— Snd e =[],

asm_rewrite_tac[]]);
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SML

(C3 subgoals — Select automatically proven [)]

(CIId7oal "3.2.1" [OIIN1

(CITinsert [T

a(LIST_DROP_NTH_ASM_T[1,2,3,4,71(MAP_EVERY (fn - => id_tac)));

a(POP_ASM_T (strip_asm_tac o rewrite_rule[isInsert_def]));

a(LIST_DROP_NTH _ASM_T[2,3,4,5,6,7)(MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[destInsert_def ,tabFromEffect_def ,
getTable_def ,rewrite_rule[dom_def|tabFxists_def]);

a(REPEAT strip_tac);

a(strip-asm_tac (pure_rewrite_rule[get_spec” isState ™, get_spec” StateS™, Ll_def ,n_def]
(Cdlim' s1 "isState_lemma)));

a(strip_asm_tac(list_ [_dlim[" repState s1~," Front (F'st i)7,"y" at_thm1));

a(strip_asm_tac (pure_rewrite_rule[get_spec™isState™, get_spec” StateS™, Ll_def ,n_def]
(C=dlim" sp MisState_lemma)));

a(strip-asm_tac(list_ [_dlim[" repState sp " Front (Fst i)","y at_thm1));

a(LIST_DROP_NTH _ASM_T[7,8,9,10,11,12,13,15,16,17/(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T 4 rewrite_thm_tac THEN TOP_ASM_T rewrite_thm_tac);
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SML
a(REPEAT [fak);
a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_tac THEN
rewrite_tac[ o _def ,get_spec” IdeL",get_spec” DirectoryS",n_def > _def,
get_spec” Universe ' rel_ext_clauses,get_spec”"$P | THEN REPEAT [ _ial);
a(asm_fc_tac[]);
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[ -5l def ,n_def]
THEN REPEAT L[_fab);
a(strip_asm_tac(list_ [_dlim[™ Dir_tables y " Last (F'st i)7,"y'"at_thm1));
a(strip_asm_tac(list_ [_dlim[" Dir_tables y"7," Last (Fst 1)7,"y" at_thm1));
a(LIST_DROP_NTH _ASM _T[9,10,11,12](MAP_EVERY ante_tac) THEN asm_rewrite_tac[]);
a(LIST-DROP_NTH_ASM_T[4,6,7,8)(MAP_EVERY (fn - => id_tac))
THEN REPEAT [ _ial);
a(LEMMA_T"i = (Fst i,5nd )7 pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],asm_rewrite_tac[hideR_def ,insertQuery_def ,changeSpec_def]]);
a(DROP_NTH_ASM_T 23(strip_asm_tac o rewrite_rule[hideR_def ,rel_ext_clauses)));
a(REPEAT [fac);
a(strip_asm_tac(list_ [ dlim[" c2 7,7y 7,7y’ " colDefaults_lemma));
a(TOP_ASM_T rewrite_thm_tac);
a(cases_tac™= Elems (Map (MkRow c2 o colDefaults cz ")
(Snd 1)) CRbwS™
THEN asm_rewrite_tacl]);
a(POP_ASM_T (fn - => id_tac) THEN REPEAT strip_tac);

SML
(CITII¢oal "8.2.1.1" OIIIM)]
a(rewrite_tac[ [single));
a(CASES_T"x = Front (Fst i) 'asm_tac);
(CIMII&oal *8.2.1.1.1" TIIM)]
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule

[ Csingle, get_spec™ MkDirectory ™, dir_ components]));
a(DROP_NTH_ASM_T 8(asm_tac o list_ [Zdlim[" Front(Fst i)"," cleanDirectory c1 y"™));
a(LEMMA_T™ (2

e (¢1 dominates Dir_exist z T (Front (Fst i), z) [rkpState s1)

" = cleanDirectory c1 z)"asm_tac);

[_cleanDirectory c1 y
(CIGoal *3.2.1.1.1.1" [T
a(Cdac™ y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tac|]);
(CIGoal "3.2.1.1.1.2" [T
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [_fak);

a(lemma_tac™ 2" = y7);
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SML
(CIMGoal "3.2.1.1.1.2.1" [IIII)Y]
a(DROP_NTH_ASM_T 26(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM _T (strip_asm_tac o list_ [_dlim[” Front (Fst i)7," 2", y™));
(CIIGoal *3.2.1.1.1.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( CZO(strip_asm_tac o rewrite_rule[cleanDirectory_def,
get_spec” MkDirectory™,dir_components)));
a(dac™ MEDirectory
(Dir_tables y
C{Last (Fst 1),

replace Rows
/

Y
(TS _rows 3y’
- Map
(MkRow ¢ o colDefaults co y')
(Snd i))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac[get_spec” MkDirectory);
a(lemma_tac™ c1 dominates Dir_exist y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(rewrite_tac[cleanDirectory_def]);
a(lemma_tac™ c1 dominates Dir_class y'" THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir _components]);
a(lemma_tac™ c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [ _fak);
a(rewrite_tac[ [single));
a(REPEAT [fac THEN < _T asm_tac);
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SML

(CIMGoal "3.2.1.1.1.2.2.1" [T

a(cases_tac™x' = Last (Fst i)"THEN asm_rewrite_tacl[]);
(CITId&oal *3.2.1.1.1.2.2.1.1" [T
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(dac replaceRows y' (T'S_rows y' ™ Map (MkRow c2 o colDefaults ¢z y') (Snd 1))
THEN asm_rewrite_tacl[]);
a(fe_tac[cleanTable_insertRows_lemma] THEN asm_fc_tac[]);
a(DROP_NTH_ASM_T 7 (ante_tac o [Zdlim"™Snd i) THEN asm_rewrite_tac[]);
(CIId7oal "*3.2.1.1.1.2.2.1.2" [IIIMN]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_[_dlim["z'"," cleanTable c1 z"7));
a(LEMMA_T™ 4 » (2/, z) [Dr_tables y”
CceanTable c1 2" = cleanTable c1 z 'asm_tac);
(CITId7oal *3.2.1.1.1.2.2.1.2.1™ I
a(CBac™ 2" "THEN asm_rewrite_tac[]);
(CI G oal *3.2.1.1.1.2.2.1.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [_fak);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);

SML

(CIId7oal "*3.2.1.1.1.2.2.2" [IIIM)]

a(cases_tac™x' = Last (Fst 1)"THEN asm_rewrite_tacl]);
(CIMGoal "3.2.1.1.1.2.2.2.1" [IIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(dac" replaceRows y"' (TS_rows y" — Map (MkRow c2 o colDefaults co y") (Snd 1))7
THEN asm_rewrite_tacl]);

a(fe_tac[cleanTable_insertRows_lemma] THEN asm_fc_tac[]);

a(DROP_NTH_ASM_T 7 (ante_tac o [Zdlim"Snd i) THEN asm_rewrite_tac[]
THEN L Tlrewrite_thm_tac);

(CIIGoal "3.2.1.1.1.2.2.2.2" [TIII)]

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(Cdac™ 2" "THEN asm_rewrite_tacl]);
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SML

(CITII¢oal "*8.2.1.1.2" [IIIM)1
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[ Csdngle, get_spec™ MkDirectory ', dir - components)));
a(DROP_NTH_ASM_T 6(asm_tac o list_[_dlim[ z7," cleanDirectory c1 z));
a(LEMMA_T™ &
e (c1 dominates Dir_exist z' [ (¥, z') [répState s1)
[cleanDirectory c1 z = cleanDirectory c1 2z’ asm_tac);
(CIMMI&oal *3.2.1.1.2.1" IIIM
a((Cdac™ 2 "THEN asm_rewrite_tacl]);
(CIMGoal *5.2.1.1.2.2" (I}
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);

SML
(CIMT&oal "3.2.1.2" [III0)]
a(rewrite_tac[ [_single));
a(CASES_T"x = Front (Fst i) asm_tac);
(CITTTt¢oal **8.2.1.2.1" [TTIM) ]
a(DROP_NTH_ASM_T 8(strip-asm_tac o rewrite_rule
[ Csdngle,get_spec™ MkDirectory ', dir_ components)));
a(DROP_NTH_ASM_T 8(asm_tac o list_ [_dlim[" Front(Fst 1)7," cleanDirectory c1 y"™));
a(LEMMA_ T (
* (c1 dominates Dir_exist z [(Front (Fst 1), z) [rkpState s1)
[cleanDirectory c1 y" =
(CIMMI&oal *3.2.1.2.1.1" 11
a(Cfac™y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(CIIIGoal *3.2.1.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);

a(lemma_tac™z' = y7);

cleanDirectory c1 z)'asm_tac);
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SML
(CIMMI&oal *3.2.1.2.1.2.1" I
a(DROP_NTH_ASM_T 26(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM _T (strip_asm_tac o list_ [_dlim[” Front (Fst i)7," 2", y™));
(CITGoal "3.2.1.2.1.2.2" [TITI)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( CZO(strip_asm_tac o rewrite_rule[cleanDirectory_def,
get_spec” MkDirectory™,dir_components)));
a(dac™ MEDirectory
(Dir_tables y"
C{Last (Fst 1),

replace Rows
n

Y
(TS _rows y"
- Map
(MkRow ¢ o colDefaults cp y")
(Snd i))})
(Dir_exist y")
(Dir_class y")"THEN asm_rewrite_tac[get_spec” MkDirectory™]);
a(lemma_tac™ c1 dominates Dir_exist y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(rewrite_tac[cleanDirectory_def]);
a(lemma_tac™ c1 dominates Dir_class y'" THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(asm_rewrite_tac[get_spec” MkDirectory™,dir _components]);
a(lemma_tac™ c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);
a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [ _fak);
a(rewrite_tac[ [single));
a(REPEAT [fac THEN < _T asm_tac);
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SML

(CIMGoal "3.2.1.2.1.2.2.1" [T

a(cases_tac™x' = Last (Fst i)"THEN asm_rewrite_tacl[]);
(ITId&oal *3.2.1.2.1.2.2.1.1" [T
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(dac replaceRows y"" (TS_rows y"" — Map (MkRow c2 o colDefaults co y"") (Snd i))”
THEN asm_rewrite_tacl[]);

a(fe_tac[cleanTable_insertRows_lemma] THEN asm_fc_tac[]);

a(DROP_NTH_ASM_T 7 (ante_tac o [Zdlim"™Snd i) THEN asm_rewrite_tac[]
THEN [rewrite_thm_tac);

(CIId7oal **3.2.1.2.1.2.2.1.2" 1IN

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(CBac™ 2" "THEN asm_rewrite_tac[]);

SML

(CIGoal "3.2.1.2.1.2.2.2" [TIII)]

a(cases_tac™x' = Last (Fst i)"THEN asm_rewrite_tacl[]);
(CIId7oal "*3.2.1.2.1.2.2.2.1" 1IN
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a(Hac" replaceRows y' (TS_rows v — Map (MkRow co o colDefaults co y') (Snd 1))
THEN asm_rewrite_tacl]);
a(fe_tac[cleanTable_insertRows_lemma] THEN asm_fc_tac[]);
a(DROP_NTH_ASM_T 7 (ante_tac o [Zdlim"™Snd i) THEN asm_rewrite_tac[]);
(CIGoal "3.2.1.2.1.2.2.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH _ASM_T 4 (asm_tac o list_[_dlim["z'7," cleanTable c1 2"7));
a(LEMMA_T™ 4 » (2/, z) [Dr_tables y”
[CdeanTable c¢1 2" = cleanTable c1 z asm_tac);
(CITd7oal "*3.2.1.2.1.2.2.2.2.1™ 111
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
(CI G oal *8.2.1.2.1.2.2.2.2.2" [TITI)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(dac™ 2" "THEN asm_rewrite_tacl]);
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SML
(CIMMI&oal 3.2.1.2.2" [TIII)]
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[ Csdngle, get_spec™ MkDirectory ', dir - components)));
a(DROP_NTH_ASM_T 6(asm_tac o list_[_dlim[ z7," cleanDirectory c1 z));
a(LEMMA_T™ &
e (c1 dominates Dir_exist z' [ (¥, z') [répState sp)
[cleanDirectory c1 z = cleanDirectory c1 2z’ asm_tac);
(CIMMI&oal *3.2.1.2.2.1" 11
a((Cdac™ 2 "THEN asm_rewrite_tacl]);
(CITTId7oal **3.2.1.2.2.2" [T
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);

SML

(T oal "3.2.2" OIIIM)]

(CIIIDelete TN

a(LIST_DROP_NTH_ASM_T[1,2,3,4,7(MAP_EVERY (fn _ => id_tac)));

a(POP_ASM_T (strip_asm_tac o rewrite_rule[isDelete_def]));

a(LIST-DROP_NTH _ASM_T[2,3,4,5,6,7((MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[destInsert_def ,tabFromEffect_def,
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);

a(REPEAT strip_tac);

a(strip-asm_tac (pure_rewrite_rule[get_spec isState ™, get_spec” StateS™, Ll_def ,n_def]
(Zdlim'™ s1 MisState_lemma)));

a(strip_asm_tac(list_ [_dlim[" repState s1 7, Front (Fst d)","y""at_thm1));

a(strip-asm_tac (pure_rewrite_rule[get_spec” isState ™, get_spec” StateS™, Ll_def ,n_def]
(CZdlim" sp MisState_lemma)));

a(strip_asm_tac(list_ [Zdlim[" repState s> " Front (Fst d)™,"yat_thm1));

a(LIST_DROP_NTH _ASM_T[7,8,9,10,11,12,13,15,16,17(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T 4 rewrite_thm_tac THEN TOP_ASM_T rewrite_thm_tac);
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SML
a(REPEAT [fak);
a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_tac THEN
rewrite_tac[ o _def ,get_spec” IdeL",get_spec” DirectoryS",n_def > _def,
get_spec” Universe ' rel_ext_clauses,get_spec”"$P | THEN REPEAT [ _ial);
a(asm_fc_tac[]);
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[ -5l def ,n_def]
THEN REPEAT L[_fab);
a(strip_asm_tac(list_ [_dlim[" Dir_tables y™," Last (Fst d)7,"y'at_thm1));
a(strip_asm_tac(list_ [_dlim[" Dir_tables y"7," Last (Fst d)7,"y" at_thm1));
a(LIST_DROP_NTH _ASM _T[9,10,11,12](MAP_EVERY ante_tac) THEN asm_rewrite_tac[]);
a(LIST-DROP_NTH_ASM_T[4,6,7,8)(MAP_EVERY (fn - => id_tac))
THEN REPEAT [ _ial);
a(LEMMA_T"d = (Fst d,Snd d)7 pure_once_asm_rewrite_thm_tac
THEN _LIST[rewrite_tac[],asm_rewrite_tac[hideR_def ,deleteQuery_def ,changeSpec_def]]);
a(DROP_NTH_ASM_T 23(strip_asm_tac o rewrite_rule[hideR_def ,rel_ext_clauses)));
a(REPEAT strip_tac);

SML
(CIMT&oal "3.2.2.1" [0
a(rewrite_tac[ [_single));
a(CASES_T "z = Front (Fst d)asm_tac);,
(CITTItoal **8.2.2.1.1" [TIIM)]
a(DROP_NTH_ASM_T 8(strip-asm_tac o rewrite_rule
[ Csdngle,get_spec” MkDirectory ', dir_ components)));
a(DROP_NTH_ASM_T 7(asm_tac o list_ [_dlim[” Front(Fst d)7," cleanDirectory c1 y"™));
a(LEMMA_ T (
® (c1 dominates Dir_exist z [_(Front (Fst d), z) [rkpState s1)
[cleanDirectory c1 y" =
(CIMMI&oal *3.2.2.1.1.1" [IIII)Y]
a(CBac™y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(CIMII&oal "3.2.2.1.1.2" [IIIM)Y]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [_fak);
a(lemma_tac™ 2’ = y7);

cleanDirectory c1 z)'asm_tac);
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SML
(CIMMI&oal *3.2.2.1.1.2.1" I
a(DROP_NTH_ASM_T 25(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_ [_dlim[” Front (Fst d)7,"2'7,"y™));
(CIGoal *3.2.2.1.1.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( CZO(strip_asm_tac o rewrite_rule[cleanDirectory_def,

get_spec” MkDirectory™,dir_components)));

SML

a([fac™ MkDirectory(Dir_tables y
C{dLast (Fst d),

replaceRows
/

Y
(Extract

(1 .. # (TS_rows y')
\ revealRow c2 y' Image Snd d
n {i
|R_exist (Nth (T'S_rows y') 1)
= c2})
(TS_rows y'))})
(Dir_exist )
(Dir_class y)"THEN asm_rewrite_tac[get_spec” MkDirectory™]);

SML

a(lemma_tac™ c1 dominates Dir_exist y"' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(rewrite_tac[cleanDirectory_def]);

a(lemma_tac™ c1 dominates Dir_class y"7 THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(asm_rewrite_tac[get_spec” MkDirectory ™, dir _components]);

a(lemma_tac™ c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [_iak);

a(rewrite_tac[ [_single));

a(REPEAT [flac THEN <_T asm_tac);
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SML
(CIMGoal "3.2.2.1.1.2.2.1" [T
a(cases_tac™x' = Last (Fst d)"THEN asm_rewrite_tacl[]);
(CIMII&oal *3.2.2.1.1.2.2.1.1" [IIIM)Y]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Bac" replaceRows y’
(Ezxtract
(1 .. # (TS_rows y')
\ revealRow cy y' Image Snd d
n {i|R_exist (Nth (T'S_rows y') 1) = c2})

(TS_rows y'))" THEN asm_rewrite_tac[]);
a(fe_tac[cleanTable_deleteRows_lemma] THEN asm_fc_tac[]);
a(spec_nth_asm_tac 7 "Snd d7);
(CIIGoal "3.2.2.1.1.2.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_[Zdlim["z'" " cleanTable c1 z"7));
a(LEMMA_T™ A » (2/, z) [Dhir_tables y"

[CcdeanTable c¢1 2" = cleanTable c1 z asm_tac);

SML
(CIIIt7oal *3.2.2.1.1.2.2.1.2.1™ 1IN
a(Cdac™ 2" "THEN asm_rewrite_tac[]);
(CIGoal "3.2.2.1.1.2.2.1.2.2" [}
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
(CIIGoal "3.2.2.1.1.2.2.2" [TIII)]
a(cases_tac™x' = Last (Fst d)"THEN asm_rewrite_tacl[]);
(CIId7oal *3.2.2.1.1.2.2.2.1" IIID]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(dac" replaceRows y""
(Extract
(1 .. # (TS_rows y"")
\ revealRow c2 y"" Image Snd d
n {i|R_exist (Nth (TS_rows y"") i) = c2})

(TS_rows y"))" THEN asm_rewrite_tacl]);
a(fe_tac[cleanTable_deleteRows_lemma] THEN asm_fc_tac[]);
a(spec_nth_asm_tac 7 "Snd d"THEN asm_rewrite_tac[]);
(CIGoal "3.2.2.1.1.2.2.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
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SML

(CIMMI&oal 3.2.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[ Csdngle, get_spec™ MkDirectory ', dir - components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_[_dlim[" z7," cleanDirectory c1 z));
a(LEMMA_T™ &
e (c1 dominates Dir_exist z' [ (¥, z') [répState s1)
[cleanDirectory c1 z = cleanDirectory c1 2z’ asm_tac);
(CIMII&oal *3.2.2.1.2.1" IIII)
a((Cdac™ 2 "THEN asm_rewrite_tacl]);
(CTTIdFoal **3.2.2.1.2.2" I
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);

SML
(CIMT&oal "'3.2.2.2" [III0)]
a(rewrite_tac[ [_single));
a(CASES_T "z = Front (Fst d)asm_tac),
(CITTTt¢oal **8.2.2.2.1" [TTII) 1
a(DROP_NTH_ASM_T 8(strip-asm_tac o rewrite_rule
[ Csdngle,get_spec™ MkDirectory ', dir_ components)));
a(DROP_NTH_ASM_T 7(asm_tac o list_ [_dlim[” Front(Fst d)7," cleanDirectory c1 y"™));
a(LEMMA_ T (
* (c1 dominates Dir_exist z [_(Front (Fst d), z) [rkpState s1)
[cleanDirectory c1 y" =
(CIGoal "'3.2.2.2.1.1" [TIII)]
a(Cfac™y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tacl]);
(CIIGoal *3.2.2.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);

a(lemma_tac™z' = y7);

cleanDirectory c1 z)'asm_tac);
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SML
(CIGoal "3.2.2.2.1.2.1" [TIII)]
a(DROP_NTH_ASM_T 25(asm_tac o rewrite_rule[functional_def]));
a(POP_ASM_T (strip_asm_tac o list_ [_dlim[” Front (Fst d)7,"2'7,"y™));
(CIGoal *3.2.2.2.1.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( CZO(strip_asm_tac o rewrite_rule[cleanDirectory_def,

get_spec” MkDirectory™,dir_components)));
a(fac™ MkDirectory (Dir_tables y”

C{lLast (Fst d),

replace Rows
n

Y
(Extract

(1 .. # (TS_rows y")
\ revealRow c» y"" Image Snd d
n {i
|R_exist (Nth (TS_rows y"") i)
= c2})
(T'S_rows y")N})
(Dir_exist y")
(Dir_class y")"THEN asm_rewrite_tac[get_spec” MkDirectory™]);

SML

a(lemma_tac™ c1 dominates Dir_exist y' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(rewrite_tac[cleanDirectory_def]);

a(lemma_tac™ c1 dominates Dir_class vy’ THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(asm_rewrite_tac[get_spec” MkDirectory ™, dir_ components]);

a(lemma_tac™c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [ _tak);

a(rewrite_tac[ [_single));

a(REPEAT [flac THEN < _T asm_tac);
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SML
(CIGoal "3.2.2.2.1.2.2.1" [TIII)]
a(cases_tac™x' = Last (Fst d)"THEN asm_rewrite_tacl[]);
(CIIGoal *3.2.2.2.1.2.2.1.1" [TTTI)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Bac" replaceRows y""
(Extract
(1 .. # (TS_rows y"")
\ revealRow c y" Image Snd d
n {i|R_exist (Nth (TS_rows y"") i) = c2})

(TS_rows y"))" THEN asm_rewrite_tacl]);
a(fe_tac[cleanTable_deleteRows_lemma] THEN asm_fc_tac[]);
a(spec_nth_asm_tac 7 "Snd d7 THEN asm_rewrite_tac[]);
(CIGoal "3.2.2.2.1.2.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
(CIId7oal **3.2.2.2.1.2.2.2" 1IN
a(cases_tac™x’ = Last (Fst d)"THEN asm_rewrite_tac[]);

SML

(CILt7oal **3.2.2.2.1.2.2.2.1" LI ]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Bac" replaceRows y’
(Extract
(1 .. # (TS_-rows y')
\ revealRow c2 y' Image Snd d
n {i|R_exist (Nth (T'S_rows y') 1) = c2})
(TS_rows y'))" THEN asm_rewrite_tac[]);
a(fe_tac[cleanTable_deleteRows_lemma] THEN asm_fc_tac[]);
a(spec_nth_asm_tac 7 "Snd d7);
(CIIGoal *3.2.2.2.1.2.2.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_[Zdlim["z'" " cleanTable c1 z"7));
a(LEMMA_T™ 4 » (2/, z) [Dr_tables y”
[CdeanTable c¢1 2" = cleanTable c1 z asm_tac);
(CId7oal "3.2.2.2.1.2.2.2.2.1" IIII
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
(CIGoal "3.2.2.2.1.2.2.2.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fal);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
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SML
(CIMI&oal "3.2.2.2.2" [TIII)]
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule
[ Csdngle, get_spec™ MkDirectory ', dir - components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_[_dlim[" z7," cleanDirectory c1 z));
a(LEMMA_T™ &
e (c1 dominates Dir_exist z' [ (¥, z') [répState sp)
[cleanDirectory c1 z = cleanDirectory c1 2z’ asm_tac);
(CITItoal **3.2.2.2.2.1" [T 1
a((Cdac™ 2 "THEN asm_rewrite_tacl]);
(CITTIdFoal **3.2.2.2.2.2" I
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);

SML

(T oal "3.2.3" OIIM)]

(T Wpdate [TIIM)1

a(LIST_DROP_NTH_ASM_T[1,2,3,4,7(MAP_EVERY (fn _ => id_tac)));

a(POP_ASM_T (strip_asm_tac o rewrite_rule[isUpdate_def]));

a(LIST-DROP_NTH _ASM_T[2,3,4,5,6,7((MAP_EVERY ante_tac)
THEN POP_ASM_T rewrite_thm_tac);

a(rewrite_tac[destInsert_def ,tabFromEffect_def,
getTable_def ,rewrite_rule[dom_def|tabFExists_def]);

a(REPEAT strip_tac);

a(strip-asm_tac (pure_rewrite_rule[get_spec isState ™, get_spec” StateS™, Ll_def ,n_def]
(Zdlim'™ s1 MisState_lemma)));

a(strip_asm_tac(list_ [_dlim[" repState s1 7, Front (Fst u)™,"y"at_thm1));

a(strip-asm_tac (pure_rewrite_rule[get_spec” isState ™, get_spec” StateS™, Ll_def ,n_def]
(CZdlim" sp MisState_lemma)));

a(strip_asm_tac(list_ [Zdlim[" repState s» " Front (Fst u),"yat_thm1));

a(LIST_DROP_NTH _ASM_T[7,8,9,10,11,12,13,15,16,17(MAP_EVERY ante_tac)
THEN GET_NTH_ASM_T 4 rewrite_thm_tac THEN TOP_ASM_T rewrite_thm_tac);
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SML
a(REPEAT [_iab);
a(DROP_NTH_ASM_T 16 ante_.tac THEN DROP_NTH_ASM_T 18 ante_tac THEN
rewrite_tac[ o _def ,get_spec” IdeL",get_spec” DirectoryS",n_def > _def,
get_spec” Universe ' rel_ext_clauses,get_spec”"$P | THEN REPEAT [ _ial);
a(asm_fc_tac[]);
a(POP_ASM_T ante_tac THEN POP_ASM_T ante_tac THEN rewrite_tac[ -5l def ,n_def]
THEN REPEAT [ _ial);
a(strip_asm_tac(list_ [_dlim[" Dir_tables y," Last (Fst u)™,"y'at_thm1));
a(strip_asm_tac(list_ [_dlim[" Dir_tables y"7,” Last (Fst u)™,"y"" at_thm1));
a(LIST_DROP_NTH _ASM _T[9,10,11,12](MAP_EVERY ante_tac) THEN asm_rewrite_tac[]);
a(LIST_DROP_NTH_ASM _T[4,6,7,8(MAP_EVERY (fn - => id_tac))
THEN REPEAT [ _ial);

SML
a(LEMMA_T" hideR (c1, Fst (updateQuery (cz2, u, repState s1, y™)))
= hideR(c1, Fst (updateQuery (c2, u, repState s, y')))”
rewrite_thm_tac),
a(DROP_NTH_ASM_T 4 ante_tac THEN
asm_rewrite_tac[cleanTable_def ,get_spec” MkTableSpec™,tab_components));
a strip_tac;
a(DROP_NTH_ASM_T 27 (asm_tac o rewrite_rule[hideR_def]));
a(LEMMA_T v = (Fst u,Snd u)? pure_once_asm_rewrite_thm_tac THEN _LIST[rewrite_tac]],
asm_rewrite_tac[hideR_def ;update Query_def ,changeSpec_def ,visible Cols_def]]);
a(conv_tac (MAP_C let_conv)),

SML
a(cases_tac™ = Snd u ["Hunctional” THEN
cases_tac" = Dom (|J (Ran (Snd u)))
—{h
| d
e ¢ [C9nd (cleanColCons cp y") [L_AS_posn ¢ = n}"
THEN asm_rewrite_tacl[]);
a(ante_tac (rewrite_rule[visibleCols_def]
(list_ Cdlim["c2 7,7y 7,"y"" 7 Snd u]cleanRows _errors_or_vals_lemma))
THEN asm_rewrite_tac[] THEN REPEAT strip_tac THEN asm_rewrite_tacl]);
a(DROP_NTH_ASM_T 5(asm_tac o rewrite_rule[rel_ext_clauses]));
a(rewrite_tac[rel_ext_clauses|THEN REPFEAT strip_tac);
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SML
(CIMII&oal "3.2.3.1" [IIIN)]
a(rewrite_tac[ [_single));
a(CASES_T"z = Front (Fst u)'asm_tac);
(CIMMI&oal *3.2.8.1.1" TIII)]
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule

[ (single, get_spec™ MkDirectory ™, dir_ components]));
a(DROP_NTH_ASM_T 7(asm_tac o list_ [Zdlim[" Front(Fst u)"," cleanDirectory c1 y"™));
a(LEMMA_T™ (4

e (c1 dominates Dir_exist z T (Front (Fst u), z) CrkpState s1)

"= cleanDirectory c1 z)"asm_tac);

[_cleanDirectory c1 y
(CIMIGoal "5.2.8.1.1.1" [T
a(Cdac™ y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
(CIMGoal *5.2.9.1.1.2" (I}
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(lemma_tac™ 2" = y7);
(CIIGoal "3.2.8.1.1.2.1" [IIII)]
a(DROP_NTH_ASM_T 83(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM _T (strip_asm_tac o list_ [_dlim[" Front (Fst w)™," 2’7, y™));

SML
(CIMGoal *5.2.9.1.1.2.2" [IIII)]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( L(strip_asm_tac o rewrite_rule[cleanDirectory_def,
get_spec” MkDirectory™,dir_components)));
a(Hac™ MkDirectory(Dir_tables y
C{dLast (Fst u),

replaceRows
/

Y
(RelList

(ListRel (T'S_rows y")
[ (RelCombine
((revealRow c y')™
s Snd u)
(ListRel (T'S_rows y"))
s Graph
(updateRow co (TS_class y')))
s Graph destVal)))})
(Dir_exist y)
(Dir_class y)"THEN asm_rewrite_tac[get_spec” MkDirectory );
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SML

a(lemma_tac™ c1 dominates Dir_exist y"' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(rewrite_tac[cleanDirectory_def]);

a(lemma_tac” c1 dominates Dir_class y"7 THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(asm_rewrite_tac[get_spec” MkDirectory™,dir_components]);

a(lemma_tac™ c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [_iak);

a(rewrite_tac[ [single));

a(REPEAT [flac THEN <_T asm_tac);

SML

(CIGoal *3.2.3.1.1.2.2.1" [T

a(cases_tac™x' = Last (Fst u)"THEN asm_rewrite_tacl]);
(CITItoal **3.2.8.1.1.2.2.1.1" [TIIN)1
a(DROP_NTH_ASM_T 2 strip_asm_tac);

a([Hac™ replace Rows
/

)
(RelList
(ListRel (TS_rows y")
[C(RelCombine

((revealRow c2 y')~ g Snd w)
(ListRel (TS_rows y'))
s Graph (updateRow cp (TS_class 1')))
s Graph destVal))? THEN asm_rewrite_tac|]);
a(ante_tac(list- Cdlim["c1 " c2 "y " y' 7,7 Snd u ™ cleanTable_update Rows_lemma)
THEN asm_rewrite_tacl[]);

(CI@oal '3.2.3.1.1.2.2.1.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_[Zdlim["z'" " cleanTable c1 z"7));
a(LEMMA_T™ A » (2/, z) [Dhir_tables y"

[CcdeanTable c¢1 2" = cleanTable c1 z asm_tac);
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SML

(CIMGoal "3.2.8.1.1.2.2.1.2.1" [T

a(CBac™ 2" "THEN asm_rewrite_tac[]);

(CITd7oal "*3.2.8.1.1.2.2.1.2.2" 11

a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);

(CIMGoal *5.2.3.1.1.2.2.2" [TIII)]

a(cases_tac™x' = Last (Fst u)"THEN asm_rewrite_tacl]);

(CIt7oal **3.2.8.1.1.2.2.2.1" 1IN

a(DROP_NTH_ASM_T 2 strip_asm_tac);

a([Hac™ replace Rows
n

)
(RelList

(ListRel (T'S_rows y"")
[C(RelCombine
((revealRow c2 y")™ 9 Snd )
(ListRel (TS_rows y""))
s Graph (updateRow cp (TS_class 1')))
s Graph destVal))? THEN asm_rewrite_tac|]);
a(ante_tac(list- (dlim["c1 " c2 "y 7"y’ 7,7 Snd u ™ cleanTable_update Rows_lemma)
THEN asm_rewrite_tac[] THEN L[_Tlrewrite_thm_tac);
(CI @ oal *8.2.3.1.1.2.2.2.2" [TITI)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);

SML
(CITTTd¢oal **8.2.8.1.2" [IIIM)]
a(DROP_NTH_ASM_T 8(strip-asm_tac o rewrite_rule
[ Csdngle, get_spec” MkDirectory ', dir - components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_[Zdlim[ z7," cleanDirectory c1 z7));
a(LEMMA_T™ &
e (c1 dominates Dir_exist z' [ (&, z') [répState s1)

[cleanDirectory c1 z = cleanDirectory c1 z'asm_tac);
(CIMMI&oal 3.2.8.1.2.1" [IIII]
a((Hac™ 2 "THEN asm_rewrite_tacl]);
(CIMMGoal "5.2.5.1.2.2" [N
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);
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SML
(CITIIt¢oal "8.2.8.2" [IIIM)]
a(rewrite_tac[ [_single));
a(CASES_T"z = Front (Fst u)'asm_tac);
(CIGoal 3.2.3.2.1" [}
a(DROP_NTH_ASM_T 3(strip_asm_tac o rewrite_rule

[ (single, get_spec™ MkDirectory ™, dir_ components]));
a(DROP_NTH_ASM_T 7(asm_tac o list_ [Zdlim[" Front(Fst u)"," cleanDirectory c1 y"™));
a(LEMMA_T™ (4

e (c1 dominates Dir_exist z T (Front (Fst u), z) CrkpState s1)

" = cleanDirectory c1 z)asm_tac);

[_cleanDirectory c1 y
(CIMIGoal "5.2.8.2.1.1" I
a(Cdac™ y""THEN asm_rewrite_tacl]);
a(fe_tac[dominates_trans] THEN asm_fc_tac[]);
(CITTIdFoal **3.2.8.2.1.2" I ]
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(lemma_tac™ 2" = y7);
(CIGoal "3.2.3.2.1.2.1" [TITI)]
a(DROP_NTH_ASM_T 83(asm_tac o rewrite_rule[functional_def]));

a(POP_ASM _T (strip_asm_tac o list_ [_dlim[" Front (Fst w)™," 2’7, y™));
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SML

(CIMMI&oal 3.2.8.2.1.2.2" I
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac);
a( CZO(strip_asm_tac o rewrite_rule[cleanDirectory_def,

get_spec” MkDirectory ', dir_components)));
a(fac™ MkDirectory (Dir_tables y”

C{ALast (Fst u),

replaceRows
y///
(RelList
(ListRel (TS_rows y"")
[ (RelCombine
((revealRow c2 y"")™~
s Snd u)
(ListRel (TS_rows y""))
s Graph
(updateRow
c2

(TS_class y")))
s Graph destVal)))})
(Dir_exist y")
(Dir_class y")"THEN asm_rewrite_tac[get_spec” MkDirectory™);

SML

a(lemma_tac™ c1 dominates Dir_exist y' THEN_LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(rewrite_tac[cleanDirectory_def]);

a(lemma_tac™ c1 dominates Dir_class y'" THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(asm_rewrite_tac[get_spec” MkDirectory™,dir _components]);

a(lemma_tac™ c1 dominates Dir_class y' THEN _LIST
[fe_tac[dominates_trans] THEN asm_fc_tac[],asm_rewrite_tac[]]);

a(DROP_NTH_ASM_T 6 ante_tac THEN asm_rewrite_tac[rel_ext_clauses] THEN [ _fak);

a(rewrite_tac[ [—single));

a(REPEAT [fac THEN < _T asm_tac);
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SML
(CIGoal "3.2.3.2.1.2.2.1" [TIII)]
a(cases_tac™x' = Last (Fst uv)"THEN asm_rewrite_tacl[]);
(CIIGoal *3.2.3.2.1.2.2.1.1" [TITI)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Bac" replaceRows y""
(RelList
(ListRel (TS_rows y"")
[ (RelCombine
((revealRow c3 y™)™~ 3 Snd w)
(ListRel (T'S_rows y""))

s Graph (updateRow cp (TS_class 4")))

s Graph destVal))" THEN asm_rewrite_tacl]);
a(ante_tac(list_ L Alim["c1 " c2 "y ,"y' 7,7 Snd u ™ cleanTable_update Rows_lemma)

THEN asm_rewrite_tac[] THEN [_Trewrite_thm_tac);

(CId7oal "*3.2.3.2.1.2.2.1.2" 1IN
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(Cdac™ 2" "THEN asm_rewrite_tac[]);
(CIMGoal *5.2.3.2.1.2.2.2" [TIII)]
a(cases_tac™x' = Last (Fst u)"THEN asm_rewrite_tacl]);

SML
(CIIGoal "3.2.3.2.1.2.2.2.1" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(fac" replaceRows y'
(RelList
(ListRel (T'S_rows y")
[C(RelCombine
((revealRow c2 y")™~ ¢ Snd u)
(ListRel (T'S_rows y"))
s Graph (updateRow cp (TS_class "))
s Graph destVal))" THEN asm_rewrite_tacl]);
a(ante_tac(list- CAlim[" c1 " c2 Ty "¢/ 7,7 Snd u ) cleanTable_update Rows_lemma)
THEN asm_rewrite_tacl]);
(CIIGoal "3.2.3.2.1.2.2.2.2" [TIII)]
a(DROP_NTH_ASM_T 2 strip_asm_tac);
a(DROP_NTH_ASM_T 4 (asm_tac o list_[Zdlim["z'" " cleanTable c1 z"7));
a(LEMMA_T™ 4 » (2/, z) [Dir_tables y”
[CdeanTable c¢1 2" = cleanTable c1 z asm_tac);
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SML

(CIIGoal *3.2.3.2.1.2.2.2.2.1" [TIII)]
a(CBac™ 2" "THEN asm_rewrite_tac[]);
(CIOTId7oal "3.2.8.2.1.2.2.2.2.2" 111
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2" "THEN asm_rewrite_tacl]);
(CIGoal *3.2.3.2.2" [IIII)]
a(DROP_NTH_ASM_T 8(strip-asm_tac o rewrite_rule
[ Csdngle, get_spec™ MkDirectory ', dir_ components)));
a(DROP_NTH_ASM_T 5(asm_tac o list_[Zdlim[" z7," cleanDirectory c1 z7));
a(LEMMA_T™ 2
e (c1 dominates Dir_exist z' [(k, z') [répState sp)
[cleanDirectory c1 z = cleanDirectory c1 2z’ asm_tac);
(CIIGoal *3.2.3.2.2.1" [T
a(lCHac™ 2 "THEN asm_rewrite_tacl]);
(CIMGoal "5.2.5.2.2.2" I
a(DROP_NTH_ASM_T 2 ante_tac THEN POP_ASM_T rewrite_thm_tac THEN [ _fak);
a(Cdac™ 2’ "THEN asm_rewrite_tac[]);
val conjunct2 = save_pop_thm' conjunct2',

HOL output
conjunct? =
[CIdy ¢2 s1 s2 e
e hideR (c1, repState s1) = hideR (c1, repState s2) [ch dominates ca
[ hifleR (c1, Fst (updateStateR (c2, e, repState s1)))
= hideR (c1, Fst (updateStateR (c2, e, repState s2)))

4 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.
SML

| pop_pe();

Page 89 of 96



DRA FRONT END FILTER PROJECT

Lemma 1 Proof of Security (11d)

Ref: DS/FMU/FEF/013
Issue: Revision:.2.6
Date: 5 December 2009

5 THE THEORY fef013

5.1 Parents

fef012

5.2 Children

fefo1s

5.3 Theorems

cleanTable_insertRows_lemma
[CITdy ¢2 t1 to ds
e cleanTable c¢1 t1 = cleanTable ¢1 t2
[k dominates co
[_cldanTable
c1
(replaceRows
1
(TS_rows t1
@ Map
(MkRow c2 o colDefaults co t1)
ds))
= cleanTable
C1
(replaceRows
t2
(TS_rows t
@ Map
(MEkRow c2 o colDefaults co t2)
ds))

extract_""_single_lemma
LIMd! x
e FEaxtract
(1 .. # (10 [z])
\ Squash
(1d
(Dom
(ListRel (I @ [x])
> {r
le
dominates R_exist

rH)

Image ns
n {i|R-exist (Nth (I @ [z]) i) = c})
(I @ [z])
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= (f
#Hil+ 1
C.. # (@ [z])
\ Squash
(Id
(Dom
(ListRel (I @ [z])
> {r
|c
dominates R_exist

1))
Image ns
n {i|R-exist (Nth (I @ [z]) i) = ¢}
then
Extract
(1 ..#1
\ Squash
(1d
(Dom
(ListRel 1
> {r
|c
dominates R_exist
1))
Image ns
n {i|R-exist (Nth | i) = c})
l
@ [z]
else
Extract
(1 .. #1
\ Squash
(1d
(Dom
(ListRel 1
> {r
|c
dominates R_exist
1))
Image ns
n {i|R-exist (Nth 1 i) = c})
)
map_cleanRow_lemmal
CICLy I ¢1 ¢ s
* ¢1 dominates co
[ Wap
(cleanRow c1 s)
(I1 T {rlec1 dominates R_exist r})
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= Map
(cleanRow c1 s)
(I2 1 {r|lc1 dominates R_exist r})

[ Mhp
(cleanRow c2 s)
(I1 T {r|lc2 dominates R_exist r})
= Map
(cleanRow ¢z s)
(I2 | {rlc2 dominates R_exist r})

map_cleanRow_lemma2
LML I c1 c2 s
* c1 dominates cp

[ Wap
(cleanRow c1 s)
(I1 1 {rlex dominates R_exist r})

= Map
(cleanRow c1 s)

(Iz | {rlcx dominates R_exist r})

[ #ZI(ListRel 13 > {r|c2 dominates R_exist r})
= # (ListRel Iy > {r|c2 dominates R_exist r})

cleanTable_deleteRows_lemma
[CIdy co t1 t2 ms
e cleanTable c¢1 t1 = cleanTable ¢1 t2
LCch dominates co
[cb dominates T'S_class 1
[cldanTable
C1
(replaceRows
1
(Extract
(1 .. # (TS_rows t1)
\ revealRow c¢2 t1 Image ns
n {i
|R_exist (Nth (TS_rows t1) i)
= c2})
(TS _rows t1)))
= cleanTable
C1
(replaceRows
t2
(Extract
(1 .. # (TS_rows t2)
\ revealRow c¢» tz Image ns
n {i
|R_exist (Nth (TS_rows t2) i)
= c2})
(TS _rows t3)))

replaceData_updateField_lemma
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CICdy ¢ di1 do t u

* ¢1 dominates co
[réplaceData c1 di = replaceData c1 do
23 Val (updateField co (TS-class t) (u, d1))

23 Val (updateField co (TS_class t) (u, d2))
[replaceData

C1
(destVal
(updateField co (TS_class t) (u, di1)))
= replaceData
C1
(destVal

(updateField co (TS_class t) (u, d2)))
cleanRow_updateRow_lemmal

[CITdy ¢ 1 r2 tu
* c1 dominates co
CDom u
LLh
|
e ¢/ [CaksibleCols cp t C_AS_posn ¢’ = n}
[CceanRow c¢1 (Snd (cleanColCons c1 t)) r1

= cleanRow c¢1 (Snd (cleanColCons c1 t)) r2
[23Val (updateRow co (TS_class t) (u, r1))

23 Val (updateRow c2 (TS_class t) (u, r2))
[_cldanRow

c1
(Snd (cleanColCons ¢y t))
(destVal

(updateRow cp (TS-class t) (u, r1)))

= cleanRow

C1

(Snd (cleanColCons c1 t))
(destVal

(updateRow co (TS-class t) (u, r2)))
inUpdates_lemma

LI, o z1 z2 ¢ us up
e R_exist x1 = R_exist x2

& (ListRel 11 > {r|c dominates R_exist r})

= # (ListRel 1y > {r|c dominates R_exist r})
L (@

(Squash
(Id
(Dom
(ListRel (I1 @ [z1])
> {r
|c
dominates R_exist

rH))), up)
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ks
= (#
(Squash
(1d
(Dom
(ListRel (I, @ [z2])
> {r
le
dominates R_exist
1)), up)
[ ub)

cleanTable_updateRows_lemma
LCIldy co t1 to us
e us [Hunctional
CDom (U (Ran us))
CLh
| Cd
e ¢ [C9nd (cleanColCons co t2)
[CdS_posn ¢ = n}
C{RelCombine
(revealRow co t1 ™~ § us)
(ListRel (TS_rows t1))
s Graph (updateRow co (TS_class t2)))
> {z|isError z})
o Graph destError
={}
C{RelCombine
(revealRow co t2 ™~ § us)
(ListRel (TS_rows t2))
s Graph (updateRow co (TS_class t2)))
> {z|isError ©})
s Graph destError
={
[cleanTable ¢1 t1 = cleanTable c1 to
LCch dominates co
b dominates T'S_class 1
[cldanTable
C1
(replaceRows
t1
(RelList
(ListRel (TS_rows t1)
[ (RelCombine
(revealRow co t1 ™ § us)
(ListRel (T'S_rows t1))
s Graph
(updateRow
2
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(TS_class t1)))
s Graph destVal)))
= cleanTable
c1
(replaceRows
t2
(RelList
(ListRel (TS_rows t2)
[C(RelCombine
(revealRow co to2 ™~ § us)
(ListRel (TS_rows t2))
s Graph
(updateRow
Cc2
(TS_class t2)))
Graph destVal)))

o

tabExists_lemmal
CITdy ¢2 @ s
e ¢1 dominates co [IdbFExists co © s
[—ZabFzxists ¢1 1 s
tabExists_cleanTable_lemmal
[ d s1 s2
e hideR (c, repState s1) = hideR (c, repState s2)
(114
e tabEwists ¢ i (repState s1)
[cldanTable ¢ (getTable i (repState s1))
= cleanTable ¢ (getTable i (repState s2)))
colDefaults_lemma
I d t1 to
e ¢ dominates TS_class t1
cl dominates TS_class to
[cleanTable ¢ t1 = cleanTable ¢ to
[colDefaults ¢ t1 = colDefaults ¢ to
conjunct2 [CIIdy cr s1 2 e
e hideR (c1, repState s1)
= hideR (c1, repState s7)
[ch dominates co

[hideR
(c1,
Fst
(updateStateR
(c2, e, repState s1)))
= hideR
(Cla
Fst

(updateStateR
(c2, e, repState s2)))
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