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1 GENERAL

1.1 Scope

This document, together with [4] and [5], provides a formal proof that the components hide and
updateState satisfy their critical requirements, as specified in the proof strategy [3]. It constitutes
part of deliverable D6 of work package 1c, as given in section 7 of the Secure Database Technical
Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof which contributes to the proof of
the second conjunct of Lemma1 , the requirement on the critical components hide and updateState,
described in the proof strategy document [3].

Lemma1

?⊢ hide ∈ secureHide ∧ (hide,updateState) ∈ secureUpdate

In this document, we give a proof that the first conjunct of secureUpdate holds for hideR and
updateStateR:

?⊢ ∀ c1 c2 s e •

¬ hideR (c2 , repState s)

= hideR (c2 , Fst (updateStateR (c1 , e, repState s)))

⇒ c2 dominates c1

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef012 .

SML

open theory "fef011";

(force delete theory "fef012" handle => ());

new theory"fef012";

push pc "hol";

add rw thms [repState absState def ] "wrk049a";

set merge pcs["hol","wrk049","wrk049a","′pair1"] ;

3 CONSISTENCY PROOFS

We satisfy the consistency proof obligations for constants defined in [2] that are needed in the proofs
that follow.
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SML

push consistency goalpdestItemq;

a(∃ tacp(OutL,OutL o OutR,OutR o OutR)q);

a(rewrite tac[get specpItemUpdateq]);

save consistency thmpdestItemq(pop thm());

val destItem def = get specpdestItemq;

HOL output

destItem def =

⊢ ∀ i c d

• destItem (ItemUpdate i) = i

∧ destClass (ClassUpdate c) = c

∧ destData (DataUpdate d) = d

3.1 Retrieving the Remaining Constant Definition

SML

val deleteQuery def = conv rule(MAP C let conv)(get specpdeleteQueryq);

HOL output

deleteQuery def =

⊢ ∀ clear i ns e s ts

• deleteQuery (clear , (i , ns), s, ts)

= changeSpec

i

(replaceRows

ts

(Extract

(1 .. # (TS rows ts)

\ revealRow clear ts Image ns

∩ {i |R exist (Nth (TS rows ts) i) = clear})

(TS rows ts))) s

4 AUXILIARY THEOREMS

First we simplify some of the constant defining theorems.

SML

val destVal def = all ∀ intro(nth 2 (strip ∧ rule (all ∀ elim giveVal def )));

val destError def = all ∀ intro(nth 3 (strip ∧ rule (all ∀ elim giveVal def )));
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HOL output

destVal def = ⊢ ∀ v• destVal (giveVal v) = v

destError def = ⊢ ∀ e• destError (giveError e) = e

SML

val ¬giveVal eq giveError thm = save thm("¬giveVal eq giveError thm",

prove rule[giveVal def ]p∀ v e• ¬(giveVal v = giveError e)q);

val ¬giveError eq giveVal thm = save thm("¬giveError eq giveVal thm",

prove rule[giveVal def ]p∀ e v• ¬(giveError e = giveVal v)q);

HOL output

¬giveVal eq giveError thm = ⊢ ∀ v e• ¬ giveVal v = giveError e

¬giveError eq giveVal thm = ⊢ ∀ e v• ¬ giveError e = giveVal v

Now some results which will be used in the main proofs.
SML

push goal([],p∀ l (last :Row) s (u : N ↔ (N ↔ Update)) •

RelCombine((Squash(Id (Dom(ListRel l ⊲ s))))∼ o
9

u)

(ListRel (l a [last ]))

= RelCombine((Squash(Id (Dom(ListRel l ⊲ s))))∼ o
9

u)

(ListRel l)q);

a(rewrite tac[rel combine def ,rel ext clauses,list rel def ,

dot dot def ,length a one thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 5 (strip asm tac o rewrite rule[enumerate def ,inv rel def ,dom def ,

id def ,squash def ]));

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(DROP NTH ASM T 5 (strip asm tac o rewrite rule[enumerate def ,inv rel def ,dom def ,

id def ,squash def ]));

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pz ′q,plastq]nth a thm1 )));

a(POP ASM T ante tac THEN asm rewrite tac[] THEN ⇒ tac);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "5" ∗∗∗ ∗)

a(fc tac[≤ plus one thm]);

(∗ ∗∗∗ Goal "6" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(asm rewrite tac[]);

val rel combine one lemma = save pop thm"rel combine one lemma";
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HOL output

rel combine one lemma =

⊢ ∀ l last s u

• RelCombine

((Squash (Id (Dom (ListRel l ⊲ s))))∼ o
9

u)

(ListRel (l a [last ]))

= RelCombine

((Squash (Id (Dom (ListRel l ⊲ s))))∼ o
9

u)

(ListRel l)
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SML

push goal([],p∀ l last c t us• ((RelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {} ⇒ ((RelCombine

((Squash

(Id

(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}q);

a(REPEAT ∀ tac);

a(cases tacpc dominates R exist lastqTHEN asm rewrite tac

[squash a thm]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[∪ null thm]THEN strip tac);

a(DROP NTH ASM T 3 (fn => id tac) THEN POP ASM T (fn => id tac));

set labelled goal"2";

(∗ ∗∗∗ Goal "1 & 2" ∗∗∗ ∗)

a(POP ASM T (fn => id tac) THEN strip tac);

a(POP ASM T (strip asm tac o rewrite rule[rel combine one lemma]));

val rel combine null lemma = save pop thm"rel combine null lemma";
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HOL output

rel combine null lemma =

⊢ ∀ l last c t us

• ((RelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}

⇒ ((RelCombine

((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}

SML

push goal([],p∀ l s (u : N ↔ (N ↔ Update)) c t•

Dom((RelCombine((Squash(Id(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼ o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t))) o
9

Graph destVal)

⊆ Dom(ListRel l)q);

a(REPEAT ∀ tac);

a(rewrite tac[enumerate def ,inv rel def ,dom def ,id def ,squash def ,

rel combine def ,list rel def ,dot dot def ,sets ext clauses]);

a(rename tac[]); (∗ to eliminate duplicate variable names ∗)

a(REPEAT strip tac);

a(prove ∃ tac THEN asm rewrite tac[]);

val dom rel combine null ⊆ lemma = save pop thm"dom rel combine null ⊆ lemma";
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HOL output

dom rel combine null ⊆ lemma =

⊢ ∀ l s u c t

• Dom

((RelCombine

((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)

⊆ Dom (ListRel l)

SML

val destVal fun thm = save thm("destVal fun thm",

tac proof (([],pGraph (destVal : Row + Errors → Row) ∈ Functionalq),

rewrite tac[functional def ]THEN REPEAT strip tac THEN asm rewrite tac[]));

SML

val updateRow fun thm = save thm("updateRow fun thm",

tac proof (([],p∀ c t • Graph (updateRow c (TS class t)) ∈ Functionalq),

rewrite tac[functional def ]THEN REPEAT strip tac THEN asm rewrite tac[]));

SML

push goal([],p∀ l s (u : N ↔ (N ↔ Update)) c t•

u ∈ Functional

⇒

(RelCombine((Squash(Id(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼ o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t))) o
9

Graph destVal ∈ Functionalq);

a(REPEAT strip tac);

a(lemma tacpRelCombine ((Squash (Id (Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼ o
9

u)

(ListRel l) ∈ Functionalq);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tacp(Squash(Id(Dom

(ListRel l ⊲ {r |c dominates R exist r}))))∼ ∈ Functionalq);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[squash id thm,enumerate thm,inv rel def ,

functional def ] THEN REPEAT strip tac);

a(DROP NTH ASM T 4 (rewrite thm tac o eq sym rule)

THEN POP ASM T (rewrite thm tac o eq sym rule));

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(bc tac[rel combine fun thm] THEN bc tac[o
9

fun thm1 ]

THEN asm rewrite tac[list rel fun thm]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(bc tac[o
9

fun thm] THEN bc tac[o
9

fun thm] THEN

asm rewrite tac[destVal fun thm,updateRow fun thm]);

val conjunct1 fun lemma = save pop thm"conjunct1 fun lemma";

HOL output

conjunct1 fun lemma =

⊢ ∀ l s u c t

• u ∈ Functional

⇒ (RelCombine

((Squash

(Id (Dom (ListRel l ⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal

∈ Functional
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SML

push goal([],p∀ l last c (u : N ↔ (N ↔ Update)) t •

u ∈ Functional

⇒

RelList (ListRel (l a [last ])

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t))) o
9

Graph destVal)

= RelList (ListRel l ⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)

o
9

Graph (updateRow c (TS class t))) o
9

Graph destVal) a [last ]q);

SML

a(REPEAT strip tac);

a(bc tac[rel list ⊕ ax1 ]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(bc tac[conjunct1 fun lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(rewrite tac[dom rel combine null ⊆ lemma]);

val conjunct1 lemma1 = save pop thm"conjunct1 lemma1";
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HOL output

conjunct1 lemma1 = ⊢ ∀ l last c u t

• u ∈ Functional

⇒ RelList

(ListRel (l a [last ])

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)

= RelList

(ListRel l

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9

u)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
a [last ]
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SML

push goal([],p∀ c last l u us t •

(us ∈ Functional

∧ c dominates R exist last

∧ (#(Squash (Id (Dom(ListRel (l a [last ])

⊲ {r |c dominates R exist r})))),u) ∈ us)

⇒

RelList

(ListRel (l a [last ])

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal) = RelList

(ListRel l

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r

|c dominates R exist r}))))∼

o
9

us)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))

o
9

Graph destVal) a [destVal(updateRow c (TS class t)(u,last))]q);
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SML

a(REPEAT strip tac);

a(LEMMA Tp(RelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r

|c

dominates R exist

r}))))∼

o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal

=

((RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r

|c

dominates R exist r}))))∼

o
9

us)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal) ∪

{(#l + 1 ,destVal(updateRow c (TS class t)(u,last)))}q

rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm,inv rel singleton thm,rel combine one lemma]);

a(LEMMA Tp((RelCombine

({(# l + 1 ,

#

(Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))

+ 1 )}
o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal) =

{(# l + 1 ,

destVal

(updateRow c (TS class t) (u, last)))}qrewrite thm tac);

a(rewrite tac[rel combine def ,rel ext clauses]);

a(REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c dominates R exist r}q]size squash plus1 thm));

a(DROP NTH ASM T 8 ante tac THEN POP ASM T rewrite thm tac);

a(DROP NTH ASM T 5 (rewrite thm tac o eq sym rule)THEN ⇒ tac);

a(lemma tacpu = Fst z ′q);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 8 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pz ′′q,puq,pFst z ′q]));

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(lemma tacplast = Snd z ′q);

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[list rel a singleton thm]

THEN REPEAT strip tac THEN TRY asm rewrite tac[]);

a(swap nth asm concl tac 1 );

a(rewrite tac[list rel def ,dot dot def ]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(∃ tacp(updateRow c (TS class t)(u, last))q THEN asm rewrite tac[]);

a(∃ tacp(u,last)q THEN rewrite tac[list rel a singleton thm,∪ def ]);

a(prove ∃ tac);

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c dominates R exist r}q]size squash plus1 thm));

a(POP ASM T (rewrite thm tac o eq sym rule)THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(bc tac[rel list ⊕ ax2 ]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(bc tac[conjunct1 fun lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(rewrite tac[dom rel combine null ⊆ lemma]);

val conjunct1 lemma2 = save pop thm"conjunct1 lemma2";
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HOL output

conjunct1 lemma2 =

⊢ ∀ c last l u us t

• us ∈ Functional

∧ c dominates R exist last

∧ (#

(Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c dominates R exist r})))), u)

∈ us

⇒ RelList

(ListRel (l a [last ])

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)

= RelList

(ListRel l

⊕ (RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c dominates R exist r}))))∼

o
9

us)

(ListRel l)
o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
a [destVal (updateRow c (TS class t) (u, last))]
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5 PROOF OF SECURITY OF CRITICAL COMPONENTS

The main proof of this section is built up from a series of lemmas.

5.1 Insert Lemmas

SML

push goal([],p∀ c1 c2 t ds •

¬ c2 dominates c1

⇒ cleanTable c2 t = cleanTable c2 (replaceRows t

((TS rows t) a (Map((MkRow c1 ) o (colDefaults c1 t))ds)))q);

a(REPEAT strip tac);

a(rewrite tac[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(cases tacpc2 dominates TS class tqTHEN

asm rewrite tac[tab components,get specpMkTableSpecq,cleanColCons def ]);

a(rewrite tac[cleanRows def ,revealRow def ]);

a(lemma tac p(Map (MkRow c1 o colDefaults c1 t) ds)↾ {r |c2 dominates R exist r} = []q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(REV LIST INDUCTION Tpdsqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(rewrite tac[↾ thm,get specpMkRowq]);

a(∀ tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(asm rewrite tac[]);

val insertRows lemma = save pop thm"insertRows lemma";

HOL output

insertRows lemma =

⊢ ∀ c1 c2 t ds

• ¬ c2 dominates c1

⇒ cleanTable c2 t

= cleanTable

c2

(replaceRows

t

(TS rows t a Map (MkRow c1 o colDefaults c1 t) ds))
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SML

push goal([],p∀ c1 c2 s i ds

• (¬ c2 dominates c1 ∧ tabExists c1 (tabFromEffect (InsertEffect (i ,ds))) (repState s))

⇒ hideR (c2 , repState s)

= hideR(c2 , Fst(insertQuery

(c1 , destInsert(InsertEffect (i ,ds)), repState s,getTable

(tabFromEffect (InsertEffect (i ,ds))) (repState s))))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimpsqisState lemma)));

a(strip asm tac(list ∀ elim[prepState sq,pFront iq,pyq]at thm1 ));

SML

a(LIST DROP NTH ASM T [4 ,5 ,6 ](MAP EVERY ante tac)

THEN TOP ASM T rewrite thm tac);

a(REPEAT ⇒ tac THEN DROP NTH ASM T 6 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN strip tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(asm rewrite tac[]);

a(REPEAT ∀ tac);

a(rewrite tac[insertQuery def ]);

SML

a(cases tacp¬ Elems(Map(MkRow c1 o colDefaults c1 y ′) ds)

⊆ RowSqTHEN asm rewrite tac[]);

a(asm rewrite tac[changeSpec def ,hideR def ,rel ext clauses]);

a(REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpMkDirectory

(Dir tables y

⊕ {(Last i ,

replaceRows

y ′

(TS rows y ′

a Map

(MkRow c1 o colDefaults c1 y ′)

ds))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

a(lemma tacpy = zq);

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 15 ante tac THEN TOP ASM T (rewrite thm tac o eq sym rule)

THEN strip tac);

a(DROP NTH ASM T 15 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pxq,pyq,pzq]));
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SML

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[cleanDirectory def ]);

a(cases tacpc2 dominates Dir class zqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(lemma tacpy ′ = z ′q);

(∗ ∗∗∗ Goal "1 .1 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 15 ante tac THEN DROP NTH ASM T 12 ante tac

THEN asm rewrite tac[]THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 2 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,py ′q,pz ′q]));

(∗ ∗∗∗ Goal "1 .1 .2 .1 .2" ∗∗∗ ∗)

a(prove ∃ tac);

a(asm rewrite tac[]);

a(bc tac[insertRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 (asm rewrite thm tac o eq sym rule));

a(conv tac eq sym conv);

a(bc tac[insertRows lemma] THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ single,get specpMkDirectoryq,

dir components]THEN strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(GET NTH ASM T 2 (rewrite thm tac o eq sym rule));

a(GET NTH ASM T 6 rewrite thm tac);

a(rewrite tac[cleanDirectory def ,rel ext clauses]);

a(cases tacpc2 dominates Dir class yqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′qTHEN asm rewrite tac[]);

a(conv tac eq sym conv);

a(bc tac[insertRows lemma] THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a prove ∃ tac;

a(lemma tacpz ′ = y ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 13 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,pz ′q,py ′q]));

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);

a(bc tac[insertRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ single,get specpMkDirectoryq,

dir components]THEN strip tac);

a(∃ tacpzqTHEN asm rewrite tac[]);

val insertQuery lemma = save pop thm"insertQuery lemma";

Page 23 of 64



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIc)

Ref: DS/FMU/FEF/012
Issue: Revision : 2 .6

Date: 5 December 2009

HOL output

insertQuery lemma =

⊢ ∀ c1 c2 s i ds

• ¬ c2 dominates c1

∧ tabExists c1 (tabFromEffect (InsertEffect (i , ds))) (repState s)

⇒ hideR (c2 , repState s)

= hideR

(c2 ,

insertQuery

(c1 , destInsert (InsertEffect (i , ds)), repState s,

getTable

(tabFromEffect (InsertEffect (i , ds)))

(repState s)))

5.2 Delete Lemmas

SML

push goal([],p∀ c1 c2 s t ns •

¬ c2 dominates c1

⇒ cleanTable c2 t = cleanTable c2 (replaceRows t

(Extract (1 .. #(TS rows t) \

((revealRow c1 t) Image ns ∩ {i |R exist(Nth(TS rows t)i) = c1}))

(TS rows t)))q);

a(REPEAT strip tac);

a(rewrite tac[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(cases tacpc2 dominates TS class tqTHEN

asm rewrite tac[tab components,get specpMkTableSpecq,cleanColCons def ]);

a(rewrite tac[cleanRows def ,revealRow def ]);
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SML

a(LEMMA TpTS rows t ↾ {r |c2 dominates R exist r} =

Extract

(1 .. # (TS rows t)

\ Squash

(Id

(Dom

(ListRel (TS rows t)

⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (TS rows t) i) = c1})

(TS rows t)

↾ {r |c2 dominates R exist r}qrewrite thm tac);

a(lemma tacp∃ l • TS rows t = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(REV LIST INDUCTION Tplqasm tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[extract def ,rel list null thm]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(∀ tac THEN cases tacpc2 dominates R exist lastqTHEN

cases tacpc1 dominates R exist lastq

THEN asm rewrite tac[extract a single ax ,squash a thm,length a one thm,

dot dot def ,image ∪ thm,∪ ∩ thm]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(LEMMA Tp# l + 1 ∈ {i |1 ≤ i ∧ i ≤ # l + 1}

\ (Squash

(Id(Dom(ListRel l

⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}

∪ {(#(Squash(Id(Dom(ListRel l

⊲ {r |c1 dominates R exist r}))))

+ 1 , # l + 1 )}

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})q rewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(REPEAT strip tac THEN POP ASM T (asm tac o rewrite rule[nth length one thm])

THEN DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[extract def ]);

a(LEMMA Tp{i |1 ≤ i ∧ i ≤ # l}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c1}

⊳ ListRel l =

{i |1 ≤ i ∧ i ≤ # l + 1}

\ (Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}

∪ {(#(Squash(Id(Dom(ListRel l

⊲ {r |c1 dominates R exist r}))))

+ 1 , # l + 1 )}

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})

⊳ ListRel lqasm rewrite thm tac);
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SML

a(rewrite tac[set dif ∪ thm,rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,

dot dot def ,≤ plus1 thm]);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .3" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .4" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[nth length one thm]);

a(⇒ tac THEN DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .5" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .6" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .7" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .8" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .9" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .1 .2 .10" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .11" ∗∗∗ ∗)

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .13" ∗∗∗ ∗)

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .14" ∗∗∗ ∗)

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .15" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .16" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .17" ∗∗∗ ∗)

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .18" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .19" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .20" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(LEMMA Tp# l + 1

∈ {i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}qrewrite thm tac);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(rewrite tac[image def ,squash def ,enumerate def ,list rel def ,

id def ,dot dot def ,length a one thm]);

a(REPEAT strip tac);

a(DROP NTH ASM T 8 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[extract def ]);

a(LEMMA Tp{i |1 ≤ i ∧ i ≤ # l}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c1}

⊳ ListRel l={i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}

⊳ ListRel lqrewrite thm tac);
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SML

a(rewrite tac[list rel def ,dot dot def ,set dif def ,rel ext clauses]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[≤ plus1 thm]);

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[≤ plus1 thm]);

(∗ ∗∗∗ Goal "2 .2 .2 .3" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 2 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .4" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3" ∗∗∗ ∗)

a(rewrite tac[image single thm,set dif ∪ thm]);

a(cases tacp# (Squash(Id(Dom(ListRel l ⊲ {r |c1 dominates R exist r}))))

+ 1

∈ nsqTHEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .3 .1" ∗∗∗ ∗)

a(CASES Tp# l + 1

∈ ({i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})

∩ ({i |1 ≤ i ∧ i ≤ # l + 1}

\ {# l + 1} ∩ {i |R exist (Nth (l a [last ]) i) = c1})q

asm tac THEN TOP ASM T asm rewrite thm tac);

(∗ 2 .3 .1 .1 and 2 .3 .1 .2 the same except for unnecessary assumption 1 ∗)

(∗ ∗∗∗ Goal "2 .3 .1 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

set labelled goal"2 .3 .1 .2";
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SML

(∗ ∗∗∗ Goal "2 .3 .1 .2" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

a(rewrite tac[extract def ]);

a(LEMMA Tp{i |1 ≤ i ∧ i ≤ # l}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c1}

⊳ ListRel l =

({i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})

∩ ({i |1 ≤ i ∧ i ≤ # l + 1}

\ {# l + 1} ∩ {i |R exist (Nth (l a [last ]) i) = c1})

⊳ ListRel lqrewrite thm tac);

SML

a(rewrite tac[rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,dot dot def ,≤ plus1 thm]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .2" ∗∗∗ ∗)

a contr tac;

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .3" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .4" ∗∗∗ ∗)

a contr tac;

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .5" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .6" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);
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SML

(∗ ∗∗∗ Goal "2 .3 .1 .2 .7" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .9" ∗∗∗ ∗)

a(spec nth asm tac 6 px ′q);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .10" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .11" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .12" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .13" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .1 .2 .14" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .3 .2" ∗∗∗ ∗)

a(CASES Tp# l + 1

∈ ({i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})

∩ {i |1 ≤ i ∧ i ≤ # l + 1}q

asm tac THEN TOP ASM T asm rewrite thm tac);

(∗ 2 .3 .2 .1 and 2 .3 .2 .2 the same except for unnecessary assumption 1 ∗)

(∗ ∗∗∗ Goal "2 .3 .2 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

set labelled goal"2 .3 .2 .2";

(∗ ∗∗∗ Goal "2 .3 .2 .2" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

a(rewrite tac[extract def ]);
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SML

a(LEMMA Tp{i |1 ≤ i ∧ i ≤ # l}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c1}

⊳ ListRel l =

({i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1})

∩ {i |1 ≤ i ∧ i ≤ # l + 1}

⊳ ListRel lqrewrite thm tac);

a(rewrite tac[rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,dot dot def ,≤ plus1 thm]);

a(REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "2 .3 .2 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .2" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .3" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .5" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .7" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .8" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .9" ∗∗∗ ∗)

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .2 .2 .10" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .4" ∗∗∗ ∗)

a(CASES Tp# l + 1

∈ {i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}q

asm tac THEN TOP ASM T asm rewrite thm tac);

(∗ 2 .4 .1 and 2 .4 .2 the same except for unnecessary assumption 1 ∗)

(∗ ∗∗∗ Goal "2 .4 .1" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

set labelled goal"2 .4 .2";

(∗ ∗∗∗ Goal "2 .4 .2" ∗∗∗ ∗)

a(POP ASM T (fn => id tac));

a(rewrite tac[extract def ]);

SML

a(LEMMA Tp{i |1 ≤ i ∧ i ≤ # l}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth l i) = c1}

⊳ ListRel l =

{i |1 ≤ i ∧ i ≤ # l + 1}

\ Squash (Id (Dom (ListRel l ⊲ {r |c1 dominates R exist r})))

Image ns

∩ {i |R exist (Nth (l a [last ]) i) = c1}

⊳ ListRel lqrewrite thm tac);

a(rewrite tac[rel ext clauses,⊳ def ,⊲ def ,list rel def ,image def ,dot dot def ,≤ plus1 thm]);

a(REPEAT strip tac);
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(∗ ∗∗∗ Goal "2 .4 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .4 .2 .2" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .4 .2 .3" ∗∗∗ ∗)

a(spec nth asm tac 5 px ′q);

(∗ ∗∗∗ Goal "2 .4 .2 .4" ∗∗∗ ∗)

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .4 .2 .5" ∗∗∗ ∗)

a(spec nth asm tac 4 px ′q);

(∗ ∗∗∗ Goal "2 .4 .2 .6" ∗∗∗ ∗)

a(strip asm tac(rewrite rule[dot dot def ](list ∀ elim[plq,pxq,plastq]nth a thm1 )));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

val deleteRows lemma = save pop thm"deleteRows lemma";

HOL output

deleteRows lemma =

⊢ ∀ c1 c2 s t ns

• ¬ c2 dominates c1

⇒ cleanTable c2 t

= cleanTable

c2

(replaceRows

t

(Extract

(1 .. # (TS rows t)

\ revealRow c1 t Image ns

∩ {i |R exist (Nth (TS rows t) i) = c1})

(TS rows t)))
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SML

push goal([],p∀ c1 c2 s i ns

• (¬ c2 dominates c1 ∧ tabExists c1 (tabFromEffect (DeleteEffect (i ,ns))) (repState s))

⇒ hideR (c2 , repState s)

= hideR(c2 , deleteQuery

(c1 , destDelete(DeleteEffect (i ,ns)), repState s,getTable

(tabFromEffect (DeleteEffect (i ,ns))) (repState s)))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimpsqisState lemma)));

a(strip asm tac(list ∀ elim[prepState sq,pFront iq,pyq]at thm1 ));

a(LIST DROP NTH ASM T [4 ,5 ,6 ](MAP EVERY ante tac)

THEN TOP ASM T rewrite thm tac);

a(REPEAT ⇒ tac THEN DROP NTH ASM T 6 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN strip tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(asm rewrite tac[]);

a(REPEAT ∀ tac);

a(rewrite tac[deleteQuery def ]);

a(asm rewrite tac[changeSpec def ,hideR def ,rel ext clauses]);

a(REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpMkDirectory(Dir tables y

⊕ {(Last i ,

replaceRows

y ′

(Extract

(1 .. # (TS rows y ′)

\ revealRow c1 y ′ Image ns

∩ {i

|R exist (Nth (TS rows y ′) i) = c1})

(TS rows y ′)))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

a(lemma tacpy = zq);
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(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 14 ante tac THEN TOP ASM T (rewrite thm tac o eq sym rule)

THEN strip tac);

a(DROP NTH ASM T 14 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pxq,pyq,pzq]));

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[cleanDirectory def ]);

a(cases tacpc2 dominates Dir class zqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(lemma tacpy ′ = z ′q);

(∗ ∗∗∗ Goal "1 .1 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 14 ante tac THEN DROP NTH ASM T 11 ante tac

THEN asm rewrite tac[]THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 2 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,py ′q,pz ′q]));

(∗ ∗∗∗ Goal "1 .1 .2 .1 .2" ∗∗∗ ∗)

a(prove ∃ tac);

a(asm rewrite tac[]);

a(bc tac[deleteRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 (asm rewrite thm tac o eq sym rule));

a(conv tac eq sym conv);

a(bc tac[deleteRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);
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(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac

[⊕ single,get specpMkDirectoryq,dir components]THEN strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(GET NTH ASM T 2 (rewrite thm tac o eq sym rule));

a(GET NTH ASM T 6 rewrite thm tac);

a(rewrite tac[cleanDirectory def ,rel ext clauses]);

a(cases tacpc2 dominates Dir class yqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′qTHEN asm rewrite tac[]);

a(conv tac eq sym conv);

a(bc tac[deleteRows lemma] THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a prove ∃ tac;

a(lemma tacpz ′ = y ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 12 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,pz ′q,py ′q]));

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);

a(bc tac[deleteRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac

[⊕ single,get specpMkDirectoryq,dir components]THEN strip tac);

a(∃ tacpzqTHEN asm rewrite tac[]);

val deleteQuery lemma = save pop thm"deleteQuery lemma";
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HOL output

deleteQuery lemma =

⊢ ∀ c1 c2 s i ns

• ¬ c2 dominates c1

∧ tabExists c1 (tabFromEffect (DeleteEffect (i , ns))) (repState s)

⇒ hideR (c2 , repState s)

= hideR

(c2 ,

deleteQuery

(c1 , destDelete (DeleteEffect (i , ns)), repState s,

getTable

(tabFromEffect (DeleteEffect (i , ns)))

(repState s)))

5.3 Update Lemmas

SML

push goal([],p∀ c1 c2 d tc u

• c1 dominates tc ∧ c2 dominates tc

⇒ (¬ c2 dominates c1 ∧ isVal(updateField c1 tc (u, d))

⇒ replaceData c2 d = replaceData c2 (destVal(updateField c1 tc (u, d))))q);

a(REPEAT strip tac);

a(lemma tacp¬ c1 = tcq);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a contr tac;

a(DROP NTH ASM T 4 ante tac THEN (POP ASM T (rewrite thm tac o eq sym rule))

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN rewrite tac[updateField def ]);

a(cases tac pisItem uq THEN asm rewrite tac[destVal def ]

THEN POP ASM T (strip asm tac o rewrite rule[get specpisItemq])

THEN asm rewrite tac[¬isVal giveError thm]);

a(cases tacpDat class d dominates c1q

THEN asm rewrite tac[destVal def ,get specpMkDataq,¬isVal giveError thm]);

a(⇒ tac THEN rewrite tac[replaceData def ]);

a(lemma tacp¬ c2 dominates Dat class dq);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a contr tac;

a(fc tac[dominates trans] THEN asm fc tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(asm rewrite tac[get specpMkDataq]);

val replaceData updateField lemma = save pop thm"replaceData updateField lemma";
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HOL output

replaceData updateField lemma =

⊢ ∀ c1 c2 d tc u

• c1 dominates tc ∧ c2 dominates tc

⇒ ¬ c2 dominates c1 ∧ isVal (updateField c1 tc (u, d))

⇒ replaceData c2 d

= replaceData c2 (destVal (updateField c1 tc (u, d)))

SML

push goal([],p∀ c1 c2 r t u

• c1 dominates TS class t ∧ c2 dominates TS class t

⇒ (¬ c2 dominates c1 ∧ isVal(updateRow c1 (TS class t) (u, r))

⇒ cleanRow c2 (Snd (cleanColCons c2 t)) r

= cleanRow c2 (Snd (cleanColCons c2 t))

(destVal(updateRow c1 (TS class t) (u, r))))q);

a(REPEAT strip tac);

a(POP ASM T (strip asm tac o rewrite rule[isVal def ]));

a(asm rewrite tac[destVal def ]);

a(POP ASM T ante tac THEN rewrite tac[updateRow def ]);

a(cases tacp¬ u ∈ Functionalq THEN

cases tacp((RelCombine u (R data r)
o
9

Graph (updateField c1 (TS class t)))

⊲ {x |isError x}) o
9

Graph destError = {}q

THEN asm rewrite tac[¬giveError eq giveVal thm,giveVal eq thm]);

a(rewrite tac[cleanRow def ,⊕ thm,get specpMkRowq,row components,rel ext clauses,

filterRow def ,rel combine def ]);

a(strip tac THEN asm rewrite tac[] THEN REPEAT ∀ tac THEN ⇔ T strip asm tac);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

(∗ Case split on there being an update for x ∗)

a(cases tacp∃ up • (x ,up) ∈ uq);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 6 (asm tac o list ∀ elim

[pxq,pdestVal(updateField c1 (TS class t)(up,z ))q]));

a(LEMMA Tp¬ (∃ y z

• (∃ z ′

• ((x , Fst z ′) ∈ u ∧ (x , Snd z ′) ∈ R data r)

∧ z = updateField c1 (TS class t) z ′)

∧ y = destVal z )

∧ (x , destVal (updateField c1 (TS class t) (up,z ))) ∈ R data r

∨ (∃ z ′

• (∃ z ′′

• ((x , Fst z ′′) ∈ u ∧ (x , Snd z ′′) ∈ R data r)

∧ z ′ = updateField c1 (TS class t) z ′′)

∧ destVal (updateField c1 (TS class t) (up,z )) = destVal z ′)qasm tac);

SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .1 .1 .1" ∗∗∗ ∗)

a(∃ tacp(updateField c1 (TS class t) (up, z ))qTHEN asm rewrite tac[]);

a(∃ tacp(up, z )qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .1 .2" ∗∗∗ ∗)

a(∃ tacp(updateField c1 (TS class t) (up, z ))qTHEN asm rewrite tac[]);

a(∃ tacp(up, z )qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac THEN ⇒ tac);

a(∃ tacpdestVal (updateField c1 (TS class t) (up, z ))qTHEN asm rewrite tac[]);

a(DROP NTH ASM T 8 (strip asm tac o

rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c1 (TS class t) (up, z ))q]);

a(spec nth asm tac 1 p(updateField c1 (TS class t) (up, z ))q);
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SML

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c1 (TS class t) (up, z ))qval or error type));

a(strip asm tac(list ∀ elim[pc1q,pc2q,pzq,pTS class tq,pupq]replaceData updateField lemma));

a(asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elimp(up,z )q));

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 6 (ante tac o list ∀ elim[pxq,pzq])THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(spec nth asm tac 7 pFst z ′′q);

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(spec nth asm tac 7 pFst z ′′q);

(∗ ∗∗∗ Goal "1 .2 .3" ∗∗∗ ∗)

a(spec nth asm tac 10 pFst z ′′q);

(∗ ∗∗∗ Goal "1 .2 .4" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .5" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(DROP NTH ASM T 5 (ante tac o list ∀ elim[pxq,pzq])THEN asm rewrite tac[]

THEN strip tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(∃ tacpSnd z ′′qTHEN asm rewrite tac[]);

a(DROP NTH ASM T 10 (strip asm tac o

rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [pxq,pdestError(updateField c1 (TS class t) z ′′)q]);

a(spec nth asm tac 1 p(updateField c1 (TS class t) z ′′)q);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateField c1 (TS class t) z ′′)qval or error type));

a(POP ASM T ante tac THEN LEMMA Tpz ′′ = (Fst z ′′,Snd z ′′)q

pure once asm rewrite thm tac THEN LIST [rewrite tac[],⇒ T asm tac]);

a(strip asm tac(list ∀ elim[pc1q,pc2q,pSnd z ′′q,pTS class tq,pFst z ′′q]

replaceData updateField lemma));

a(asm rewrite tac[]);

a(∃ tacpcqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(spec nth asm tac 1 pz ′′q);

val cleanRow updateRow lemma = save pop thm"cleanRow updateRow lemma";

cleanRow updateRow lemma =

⊢ ∀ c1 c2 r t u

• c1 dominates TS class t ∧ c2 dominates TS class t

⇒ ¬ c2 dominates c1 ∧ isVal (updateRow c1 (TS class t) (u, r))

⇒ cleanRow c2 (Snd (cleanColCons c2 t)) r

= cleanRow

c2

(Snd (cleanColCons c2 t))

(destVal (updateRow c1 (TS class t) (u, r)))
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push goal([],p∀ c1 c2 s t us •

us ∈ Functional

∧ ¬ c2 dominates c1 ∧ c1 dominates TS class t

∧ ((RelCombine ((revealRow c1 t)∼ o
9

us)(ListRel (TS rows t))
o
9

Graph(updateRow c1 (TS class t))) ⊲ {x |isError x})
o
9

Graph destError = {}

⇒ cleanTable c2 t = cleanTable c2 (replaceRows

t

(RelList

(ListRel (TS rows t)

⊕ (RelCombine

((revealRow c1 t)∼ o
9

us)

(ListRel (TS rows t))
o
9

Graph (updateRow c1 (TS class t)))
o
9

Graph destVal)

))q);

a(REPEAT strip tac);

a(rewrite tac[cleanTable def ,replaceRows def ,get specpMkTableSpecq]);

a(cases tacpc2 dominates TS class tqTHEN

asm rewrite tac[tab components,get specpMkTableSpecq,cleanColCons def ]);

a(DROP NTH ASM T 2 ante tac THEN rewrite tac[cleanRows def ,revealRow def ]);

SML

a(lemma tacp∃ l • TS rows t = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(REV LIST INDUCTION Tplqasm tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[map def ,⊕ null thm,rel list null thm]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(∀ tac THEN ⇒ tac);

a(fc tac[rel combine null lemma]);

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[] THEN strip tac);

a(cases tacpc2 dominates R exist lastqTHEN

cases tacpc1 dominates R exist lastq

THEN asm rewrite tac[] THEN DROP NTH ASM T 3 (fn => id tac));
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(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(cases tacp∃ up • (#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c1 dominates R exist r})))),up) ∈ usq);

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pc1q,plastq,plq,pupq,pusq,ptq]conjunct1 lemma2 )

THEN POP ASM T rewrite thm tac);

a(lemma tacpisVal(updateRow c1 (TS class t) (up, last))q);

(∗ ∗∗∗ Goal "2 .1 .1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c1 (TS class t) (up, last))qval or error type));

a(DROP NTH ASM T 7 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [p# l + 1q,pdestError(updateRow c1 (TS class t) (up, last))q]);

a(spec nth asm tac 1 p(updateRow c1 (TS class t) (up, last))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(up, last)q));

(∗ ∗∗∗ Goal "2 .1 .1 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 1 p#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c1 dominates R exist r}))))q);

a(POP ASM T ante tac THEN asm rewrite tac[inv rel def ]);

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c1 dominates R exist r}q]size a one thm));

(∗ ∗∗∗ Goal "2 .1 .1 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[list rel def ,dot dot def ,

length a one thm,nth length one thm]));

SML

(∗ ∗∗∗ Goal "2 .1 .1 .2" ∗∗∗ ∗)

a(LEMMA Tpc2 dominates R exist

(destVal (updateRow c1 (TS class t) (up, last)))qrewrite thm tac);

(∗ ∗∗∗ Goal "2 .1 .1 .2 .1" ∗∗∗ ∗)

a(POP ASM T ante tac THEN rewrite tac[updateRow def ]);

a(cases tacp¬ up ∈ FunctionalqTHEN

cases tacp((RelCombine up (R data last)
o
9

Graph (updateField c1 (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ,get specpMkRowq,

row components]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .1 .1 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pc1q,pc2q,plastq,ptq,pupq]

(rewrite rule[cleanColCons def ]cleanRow updateRow lemma)));
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SML

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a(LEMMA TpRelCombine

((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c1 dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))

=RelCombine

((Squash

(Id

(Dom

(ListRel l

⊲ {r |c1 dominates R exist r}))))∼

o
9

us)

(ListRel l)qrewrite thm tac);

SML

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm]);

a(LEMMA Tp{(# (Squash (Id (Dom (ListRel l ⊲

{r |c1 dominates R exist r})))) + 1 , # l + 1 )}∼

o
9

us = {}qrewrite thm tac);

(∗ ∗∗∗ Goal "2 .1 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,inv rel def ]THEN REPEAT strip tac);

a(spec nth asm tac 3 pyq);

a(DROP NTH ASM T 4 (fn => id tac));

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c1 dominates R exist r}q]size squash plus1 thm));

a contr tac;

a(DROP NTH ASM T 5 ante tac THEN DROP NTH ASM T 3 ante tac

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[rel combine one lemma]);

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[plq,plastq,pc1q,pusq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(asm rewrite tac[rel combine one lemma,squash a thm]);

a(strip asm tac(list ∀ elim[plq,plastq,pc1q,pusq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3" ∗∗∗ ∗)

a(cases tacp∃ up • (#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c1 dominates R exist r})))),up) ∈ usq);

(∗ ∗∗∗ Goal "2 .3 .1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pc1q,plastq,plq,pupq,pusq,ptq]conjunct1 lemma2 )

THEN POP ASM T rewrite thm tac);

a(lemma tacpisVal(updateRow c1 (TS class t) (up, last))q);

(∗ ∗∗∗ Goal "2 .3 .1 .1" ∗∗∗ ∗)

a(strip asm tac(∀ elimp(updateRow c1 (TS class t) (up, last))qval or error type));

a(DROP NTH ASM T 7 (strip asm tac o rewrite rule[rel ext clauses,rel combine def ]));

a(list spec nth asm tac 1 [p# l + 1q,pdestError(updateRow c1 (TS class t) (up, last))q]);

a(spec nth asm tac 1 p(updateRow c1 (TS class t) (up, last))q);

a(POP ASM T (strip asm tac o rewrite rule[] o ∀ elim p(up, last)q));

(∗ ∗∗∗ Goal "2 .3 .1 .1 .1" ∗∗∗ ∗)

a(spec nth asm tac 1 p#(Squash (Id (Dom (ListRel (l a [last ])

⊲ {r |c1 dominates R exist r}))))q);

a(POP ASM T ante tac THEN asm rewrite tac[inv rel def ]);

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c1 dominates R exist r}q]size a one thm));

(∗ ∗∗∗ Goal "2 .3 .1 .1 .2" ∗∗∗ ∗)

a(POP ASM T (strip asm tac o rewrite rule[list rel def ,dot dot def ,

length a one thm,nth length one thm]));

SML

(∗ ∗∗∗ Goal "2 .3 .1 .2" ∗∗∗ ∗)

a(LEMMA Tp¬ c2 dominates R exist

(destVal (updateRow c1 (TS class t) (up, last)))qrewrite thm tac);

a(POP ASM T ante tac THEN rewrite tac[updateRow def ]);

a(cases tacp¬ up ∈ FunctionalqTHEN

cases tacp((RelCombine up (R data last)
o
9

Graph (updateField c1 (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}q

THEN asm rewrite tac[¬isVal giveError thm,destVal def ,get specpMkRowq,

row components]THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "2 .3 .2" ∗∗∗ ∗)

a(LEMMA TpRelCombine ((Squash

(Id

(Dom

(ListRel (l a [last ])

⊲ {r |c1 dominates R exist r}))))∼

o
9

us)

(ListRel (l a [last ]))

=RelCombine ((Squash

(Id

(Dom

(ListRel l

⊲ {r |c1 dominates R exist r}))))∼

o
9

us)

(ListRel l)qrewrite thm tac);

SML

(∗ ∗∗∗ Goal "2 .3 .2 .1" ∗∗∗ ∗)

a(asm rewrite tac[squash a thm]);

a(LEMMA Tp{(# (Squash (Id (Dom (ListRel l ⊲

{r |c1 dominates R exist r})))) + 1 , # l + 1 )}∼

o
9

us = {}qrewrite thm tac);
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SML

(∗ ∗∗∗ Goal "2 .3 .2 .1 .1" ∗∗∗ ∗)

a(rewrite tac[rel ext clauses,inv rel def ]THEN REPEAT strip tac);

a(spec nth asm tac 3 pyq);

a(DROP NTH ASM T 4 (fn => id tac));

a(strip asm tac(list ∀ elim[plq,plastq,p{r |c1 dominates R exist r}q]size squash plus1 thm));

a contr tac;

a(DROP NTH ASM T 5 ante tac THEN DROP NTH ASM T 3 ante tac

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .3 .2 .1 .2" ∗∗∗ ∗)

a(rewrite tac[rel combine one lemma]);

(∗ ∗∗∗ Goal "2 .3 .2 .2" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[plq,plastq,pc1q,pusq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .4" ∗∗∗ ∗)

a(asm rewrite tac[rel combine one lemma,squash a thm]);

a(strip asm tac(list ∀ elim[plq,plastq,pc1q,pusq,ptq]conjunct1 lemma1 ));

a(asm rewrite tac[]);

val updateRows lemma = save pop thm"updateRows lemma";
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HOL output

updateRows lemma =

⊢ ∀ c1 c2 s t us

• us ∈ Functional

∧ ¬ c2 dominates c1

∧ c1 dominates TS class t

∧ ((RelCombine ((revealRow c1 t)∼ o
9

us) (ListRel (TS rows t))
o
9

Graph (updateRow c1 (TS class t)))

⊲ {x |isError x})
o
9

Graph destError

= {}

⇒ cleanTable c2 t

= cleanTable

c2

(replaceRows

t

(RelList

(ListRel (TS rows t)

⊕ (RelCombine

((revealRow c1 t)∼ o
9

us)

(ListRel (TS rows t))
o
9

Graph (updateRow c1 (TS class t)))
o
9

Graph destVal)))

SML

push goal([],p∀ c1 c2 s i us

• (¬ c2 dominates c1

∧ tabExists c1 (tabFromEffect (UpdateEffect (i ,us))) (repState s)

∧ c1 dominates (TS class ((getTable(tabFromEffect (UpdateEffect (i ,us))))(repState s))))

⇒ hideR (c2 , repState s)

= hideR(c2 , Fst(updateQuery

(c1 , destUpdate(UpdateEffect (i ,us)), repState s,getTable

(tabFromEffect (UpdateEffect (i ,us))) (repState s))))q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN POP ASM T ante tac THEN rewrite tac

[destInsert def ,tabFromEffect def ,

getTable def ,rewrite rule[dom def ]tabExists def ]);

a(REPEAT strip tac);

a(strip asm tac (pure rewrite rule[get specpisStateq,get specpStateSq, 7→ def ,∩ def ]

(∀ elimpsqisState lemma)));

a(strip asm tac(list ∀ elim[prepState sq,pFront iq,pyq]at thm1 ));
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SML

a(LIST DROP NTH ASM T [4 ,5 ,6 ,7 ](MAP EVERY ante tac)

THEN TOP ASM T rewrite thm tac);

a(REPEAT ⇒ tac THEN DROP NTH ASM T 7 ante tac THEN

rewrite tac[↔ def ,get specpIdeLq,get specpDirectorySq,∩ def ,× def ,

get specpUniverseq,rel ext clauses,get specp$Pq]THEN strip tac);

a(asm fc tac[]);

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ]THEN REPEAT ⇒ tac);

a(strip asm tac(list ∀ elim[pDir tables yq,pLast iq,py ′q]at thm1 ));

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(REPEAT ∀ tac);

a(rewrite tac[updateQuery def ]);

a(conv tac(MAP C let conv));

a(cases tacpus ∈ Functionalq THEN

cases tacpDom (
⋃

(Ran us)) ⊆ {n|∃ c• c ∈ visibleCols c1 y ′ ∧ CS posn c = n}q

THEN asm rewrite tac[]);

a(cases tacp((RelCombine ((revealRow c1 y ′)∼ o
9

us)(ListRel (TS rows y ′))
o
9

Graph(updateRow c1 (TS class y ′))) ⊲ {x |isError x})
o
9

Graph destError = {}q THEN asm rewrite tac[]);

a(asm rewrite tac[changeSpec def ,hideR def ,rel ext clauses]);

a(REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[⊕ single]);

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpMkDirectory(Dir tables y

⊕ {(Last i ,

replaceRows

y ′

(RelList

(ListRel (TS rows y ′)

⊕ (RelCombine

((revealRow c1 y ′)∼ o
9

us)

(ListRel (TS rows y ′))
o
9

Graph

(updateRow c1 (TS class y ′)))
o
9

Graph destVal)))})

(Dir exist y)

(Dir class y)qTHEN asm rewrite tac[get specpMkDirectoryq]);

a(lemma tacpy = zq);
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SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 18 ante tac THEN TOP ASM T (rewrite thm tac o eq sym rule)

THEN strip tac);

a(DROP NTH ASM T 18 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pxq,pyq,pzq]));

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(asm rewrite tac[cleanDirectory def ]);

a(cases tacpc2 dominates Dir class zqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

SML

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(lemma tacpy ′ = z ′q);

(∗ ∗∗∗ Goal "1 .1 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 18 ante tac THEN DROP NTH ASM T 15 ante tac

THEN asm rewrite tac[]THEN REPEAT ⇒ tac);

a(DROP NTH ASM T 2 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,py ′q,pz ′q]));

(∗ ∗∗∗ Goal "1 .1 .2 .1 .2" ∗∗∗ ∗)

a(prove ∃ tac);

a(DROP NTH ASM T 14 ante tac THEN DROP NTH ASM T 11 ante tac

THEN asm rewrite tac[] THEN REPEAT ⇒ tac);

a(bc tac[updateRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(∃ tacpy ′q THEN asm rewrite tac[]);

a(DROP NTH ASM T 5 (asm rewrite thm tac o eq sym rule));

a(conv tac eq sym conv);

a(bc tac[updateRows lemma] THEN TRY asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(∃ tacpzqTHEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(CASES Tpx = Front iqasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ single,get specpMkDirectoryq,

dir components]THEN strip tac);

a(∃ tacpyqTHEN asm rewrite tac[]);

a(GET NTH ASM T 2 (rewrite thm tac o eq sym rule));

a(GET NTH ASM T 6 rewrite thm tac);

a(rewrite tac[cleanDirectory def ,rel ext clauses]);

a(cases tacpc2 dominates Dir class yqTHEN asm rewrite tac

[get specpMkDirectoryq,dir components]);

a(rewrite tac[rel ext clauses,⊕ single]);

a(REPEAT ∀ tac);

a(cases tacpx ′ = Last iqTHEN asm rewrite tac[]);

a(⇔ T strip asm tac);

SML

(∗ ∗∗∗ Goal "2 .1 .1" ∗∗∗ ∗)

a(∃ tacpy ′qTHEN asm rewrite tac[]);

a(conv tac eq sym conv);

a(bc tac[updateRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1 .2" ∗∗∗ ∗)

a prove ∃ tac;

a(lemma tacpz ′ = y ′q);

(∗ ∗∗∗ Goal "2 .1 .2 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 16 (asm tac o rewrite rule[functional def ]));

a(POP ASM T (strip asm tac o list ∀ elim[pLast iq,pz ′q,py ′q]));

(∗ ∗∗∗ Goal "2 .1 .2 .2" ∗∗∗ ∗)

a(asm rewrite tac[]);

a(bc tac[updateRows lemma] THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 ante tac THEN asm rewrite tac[⊕ single,get specpMkDirectoryq,

dir components]THEN strip tac);

a(∃ tacpzqTHEN asm rewrite tac[]);

val updateQuery lemma = save pop thm"updateQuery lemma";
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HOL output

updateQuery lemma =

⊢ ∀ c1 c2 s i us

• ¬ c2 dominates c1

∧ tabExists c1 (tabFromEffect (UpdateEffect (i , us))) (repState s)

∧ c1

dominates TS class

(getTable (tabFromEffect (UpdateEffect (i , us))) (repState s))

⇒ hideR (c2 , repState s)

= hideR

(c2 ,

Fst

(updateQuery

(c1 , destUpdate (UpdateEffect (i , us)), repState s,

getTable

(tabFromEffect (UpdateEffect (i , us)))

(repState s))))

5.4 Proof of Conjunct 1

SML

push goal([],p∀ c1 c2 s e

• ¬ hideR (c2 , repState s) = hideR (c2 , Fst (updateStateR (c1 , e, repState s)))

⇒ c2 dominates c1q);

a(REPEAT strip tac);

a(swap nth asm concl tac 1 );

a(LEMMA Tpe = (Fst e,Snd e)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],rewrite tac[updateStateR def ]]);

a(strip asm tac(∀ elim pFst eq query type) THEN asm rewrite tac[]

THEN cases tacp¬ Snd e = []q THEN asm rewrite tac[]

THEN cases tacptabExists c1 (tabFromEffect (Fst e)) (repState s)q

THEN asm rewrite tac[]

THEN cases tacp¬ c1 dominates TS class(getTable (tabFromEffect (Fst e))

(repState s))q

THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ 3 subgoals − state unchanged for Select ∗∗∗ ∗)

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

(∗∗ Insert ∗∗)

a(POP ASM T (fn => id tac) THEN POP ASM T ante tac);

a(DROP NTH ASM T 5 (strip asm tac o rewrite rule[isInsert def ]));

a(TOP ASM T rewrite thm tac);

a(LEMMA Tpi = (Fst i ,Snd i)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],⇒ T asm tac]);

a(bc tac[insertQuery lemma]THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

(∗∗ Delete ∗∗)

a(POP ASM T (fn => id tac) THEN POP ASM T ante tac);

a(DROP NTH ASM T 5 (strip asm tac o rewrite rule[isDelete def ]));

a(TOP ASM T rewrite thm tac);

a(LEMMA Tpd = (Fst d ,Snd d)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],⇒ T asm tac]);

a(bc tac[deleteQuery lemma]THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

(∗∗ Update ∗∗)

a(POP ASM T ante tac THEN POP ASM T ante tac);

a(DROP NTH ASM T 5 (strip asm tac o rewrite rule[isUpdate def ]));

a(TOP ASM T rewrite thm tac);

a(LEMMA Tpu = (Fst u,Snd u)q pure once asm rewrite thm tac

THEN LIST [rewrite tac[],REPEAT ⇒ tac]);

a(bc tac[updateQuery lemma]THEN asm rewrite tac[]);

val conjunct1 = save pop thm"conjunct1";

HOL output

conjunct1 =

⊢ ∀ c1 c2 s e

• ¬ hideR (c2 , repState s)

= hideR (c2 , Fst (updateStateR (c1 , e, repState s)))

⇒ c2 dominates c1

6 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

pop pc();
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7 THE THEORY fef012

7.1 Parents

fef011

7.2 Children

fef013

7.3 Theorems

destItem consistent

destClass consistent

destData consistent

⊢ Consistent
(λ (destItem ′, destClass ′, destData ′)
• ∀ i c d
• destItem ′ (ItemUpdate i) = i

∧ destClass ′ (ClassUpdate c) = c
∧ destData ′ (DataUpdate d) = d)

¬giveVal eq giveError thm

⊢ ∀ v e• ¬ giveVal v = giveError e
¬giveError eq giveVal thm

⊢ ∀ e v• ¬ giveError e = giveVal v
rel combine one lemma

⊢ ∀ l last s u
• RelCombine

(Squash (Id (Dom (ListRel l ⊲ s))) ∼ o
9

u)
(ListRel (l @ [last ]))

= RelCombine
(Squash (Id (Dom (ListRel l ⊲ s))) ∼ o

9
u)

(ListRel l)
rel combine null lemma

⊢ ∀ l last c t us
• ((RelCombine

(Squash
(Id

(Dom
(ListRel (l @ [last ])

⊲ {r
|c

dominates R exist
r}))) ∼

o
9

us)
(ListRel (l @ [last ]))

o
9

Graph (updateRow c (TS class t)))
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⊲ {x |isError x})
o
9

Graph destError
= {}

⇒ ((RelCombine
(Squash

(Id
(Dom

(ListRel l
⊲ {r
|c

dominates R exist
r}))) ∼

o
9

us)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
⊲ {x |isError x})

o
9

Graph destError
= {}

dom rel combine null ⊆ lemma

⊢ ∀ l s u c t
• Dom

((RelCombine
(Squash

(Id
(Dom

(ListRel l
⊲ {r
|c

dominates R exist
r}))) ∼

o
9

u)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
⊆ Dom (ListRel l)

destVal fun thm

⊢ Graph destVal ∈ Functional
updateRow fun thm

⊢ ∀ c t• Graph (updateRow c (TS class t)) ∈ Functional
conjunct1 fun lemma

⊢ ∀ l s u c t
• u ∈ Functional

⇒ (RelCombine
(Squash

(Id
(Dom

(ListRel l
⊲ {r
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|c
dominates R exist

r}))) ∼

o
9

u)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal
∈ Functional

conjunct1 lemma1

⊢ ∀ l last c u t
• u ∈ Functional

⇒ RelList
(ListRel (l @ [last ])

⊕ (RelCombine
(Squash

(Id
(Dom

(ListRel l
⊲ {r
|c

dominates R exist
r}))) ∼

o
9

u)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
= RelList

(ListRel l
⊕ (RelCombine

(Squash
(Id

(Dom
(ListRel l

⊲ {r
|c

dominates R exist r}))) ∼

o
9

u)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
@ [last ]

conjunct1 lemma2

⊢ ∀ c last l u us t
• us ∈ Functional

∧ c dominates R exist last
∧ (#

(Squash
(Id
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(Dom
(ListRel (l @ [last ])

⊲ {r
|c

dominates R exist
r})))), u)

∈ us
⇒ RelList

(ListRel (l @ [last ])
⊕ (RelCombine

(Squash
(Id

(Dom
(ListRel (l @ [last ])

⊲ {r
|c

dominates R exist
r}))) ∼

o
9

us)
(ListRel (l @ [last ]))

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
= RelList

(ListRel l
⊕ (RelCombine

(Squash
(Id

(Dom
(ListRel l

⊲ {r
|c

dominates R exist r}))) ∼

o
9

us)
(ListRel l)

o
9

Graph (updateRow c (TS class t)))
o
9

Graph destVal)
@ [destVal

(updateRow c (TS class t) (u, last))]
insertRows lemma

⊢ ∀ c1 c2 t ds
• ¬ c2 dominates c1

⇒ cleanTable c2 t
= cleanTable

c2

(replaceRows
t
(TS rows t

@ Map
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(MkRow c1 o colDefaults c1 t)
ds))

insertQuery lemma

⊢ ∀ c1 c2 s i ds
• ¬ c2 dominates c1

∧ tabExists
c1

(tabFromEffect (InsertEffect (i , ds)))
(repState s)

⇒ hideR (c2 , repState s)
= hideR

(c2 ,

Fst
(insertQuery

(c1 ,

destInsert
(InsertEffect (i , ds)),

repState s,
getTable

(tabFromEffect
(InsertEffect

(i , ds)))
(repState s))))

deleteRows lemma

⊢ ∀ c1 c2 s t ns
• ¬ c2 dominates c1

⇒ cleanTable c2 t
= cleanTable

c2

(replaceRows
t
(Extract

(1 .. # (TS rows t)
\ revealRow c1 t Image ns
∩ {i
|R exist (Nth (TS rows t) i)

= c1})
(TS rows t)))

deleteQuery lemma

⊢ ∀ c1 c2 s i ns
• ¬ c2 dominates c1

∧ tabExists
c1

(tabFromEffect (DeleteEffect (i , ns)))
(repState s)

⇒ hideR (c2 , repState s)
= hideR

(c2 ,
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deleteQuery
(c1 ,

destDelete
(DeleteEffect (i , ns)),

repState s,
getTable

(tabFromEffect
(DeleteEffect (i , ns)))

(repState s)))
replaceData updateField lemma

⊢ ∀ c1 c2 d tc u
• c1 dominates tc ∧ c2 dominates tc

⇒ ¬ c2 dominates c1

∧ isVal (updateField c1 tc (u, d))
⇒ replaceData c2 d

= replaceData
c2

(destVal (updateField c1 tc (u, d)))
cleanRow updateRow lemma

⊢ ∀ c1 c2 r t u
• c1 dominates TS class t ∧ c2 dominates TS class t

⇒ ¬ c2 dominates c1

∧ isVal (updateRow c1 (TS class t) (u, r))
⇒ cleanRow c2 (Snd (cleanColCons c2 t)) r

= cleanRow
c2

(Snd (cleanColCons c2 t))
(destVal (updateRow c1 (TS class t) (u, r)))

updateRows lemma

⊢ ∀ c1 c2 s t us
• us ∈ Functional

∧ ¬ c2 dominates c1

∧ c1 dominates TS class t
∧ ((RelCombine

(revealRow c1 t ∼ o
9

us)
(ListRel (TS rows t))

o
9

Graph (updateRow c1 (TS class t)))
⊲ {x |isError x})

o
9

Graph destError
= {}

⇒ cleanTable c2 t
= cleanTable

c2

(replaceRows
t
(RelList

(ListRel (TS rows t)
⊕ (RelCombine

Page 62 of 64



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIc)

Ref: DS/FMU/FEF/012
Issue: Revision : 2 .6

Date: 5 December 2009

(revealRow c1 t ∼ o
9

us)
(ListRel (TS rows t))

o
9

Graph
(updateRow c1 (TS class t)))

o
9

Graph destVal)))
updateQuery lemma

⊢ ∀ c1 c2 s i us
• ¬ c2 dominates c1

∧ tabExists
c1

(tabFromEffect (UpdateEffect (i , us)))
(repState s)

∧ c1

dominates TS class
(getTable

(tabFromEffect (UpdateEffect (i , us)))
(repState s))

⇒ hideR (c2 , repState s)
= hideR

(c2 ,

Fst
(updateQuery

(c1 ,

destUpdate
(UpdateEffect (i , us)),

repState s,
getTable

(tabFromEffect
(UpdateEffect

(i , us)))
(repState s))))

conjunct1 ⊢ ∀ c1 c2 s e
• ¬ hideR (c2 , repState s)

= hideR
(c2 ,

Fst
(updateStateR

(c1 , e, repState s)))
⇒ c2 dominates c1
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