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1 GENERAL

1.1 Scope

This document provides a formal proof that the component hide satisfies its critical requirement, as
specified in the proof strategy [2]. It constitutes part of deliverable D6 of work package 1c, as given
in section 7 of the Secure Database Technical Proposal, [1].

1.2 Introduction

This document is a proof script which provides a formal proof of the first conjunct of Lemma1 ,
the requirement on the critical components hide and updateState, described in the proof strategy
document [2].

Lemma1

?⊢ hide ∈ secureHide ∧ (hide,updateState) ∈ secureUpdate

In this document, we give a proof of

?⊢ hide ∈ secureHide

First, we define a property secureHideR on the representation type, and then prove

?⊢ hideR ∈ secureHideR

We then prove that hideR maintains the state invariant. From these two results, we prove that hide
is secure.

2 PRELIMINARIES

The following ProofPower instructions set up the new theory fef010 .

SML

open theory "fef009";

(force delete theory "fef010" handle => ());

new theory"fef010";

push merge pcs["hol","wrk049","′pair1"] ;

3 SETTING UP FOR THE SECURITY PROOF

3.1 Theorem about dominates

A theorem which just states the transitivity property of dominates.
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SML

val dominates trans = prove rule[dominates def ]

p∀ x y z •x dominates y ∧ y dominates z ⇒ x dominates zq;

HOL output

dominates trans = ⊢ ∀ x y z• x dominates y ∧ y dominates z ⇒ x dominates z

3.2 Consistency Proof for repState and absState

We prove the consistency of repState and absState and retrieve their definitions with the consistency
obligation satisfied.

SML

push consistency goalprepStateq;

a(strip asm tac (simple ⇒ match mp rule type lemmas thm state type def ));

a(∃ tacp(rep,abs)q THEN asm rewrite tac[]);

a ∧ tac;

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(POP ASM T (ante tac o app fun rulepabsq) THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(REPEAT ∀ tac THEN ⇒ tac);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(POP ASM T (ante tac o app fun ruleprepq) THEN asm rewrite tac[]);

save consistency thmprepStateq(pop thm());

val repState absState def = get specprepStateq;

3.3 Retrieving the Remaining Definitions of Constants

SML

val hide def = get specphideq;

val hideR def = get specphideRq;

val secureHide def = get specpsecureHideq;

val cleanDirectory def = get specpcleanDirectoryq;

val cleanTable def = conv rule(MAP C let conv)(get specpcleanTableq);

val cleanColCons def = conv rule(MAP C let conv)(get specpcleanColConsq);

val cleanRows def = get specpcleanRowsq;

val cleanRow def = get specpcleanRowq;

val replaceData def = get specpreplaceDataq;

val filterRow def = get specpfilterRowq;
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3.4 Components of Labelled Products

These theorems state that if two things of labelled product type are equal, then their components
must be equal.

3.4.1 Type Directory

SML

push goal([],p∀ dir1 dir2 •

dir1 = dir2 ⇔

Dir tables dir1 = Dir tables dir2

∧ Dir exist dir1 = Dir exist dir2

∧ Dir class dir1 = Dir class dir2q);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(lemma tacp(dir1 = MkDirectory (Dir tables dir1 ) (Dir exist dir1 ) (Dir class dir1 ))

∧ (dir2 = MkDirectory (Dir tables dir2 ) (Dir exist dir2 ) (Dir class dir2 ))q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[get specpMkDirectoryq]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(POP ASM T once rewrite thm tac);

a(POP ASM T once rewrite thm tac);

a(asm rewrite tac[]);

val dir components = save pop thm"dir components";

HOL output

dir components =

⊢ ∀ dir1 dir2

• dir1 = dir2

⇔ Dir tables dir1 = Dir tables dir2

∧ Dir exist dir1 = Dir exist dir2

∧ Dir class dir1 = Dir class dir2
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3.4.2 Type TableSpec

SML

push goal([],p∀ t1 t2 •

t1 = t2 ⇔

TS class t1 = TS class t2

∧ TS maxRow t1 = TS maxRow t2

∧ TS colspecs t1 = TS colspecs t2

∧ TS cons t1 = TS cons t2

∧ TS rows t1 = TS rows t2q);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(lemma tacp(t1 = MkTableSpec(TS class t1 ) (TS maxRow t1 ) (TS colspecs t1 )

(TS cons t1 )(TS rows t1 ))

∧ (t2 = MkTableSpec(TS class t2 ) (TS maxRow t2 ) (TS colspecs t2 )

(TS cons t2 )(TS rows t2 ))q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[get specpMkTableSpecq]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(POP ASM T once rewrite thm tac);

a(POP ASM T once rewrite thm tac);

a(asm rewrite tac[]);

val tab components = save pop thm"tab components";

HOL output

tab components =

⊢ ∀ t1 t2

• t1 = t2

⇔ TS class t1 = TS class t2

∧ TS maxRow t1 = TS maxRow t2

∧ TS colspecs t1 = TS colspecs t2

∧ TS cons t1 = TS cons t2

∧ TS rows t1 = TS rows t2
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3.4.3 Type Row

SML

push goal([],p∀ r1 r2 •

r1 = r2 ⇔

R exist r1 = R exist r2

∧ R data r1 = R data r2q);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(lemma tacp(r1 = MkRow(R exist r1 ) (R data r1 ))

∧ (r2 = MkRow(R exist r2 ) (R data r2 ))q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[get specpMkRowq]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(POP ASM T once rewrite thm tac);

a(POP ASM T once rewrite thm tac);

a(asm rewrite tac[]);

val row components = save pop thm"row components";

HOL output

row components =

⊢ ∀ r1 r2

• r1 = r2 ⇔ R exist r1 = R exist r2 ∧ R data r1 = R data r2

3.4.4 Type Data

SML

push goal([],p∀ d1 d2 •

d1 = d2 ⇔

Dat class d1 = Dat class d2

∧ Dat item d1 = Dat item d2q);

a(REPEAT strip tac THEN TRY asm rewrite tac[]);

a(lemma tacp(d1 = MkData(Dat class d1 ) (Dat item d1 ))

∧ (d2 = MkData(Dat class d2 ) (Dat item d2 ))q);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(rewrite tac[get specpMkDataq]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(POP ASM T once rewrite thm tac);

a(POP ASM T once rewrite thm tac);

a(asm rewrite tac[]);

val data components = save pop thm"data components";

HOL output

val data components =

⊢ ∀ d1 d2

• d1 = d2 ⇔ Dat class d1 = Dat class d2 ∧ Dat item d1 = Dat item d2
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4 PROOF OF SECURITY OF hide

4.1 Proof Strategy

First we define secureHideR a property on things of type Class × StateR → StateR

HOL Constant

secureHideR : (Class × StateR → StateR) P

∀ h : Class × StateR → StateR •

h ∈ secureHideR

⇔

∀c1 c2 : Class; s1 s2 : StateR •

h(c1 ,s1 ) = h(c1 ,s2 )

∧

c1 dominates c2

⇒

h(c2 ,s1 ) = h(c2 ,s2 )

We simplify some of the properties of the representation and abstraction functions.

SML

val isState lemma = all ∀ intro(nth 4 (strip ∧ rule(all ∀ elim repState absState def )));

HOL output

isState lemma = ⊢ ∀ s• isState (repState s)

SML

val isState lemma1 = all ∀ intro(nth 1 (strip ∧ rule(all ∀ elim repState absState def )));

HOL output

isState lemma1 = ⊢ isState r ⇒ repState (absState r) = r

SML

val isState lemma2 = all ∀ intro(nth 3 (strip ∧ rule(all ∀ elim repState absState def )));

HOL output

isState lemma2 =

⊢ ∀ r1 r2

• isState r1 ∧ isState r2 ⇒ (absState r1 = absState r2 ⇔ r1 = r2 )

Next, we prove that if hideR is a member of secureHideR and hideR maintains the invariant on the
representation state, then hide is a member of secureHide.
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SML

push goal([],p(hideR ∈ secureHideR ∧ ∀ clear s • isState s ⇒ isState(hideR(clear ,s)))

⇒ hide ∈ secureHideq);

a(rewrite tac[secureHide def ,hide def ,get specpsecureHideRq] THEN REPEAT strip tac);

a(DROP NTH ASM T 4 (ante tac o list ∀ elim[pc1q,pc2q,prepState s1q,prepState s2q]));

a(asm rewrite tac[] THEN ⇒ T asm tac);

a(GET NTH ASM T 4 (asm tac o rewrite rule[isState lemma] o

list ∀ elim[pc1q,prepState s1q]));

a(GET NTH ASM T 5 (asm tac o rewrite rule[isState lemma] o

list ∀ elim[pc1q,prepState s2q]));

a(strip asm tac (list ∀ elim[phideR (c1 , repState s1 )q,phideR (c1 , repState s2 )q]

isState lemma2 ));

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[] THEN ⇒ tac);

a(GET NTH ASM T 7 (asm tac o rewrite rule[isState lemma] o

list ∀ elim[pc2q,prepState s1q]));

a(GET NTH ASM T 8 (asm tac o rewrite rule[isState lemma] o

list ∀ elim[pc2q,prepState s2q]));

a(strip asm tac (list ∀ elim[phideR (c2 , repState s1 )q,phideR (c2 , repState s2 )q]

isState lemma2 ));

val hideR hide lemma = save pop thm"hideR hide lemma";

HOL output

hideR hide lemma =

⊢ hideR ∈ secureHideR

∧ (∀ clear s• isState s ⇒ isState (hideR (clear , s)))

⇒ hide ∈ secureHide

4.2 Proof of Security of hideR

The proof is broken down into a series of lemmas.
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4.2.1 replaceData Lemma

SML

push goal([],p∀ c1 c2 • c1 dominates c2

⇒ ∀ d1 d2 •

replaceData c1 d1 = replaceData c1 d2

⇒

replaceData c2 d1 = replaceData c2 d2q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[replaceData def ]);

a(cases tacpc2 dominates Dat class d1q THEN cases tacpc2 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tacp(c1 dominates Dat class d1 ) ∧ (c1 dominates Dat class d2 )q

THEN LIST [basic res tac2 3 [dominates trans],asm rewrite tac[]]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(lemma tacpc1 dominates Dat class d1q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates Dat class d2q THEN asm rewrite tac[]);

a ⇒ tac;

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(lemma tacpc1 dominates Dat class d2q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates Dat class d1q THEN asm rewrite tac[]);

a ⇒ tac;

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(cases tacpc1 dominates Dat class d1q THEN cases tacpc1 dominates Dat class d2q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .1" ∗∗∗ ∗)

a ⇒ tac;

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .2" ∗∗∗ ∗)

a(⇒ T (strip asm tac o rewrite rule[data components,get specpMkDataq])); ;

a(asm rewrite tac[]);

(∗ ∗∗∗ Goal "4 .3" ∗∗∗ ∗)

a(⇒ T (strip asm tac o rewrite rule[data components,get specpMkDataq])); ;

a(asm rewrite tac[]);

val replaceData lemma = save pop thm"replaceData lemma";
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HOL output

replaceData lemma =

⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ d1 d2

• replaceData c1 d1 = replaceData c1 d2

⇒ replaceData c2 d1 = replaceData c2 d2 )

4.2.2 cleanColCons Lemma

SML

push goal([],p∀ c1 c2 t1 t2 •

(c1 dominates c2

∧ cleanColCons c1 t1 = cleanColCons c1 t2 )

⇒ cleanColCons c2 t1 = cleanColCons c2 t2q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[cleanColCons def ,⊲ def ,dom def ]);

a(PC T "hol1"(REPEAT strip tac));

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tac pc1 dominates CC exist (Snd x )q);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pCC exist (Snd x )q]dominates def ) THEN asm rewrite tac[]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(PC T"hol1"(DROP NTH ASM T 5 (strip asm tac o ∀ elimpxq)));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(lemma tac pc1 dominates CC exist (Snd x )q);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pCC exist (Snd x )q]dominates def ) THEN asm rewrite tac[]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(PC T"hol1"(DROP NTH ASM T 5 (strip asm tac o ∀ elimpxq)));

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(∃ tacpyq THEN asm rewrite tac[]);

a(lemma tac pc1 dominates CC exist yq);

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pCC exist yq]dominates def ) THEN asm rewrite tac[]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

a(PC T"hol1"(DROP NTH ASM T 5 (strip asm tac o ∀ elimp(CS consGroup x , y)q)));
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SML

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(∃ tacpyq THEN asm rewrite tac[]);

a(lemma tac pc1 dominates CC exist yq);

(∗ ∗∗∗ Goal "4 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pCC exist yq]dominates def ) THEN asm rewrite tac[]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "4 .2" ∗∗∗ ∗)

a(PC T"hol1"(DROP NTH ASM T 5 (strip asm tac o ∀ elimp(CS consGroup x , y)q)));

val cleanColCons lemma = save pop thm"cleanColCons lemma";

HOL output

cleanColCons lemma =

⊢ ∀ c1 c2 t1 t2

• c1 dominates c2 ∧ cleanColCons c1 t1 = cleanColCons c1 t2

⇒ cleanColCons c2 t1 = cleanColCons c2 t2

4.2.3 cleanRow Lemma

First, two results about cleanColCons.

SML

push goal([],p∀ c1 c2 t• c1 dominates c2

⇒ (Fst(cleanColCons c2 t) ⊆ Fst(cleanColCons c1 t)

∧ Snd(cleanColCons c2 t) ⊆ Snd(cleanColCons c1 t))q);

a(rewrite tac[rel ext clauses,sets ext clauses,cleanColCons def ,⊲ thm,dom def ]

THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans]);

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(∃ tacpyqTHEN asm rewrite tac[]);

a(contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans]);

val ⊆ cleanColCons lemma = save pop thm"⊆ cleanColCons lemma";

HOL output

⊆ cleanColCons lemma =

⊢ ∀ c1 c2 t

• c1 dominates c2

⇒ Fst (cleanColCons c2 t) ⊆ Fst (cleanColCons c1 t)

∧ Snd (cleanColCons c2 t) ⊆ Snd (cleanColCons c1 t)
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SML

push goal([],p∀ c1 c2 t col • c1 dominates c2

⇒ (col ∈ Snd(cleanColCons c2 t) ⇒ col ∈ Snd(cleanColCons c1 t))q);

a(REPEAT strip tac);

a(basic res tac 2 [rewrite rule[sets ext clauses]⊆ cleanColCons lemma]);

val ⊆ cleanColCons lemma1 = save pop thm"⊆ cleanColCons lemma1";

HOL output

⊆ cleanColCons lemma1 =

⊢ ∀ c1 c2 t col

• c1 dominates c2

⇒ col ∈ Snd (cleanColCons c2 t)

⇒ col ∈ Snd (cleanColCons c1 t)

The main result about CleanRow .

SML

push goal([],p∀ c1 c2 • c1 dominates c2

⇒ ∀ t1 t2 r1 r2 •

(cleanColCons c1 t1 = cleanColCons c1 t2

∧ cleanColCons c2 t1 = cleanColCons c2 t2

∧ cleanRow c1 (Snd (cleanColCons c1 t1 )) r1

= cleanRow c1 (Snd (cleanColCons c1 t2 )) r2 )

⇒

cleanRow c2 (Snd (cleanColCons c2 t1 )) r1

= cleanRow c2 (Snd (cleanColCons c2 t2 )) r2q);

a(REPEAT ∀ tac THEN strip tac);

a(strip asm tac (list ∀ elim[pc1q,pc2q]replaceData lemma));

a(rewrite tac[cleanRow def ,row components,get specpMkRowq,filterRow def ,

rel ext clauses,⊳ thm,r o
9

r thm,graph thm] THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac (list ∀ elim[pc1q,pc2q,pt1q,pcq]⊆ cleanColCons lemma1 ));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pxq,preplaceData c1 zq]));

a(LEMMA Tp∃ z ′

• ((∃ c• c ∈ Snd (cleanColCons c1 t1 ) ∧ CS posn c = x )

∧ (x , z ′) ∈ R data r1 )

∧ replaceData c1 z = replaceData c1 z ′qasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm prove tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a ⇒ tac;

a(DROP NTH ASM T 13 (strip asm tac o list ∀ elim[pzq,pz ′q]));

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(∃ tacpcq THEN asm rewrite tac[]);

a(DROP NTH ASM T 10 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(strip asm tac (list ∀ elim[pc1q,pc2q,pt2q,pcq]⊆ cleanColCons lemma1 ));

a(DROP NTH ASM T 6 (asm tac o list ∀ elim[pxq,preplaceData c1 zq]));

a(LEMMA Tp∃ z ′

• ((∃ c• c ∈ Snd (cleanColCons c1 t2 ) ∧ CS posn c = x )

∧ (x , z ′) ∈ R data r2 )

∧ replaceData c1 z = replaceData c1 z ′qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm prove tac[]);

SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a ⇒ tac;

a(DROP NTH ASM T 13 (strip asm tac o list ∀ elim[pzq,pz ′q]));

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(∃ tacpcq THEN asm rewrite tac[]);

val cleanRow lemma = save pop thm"cleanRow lemma";

HOL output

cleanRow lemma =

⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ t1 t2 r1 r2

• cleanColCons c1 t1 = cleanColCons c1 t2

∧ cleanColCons c2 t1 = cleanColCons c2 t2

∧ cleanRow c1 (Snd (cleanColCons c1 t1 )) r1

= cleanRow c1 (Snd (cleanColCons c1 t2 )) r2

⇒ cleanRow c2 (Snd (cleanColCons c2 t1 )) r1

= cleanRow c2 (Snd (cleanColCons c2 t2 )) r2 )
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4.2.4 cleanTable Lemma

SML

push goal([],p∀ c1 c2 • c1 dominates c2 ⇒ ∀ t1 t2 •

cleanTable c1 t1 = cleanTable c1 t2 ⇒ cleanTable c2 t1 = cleanTable c2 t2q);

a(rewrite tac[cleanTable def ] THEN REPEAT ∀ tac THEN strip tac THEN REPEAT ∀ tac);

a(cases tacpc2 dominates TS class t1q THEN cases tac pc2 dominates TS class t2q

THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tacpc1 dominates TS class t1q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans],asm rewrite tac[]]);

a(lemma tacpc1 dominates TS class t2q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,5 ][][dominates trans],asm rewrite tac[]]);

a(rewrite tac[tab components,get specpMkTableSpecq]);

a(strip tac THEN asm rewrite tac[]);

a(strip asm tac (list ∀ elim[pcleanColCons c1 t1q,pcleanColCons c1 t2q]pair eq thm1 ));

a(rewrite tac[taut rulep∀ a b c•(a ∧ (b ∧ c)) = ((b ∧ a) ∧ c)q,pair eq thm1 ]);

a(DROP NTH ASM T 4 (fn => id tac)

THEN DROP NTH ASM T 3 (fn => id tac));

a(strip asm tac(list ∀ elim[pc1q,pc2q,pt1q,pt2q]cleanColCons lemma));

a(∧ tac THEN LIST [asm rewrite tac[],id tac]);

SML

a(DROP NTH ASM T 3 ante tac);

a(lemma tacp∃ l • TS rows t1 = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(lemma tacp∃ l1 • TS rows t2 = l1qTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

a(intro ∀ tac(pl1q,pl ′:Row LISTq));

a(rewrite tac[cleanRows def ]);

a(LIST INDUCTION Tplqasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(rewrite tac[map def ,map null thm]);

a ∀ tac;

a(LIST INDUCTION Tpl ′qasm tac);
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SML

(∗ ∗∗∗ Goal "1 .1 .1" ∗∗∗ ∗)

a(rewrite tac[↾ def ]);

(∗ ∗∗∗ Goal "1 .1 .2" ∗∗∗ ∗)

a(rewrite tac[↾ def ]);

a strip tac;

a(cases tacpc2 dominates R exist xq THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .1 .2 .1" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,11 ][][dominates trans],asm rewrite tac[]]);

(∗ ∗∗∗ Goal "1 .1 .2 .2" ∗∗∗ ∗)

a(cases tacpc1 dominates R exist xq THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(rewrite tac[∀ reorder convp∀ l ′ x

• Map

(cleanRow c1 (Snd (cleanColCons c1 t1 )))

(Cons x l ↾ {r |c1 dominates R exist r})

= Map

(cleanRow c1 (Snd (cleanColCons c1 t2 )))

(l ′ ↾ {r |c1 dominates R exist r})

⇒ Map

(cleanRow c2 (Snd (cleanColCons c2 t1 )))

(Cons x l ↾ {r |c2 dominates R exist r})

= Map

(cleanRow c2 (Snd (cleanColCons c2 t2 )))

(l ′ ↾ {r |c2 dominates R exist r})qp∀ x l ′

• Map

(cleanRow c1 (Snd (cleanColCons c1 t1 )))

(Cons x l ↾ {r |c1 dominates R exist r})

= Map

(cleanRow c1 (Snd (cleanColCons c1 t2 )))

(l ′ ↾ {r |c1 dominates R exist r})

⇒ Map

(cleanRow c2 (Snd (cleanColCons c2 t1 )))

(Cons x l ↾ {r |c2 dominates R exist r})

= Map

(cleanRow c2 (Snd (cleanColCons c2 t2 )))

(l ′ ↾ {r |c2 dominates R exist r})q]);
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SML

a ∀ tac;

a(LIST INDUCTION Tpl ′qasm tac);

(∗ ∗∗∗ Goal "1 .2 .1" ∗∗∗ ∗)

a(rewrite tac[↾ def ] THEN ∀ tac);

a(cases tacpc2 dominates R exist xq THEN TOP ASM T rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .1 .1" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,4 ][][dominates trans],

TOP ASM T rewrite thm tac]);

a(rewrite tac[map def ]);

(∗ ∗∗∗ Goal "1 .2 .1 .2" ∗∗∗ ∗)

a(cases tacpc1 dominates R exist xq THEN TOP ASM T rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .1 .2 .1" ∗∗∗ ∗)

a(rewrite tac[map def ]);

(∗ ∗∗∗ Goal "1 .2 .1 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimp[]:Row LISTq));

a(rewrite tac[map def ]);

SML

(∗ ∗∗∗ Goal "1 .2 .2" ∗∗∗ ∗)

a(rewrite tac[↾ def ]);

a(REPEAT ∀ tac);

a(cases tacpc2 dominates R exist xq

THEN TOP ASM T rewrite thm tac THEN cases tacpc2 dominates R exist x ′q

THEN TOP ASM T rewrite thm tac);

(∗ ∗∗∗ Goal "1 .2 .2 .1" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,14 ][][dominates trans],

TOP ASM T rewrite thm tac]);

a(lemma tacpc1 dominates R exist x ′q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,14 ][][dominates trans],

TOP ASM T rewrite thm tac]);

a(rewrite tac[map def ]);
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SML

a(DROP NTH ASM T 6 (asm tac o ∀ elimpl ′q));

a(strip asm tac(list ∀ elim[pc1q,pc2q]cleanRow lemma));

a(POP ASM T (ante tac o list ∀ elim[pt1q,pt2q,px ′q,pxq]));

a(asm rewrite tac[] THEN ⇒ T asm tac);

a strip tac;

a(DROP NTH ASM T 4 ante tac THEN DROP NTH ASM T 3 ante tac

THEN asm rewrite tac[] THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1 .2 .2 .2" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,14 ][][dominates trans],

TOP ASM T rewrite thm tac]);

a(cases tac pc1 dominates R exist x ′qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .2 .1" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 2

(ante tac o rewrite rule[cleanRow def ,row components,get specpMkRowq]));

a strip tac;

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .2 .2" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpCons x l ′q));

a(asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2 .2 .3" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist x ′q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,14 ][][dominates trans],

TOP ASM T rewrite thm tac]);

a(cases tac pc1 dominates R exist xqTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .3 .1" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 2 (ante tac o

rewrite rule[cleanRow def ,row components,get specpMkRowq]));

a strip tac;

a(DROP NTH ASM T 6 ante tac THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2 .2 .3 .2" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 6 (ante tac o ∀ elimpx ′q));

a(asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2 .2 .4" ∗∗∗ ∗)

a(cases tac pc1 dominates R exist xqTHEN cases tac pc1 dominates R exist x ′q

THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .1" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 8 (ante tac o ∀ elimpl ′q)THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "1 .2 .2 .4 .2" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 7 (ante tac o ∀ elimpCons x l ′q));

a(asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .3" ∗∗∗ ∗)

a(rewrite tac[map def ] THEN strip tac);

a(DROP NTH ASM T 6 (ante tac o ∀ elimpx ′q));

a(asm rewrite tac[map def ,↾ def ]);

(∗ ∗∗∗ Goal "1 .2 .2 .4 .4" ∗∗∗ ∗)

a(strip tac THEN DROP NTH ASM T 7 (ante tac o ∀ elimpl ′q) THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(lemma tacpc1 dominates TS class t1q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates TS class t2qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[tab components,get specpMkTableSpecq]);

a strip tac;

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(rewrite tac[tab components,get specpMkTableSpecq]);

a(strip tac THEN asm rewrite tac[]);

a(rewrite tac[taut rulep∀ a b c•(a ∧ (b ∧ c)) = ((b ∧ a) ∧ c)q]);

a strip tac;
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SML

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pt1q]⊆ cleanColCons lemma));

a(asm rewrite tac[⊆ ∅ thm] THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(POP ASM T ante tac THEN

rewrite tac[cleanRows def ,map null thm,↾ thm4a,sets ext clauses]);

a(REPEAT strip tac);

SML

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,13 ][][dominates trans],id tac]);

a(DROP NTH ASM T 4 (strip asm tac o ∀ elimpxq));

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist x ′q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,13 ][][dominates trans],basic res tac1 1 []]);

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(lemma tacpc1 dominates TS class t2q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates TS class t1qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

a(rewrite tac[tab components,get specpMkTableSpecq]);

a strip tac;

a(DROP NTH ASM T 9 ante tac THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

a(rewrite tac[tab components,get specpMkTableSpecq]);

a strip tac;

a(DROP NTH ASM T 5 (rewrite thm tac o eq sym rule));

a(DROP NTH ASM T 4 (rewrite thm tac o eq sym rule));

a(rewrite tac[taut rulep∀ a b c•(a ∧ (b ∧ c)) = ((b ∧ a) ∧ c)q] THEN strip tac);

(∗ ∗∗∗ Goal "3 .2 .1" ∗∗∗ ∗)

a(ante tac(list ∀ elim[pc1q,pc2q,pt2q]⊆ cleanColCons lemma));

a(DROP NTH ASM T 3 (rewrite thm tac o eq sym rule));

a(DROP NTH ASM T 2 (rewrite thm tac o eq sym rule));

a(asm rewrite tac[⊆ ∅ thm1 ] THEN REPEAT strip tac);
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SML

(∗ ∗∗∗ Goal "3 .2 .2" ∗∗∗ ∗)

a(POP ASM T ante tac THEN

rewrite tac[cleanRows def ,map null thm,↾ thm4a,sets ext clauses]);

a(REPEAT strip tac);

(∗ ∗∗∗ Goal "3 .2 .2 .1" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist xq THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,11 ][][dominates trans],id tac]);

a(DROP NTH ASM T 4 (strip asm tac o ∀ elimpxq));

SML

(∗ ∗∗∗ Goal "3 .2 .2 .2" ∗∗∗ ∗)

a(lemma tacpc1 dominates R exist x ′q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,11 ][][dominates trans],basic res tac1 1 []]);

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(cases tacpc1 dominates TS class t1qTHEN cases tacpc1 dominates TS class t2q

THEN asm rewrite tac[tab components,get specpMkTableSpecq]

THEN strip tac THEN asm rewrite tac[]);

val cleanTable lemma = save pop thm"cleanTable lemma";

HOL output

cleanTable lemma =

⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ t1 t2

• cleanTable c1 t1 = cleanTable c1 t2

⇒ cleanTable c2 t1 = cleanTable c2 t2 )

4.2.5 cleanDirectory Lemma

SML

push goal([],p∀ c1 c2 • c1 dominates c2 ⇒ ∀ d1 d2 •

cleanDirectory c1 d1 = cleanDirectory c1 d2

⇒ cleanDirectory c2 d1 = cleanDirectory c2 d2q);

a(REPEAT strip tac);

a(POP ASM T ante tac THEN rewrite tac[cleanDirectory def ]);

a(cases tacpc2 dominates Dir class d1q THEN cases tac pc2 dominates Dir class d2q

THEN asm rewrite tac[]);
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SML

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(lemma tacpc1 dominates Dir class d1q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans],asm rewrite tac[]]);

a(lemma tacpc1 dominates Dir class d2q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,5 ][][dominates trans],asm rewrite tac[]]);

a(rewrite tac[dir components,get specpMkDirectoryq]THEN REPEAT strip tac);

a(strip asm tac(list ∀ elim[pc1q,pc2q]cleanTable lemma));

a(ante tac (list ∀ elim[pcleanTable c1q,pcleanTable c2q,

pDir tables d1q,pDir tables d2q]rel thm) THEN asm rewrite tac[]);

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(lemma tacpc1 dominates Dir class d1q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates Dir class d2qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[dir components,get specpMkDirectoryq]THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(rewrite tac[dir components,get specpMkDirectoryq]THEN REPEAT strip tac);

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[graph thm,r o
9

r thm,rel ext clauses]);

a(REPEAT strip tac);

a(DROP NTH ASM T 2 (strip asm tac o list ∀ elim[pxq,pcleanTable c1 zq]));

a(POP ASM T (strip asm tac o ∀ elimpzq));

SML

(∗ ∗∗∗ Goal "3" ∗∗∗ ∗)

a(lemma tacpc1 dominates Dir class d2q THEN LIST

[contr tac THEN basic res tac4 2 [1 ][2 ,4 ][][dominates trans],asm rewrite tac[]]);

a(cases tacpc1 dominates Dir class d1qTHEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .1" ∗∗∗ ∗)

a(rewrite tac[dir components,get specpMkDirectoryq]THEN REPEAT strip tac);

a(DROP NTH ASM T 7 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "3 .2" ∗∗∗ ∗)

a(rewrite tac[dir components,get specpMkDirectoryq]THEN REPEAT strip tac);

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[graph thm,r o
9

r thm,rel ext clauses]);
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SML

a(REPEAT strip tac);

a(DROP NTH ASM T 2 (strip asm tac o list ∀ elim[pxq,pcleanTable c1 zq]));

a(POP ASM T (strip asm tac o ∀ elimpzq));

(∗ ∗∗∗ Goal "4" ∗∗∗ ∗)

a(cases tacpc1 dominates Dir class d1qTHEN cases tacpc1 dominates Dir class d2q

THEN asm rewrite tac[dir components,get specpMkDirectoryq]

THEN REPEAT strip tac);

val cleanDirectory lemma = save pop thm"cleanDirectory lemma";

HOL output

cleanDirectory lemma =

⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ d1 d2

• cleanDirectory c1 d1 = cleanDirectory c1 d2

⇒ cleanDirectory c2 d1 = cleanDirectory c2 d2 )

4.2.6 hideR Lemma

First, two lemmas about directories.

SML

push goal([],p∀ c1 c2 s x y • c1 dominates c2 ⇒

((x ,y) ∈ s ⊲ {dir |c2 dominates Dir exist dir}

⇒ (x ,y) ∈ s ⊲ {dir |c1 dominates Dir exist dir})q);

a(rewrite tac[⊲ thm]THEN REPEAT strip tac);

a(contr tac THEN basic res tac4 2 [1 ][3 ,4 ][][dominates trans]);

val ⊆ dir lemma = save pop thm"⊆ dir lemma";

HOL output

⊆ dir lemma =

⊢ ∀ c1 c2 s x y

• c1 dominates c2

⇒ (x , y) ∈ s ⊲ {dir |c2 dominates Dir exist dir}

⇒ (x , y) ∈ s ⊲ {dir |c1 dominates Dir exist dir}
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SML

push goal([],p∀ c c1 s s1 x z z 1

• (cleanDirectory c1 z = cleanDirectory c1 z 1

∧ (x , z ) ∈ s ⊲ {dir |c1 dominates Dir exist dir}

∧ (x , z 1 ) ∈ s1 ⊲ {dir |c dominates Dir exist dir})

⇒ (x , z 1 ) ∈ s1 ⊲ {dir |c1 dominates Dir exist dir}q);

a(rewrite tac[cleanDirectory def ,dir components,get specpMkDirectoryq,⊲ thm]

THEN REPEAT strip tac);

a(DROP NTH ASM T 4 ante tac THEN asm rewrite tac[]);

val dir class preserved lemma = save pop thm"dir class preserved lemma";

HOL output

dir class preserved lemma =

⊢ ∀ c c1 s s1 x z z 1

• cleanDirectory c1 z = cleanDirectory c1 z 1

∧ (x , z ) ∈ s ⊲ {dir |c1 dominates Dir exist dir}

∧ (x , z 1 ) ∈ s1 ⊲ {dir |c dominates Dir exist dir}

⇒ (x , z 1 ) ∈ s1 ⊲ {dir |c1 dominates Dir exist dir}

Now the main result of this section that hideR is a member of secureHideR.

SML

push goal([],phideR ∈ secureHideRq);

a(rewrite tac[get specphideRq,get specpsecureHideRq]);

a(REPEAT strip tac);

a(strip asm tac(list ∀ elim[pc1q,pc2q]cleanDirectory lemma));

a(DROP NTH ASM T 3 ante tac);

a(rewrite tac[r o
9

r thm,rel ext clauses,graph thm]THEN REPEAT strip tac);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[pc1q,pc2q,ps1q,pxq,pzq]⊆ dir lemma));

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (x , z ′) ∈ s1 ⊲ {dir |c1 dominates Dir exist dir}

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "1 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm prove tac[]);
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SML

(∗ ∗∗∗ Goal "1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a ⇒ tac;

a(DROP NTH ASM T 6 (strip asm tac o list ∀ elim[pzq,pz ′q]));

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(strip asm tac (list ∀ elim[pc1q,pc2q,ps1q,ps2q,pxq,pzq,pz ′q]

dir class preserved lemma));

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(strip asm tac (list ∀ elim[pc1q,pc2q,ps2q,pxq,pzq]⊆ dir lemma));

a(DROP NTH ASM T 4 (asm tac o list ∀ elim[pxq,pcleanDirectory c1 zq]));

a(LEMMA Tp∃ z ′

• (x , z ′) ∈ s2 ⊲ {dir |c1 dominates Dir exist dir}

∧ cleanDirectory c1 z = cleanDirectory c1 z ′qasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(∃ tacpzq THEN asm prove tac[]);

SML

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 2 ante tac THEN POP ASM T rewrite thm tac);

a ⇒ tac;

a(DROP NTH ASM T 6 (strip asm tac o list ∀ elim[pzq,pz ′q]));

a(∃ tacpz ′q THEN asm rewrite tac[]);

a(strip asm tac (list ∀ elim[pc1q,pc2q,ps2q,ps1q,pxq,pzq,pz ′q]

dir class preserved lemma));

val secureHideR lemma = save pop thm"secureHideR lemma";

HOL output

secureHideR lemma = ⊢ hideR ∈ secureHideR

4.3 Proof that the Invariant on the State is Maintained

We need a series of auxiliary results of the form replaceData, etc., is partial.

SML

push goal([],p∀ clear • Graph (cleanDirectory clear) ∈ Functionalq);

a(rewrite tac[cleanDirectory def ,graph thm,functional def ,dir components,

get specpMkDirectoryq] THEN REPEAT strip tac THEN asm rewrite tac[]);

val cleanDir fun thm = save pop thm"cleanDir fun thm";

HOL output

cleanDir fun thm = ⊢ ∀ clear• Graph (cleanDirectory clear) ∈ Functional
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SML

push goal([],p∀ clear • Graph (replaceData clear) ∈ Functionalq);

a(rewrite tac[replaceData def ,graph thm,functional def ,data components,get specpMkDataq]

THEN REPEAT strip tac THEN asm rewrite tac[]);

val replaceData fun thm = save pop thm"replaceData fun thm";

HOL output

replaceData fun thm = ⊢ ∀ clear• Graph (replaceData clear) ∈ Functional

SML

push goal([],p∀ clear tab • TS cons tab ∈ Functional

⇒ Fst (cleanColCons clear tab) ∈ Functionalq);

a(rewrite tac[cleanColCons def ,functional def ,⊲ thm]THEN REPEAT strip tac);

a(DROP NTH ASM T 5 (strip asm tac o list ∀ elim[pxq,pwq,pzq]));

val cleanColCons fun thm = save pop thm"cleanColCons fun thm";

HOL output

cleanColCons fun thm =

⊢ ∀ clear tab

• TS cons tab ∈ Functional ⇒ Fst (cleanColCons clear tab) ∈ Functional

SML

push goal([],p∀ clear dir• Dir tables dir ∈ Functional

⇒ Dir tables (cleanDirectory clear dir) ∈ Functionalq);

a(rewrite tac[cleanDirectory def ,functional def ]THEN REPEAT strip tac);

a(POP ASM T ante tac THEN POP ASM T ante tac

THEN rewrite tac[get specpMkDirectoryq]);

a(cases tacpclear dominates Dir class dirq THEN asm rewrite tac[]);

a(rewrite tac[r o
9

r thm,graph thm]);

a(REPEAT strip tac);

a(DROP NTH ASM T 6 (strip asm tac o list ∀ elim[pxq,pz ′q,pz ′′q]));

a(asm rewrite tac[]);

val tables fun thm = save pop thm"tables fun thm";

HOL output

tables fun thm =

⊢ ∀ clear dir

• Dir tables dir ∈ Functional

⇒ Dir tables (cleanDirectory clear dir) ∈ Functional

Now the main result of this section that hideR preserves the invariant on states.
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SML

push goal([],p∀ clear s • isState s ⇒ isState(hideR(clear ,s))q);

a(rewrite tac[get specphideRq] THEN REPEAT ∀ tac);

a(rewrite tac[get specpisStateq,get specpStateSq, 7→ def ,∩ def ] THEN strip tac);

a(lemma tacp(s ⊲ {dir |clear dominates Dir exist dir}) o
9

Graph (cleanDirectory clear)

∈ Functionalq);

(∗ ∗∗∗ Goal "1" ∗∗∗ ∗)

a(strip asm tac(list ∀ elim[p{dir |clear dominates Dir exist dir}q,psq]⊲ fun thm));

a(strip asm tac(∀ elimpclearqcleanDir fun thm));

a(strip asm tac(list ∀ elim[p(s ⊲ {dir |clear dominates Dir exist dir})q,

pcleanDirectory clearq]o
9

fun thm));

SML

(∗ ∗∗∗ Goal "2" ∗∗∗ ∗)

a(TOP ASM T rewrite thm tac);

a(DROP NTH ASM T 3 ante tac THEN rewrite tac[↔ def ,get specpIdeLq,

get specpDirectorySq,∩ def ,× def ,get specpUniverseq,dom def ,

⊲ thm,r o
9

r thm,graph thm,rel ext clauses,get specp$Pq]);

a(REPEAT strip tac);

a(asm rewrite tac[]);

a(DROP NTH ASM T 4 (strip asm tac o list ∀ elim[pxq,pzq]));

a(POP ASM T ante tac THEN rewrite tac[ 7→ def ,∩ def ] THEN strip tac);

a(strip asm tac(list ∀ elim[pclearq,pzq]tables fun thm));

a(POP ASM T rewrite thm tac);

a(DROP NTH ASM T 2 ante tac);

SML

a(DROP NTH ASM T 2 ante tac

THEN rewrite tac[cleanDirectory def ,get specpMkDirectoryq]

THEN cases tacpclear dominates Dir class zq

THEN asm rewrite tac[↔ def ,× def ] THEN strip tac);

a(rewrite tac[∈ in clauses,rel ext clauses,get specpTableSpecSq,

get specpIdeq, 7→ def ,∩ def ,r o
9

r thm,graph thm,cleanTable def ]

THEN conv tac(MAP C let conv)THEN strip tac THEN strip tac

THEN strip tac THEN strip tac);

a(DROP NTH ASM T 3 (strip asm tac o list ∀ elim[px ′q,pz ′q]));

a(DROP NTH ASM T 4 ante tac THEN cases tacpclear dominates TS class z ′q

THEN asm rewrite tac[tab components,get specpMkTableSpecq]

THEN strip tac

THEN asm rewrite tac[↔ def ,× def ,prove rule[functional def ]p{} ∈ Functionalq]);
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SML

a(PC T1 "hol1"rewrite tac[get specpColConSq,get specpNumq]);

a(strip asm tac (list ∀ elim[pclearq,pz ′q]cleanColCons fun thm));

a(POP ASM T rewrite thm tac);

a(∀ tac THEN rewrite tac[cleanRows def ]);

a(DROP NTH ASM T 7 ante tac);

a(rewrite tac[get specpRowSq]THEN conv tac(MAP C let conv)

THEN PC T1 "hol1"rewrite tac[↔ def ,× def ,get specpNumq,get specpDataSq, 7→ def ]);

a(lemma tacp∃ l • TS rows z ′ = lqTHEN LIST

[prove ∃ tac,POP ASM T rewrite thm tac]);

SML

a(LIST INDUCTION Tplqasm tac);

(∗ ∗∗∗ Goal "2 .1" ∗∗∗ ∗)

a(rewrite tac[↾ def ,map def ,map null thm,∈l def ]);

(∗ ∗∗∗ Goal "2 .2" ∗∗∗ ∗)

a(∀ tac THEN rewrite tac[map def ,↾ def ,∈l def ]);

a strip tac;

a(lemma tacp∀ r• r ∈l l ⇒ R data r ∈ Functionalq);

(∗ ∗∗∗ Goal "2 .2 .1" ∗∗∗ ∗)

a(REPEAT strip tac);

a(cases tacpr ′ = x ′′q);
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SML

(∗ ∗∗∗ Goal "2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimpx ′′q) THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .1 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimpr ′q) THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2" ∗∗∗ ∗)

a(cases tacpclear dominates R exist x ′′qTHEN asm rewrite tac[map def ,∈l def ]

THEN strip tac );

(∗ ∗∗∗ Goal "2 .2 .2 .1" ∗∗∗ ∗)

a(POP ASM T rewrite thm tac THEN

rewrite tac[cleanRow def ,row components,get specpMkRowq]);

a(lemma tacpfilterRow (Snd (cleanColCons clear z ′)) (R data x ′′) ∈ Functionalq);

(∗ ∗∗∗ Goal "2 .2 .2 .1 .1" ∗∗∗ ∗)

a(DROP NTH ASM T 3 (ante tac o ∀ elimpx ′′q));

a(rewrite tac[functional def ] THEN strip tac);

a(strip tac THEN rewrite tac[filterRow def ,cleanColCons def ,⊲ thm,⊳ thm,dom def ]);

a(REPEAT strip tac);

a(DROP NTH ASM T 9 (strip asm tac o list ∀ elim[px ′′′q,pwq,pz ′′q]));

(∗ ∗∗∗ Goal "2 .2 .2 .1 .2" ∗∗∗ ∗)

a(strip asm tac(∀ elimpclearqreplaceData fun thm));

a(strip asm tac(list ∀ elim[pfilterRow (Snd (cleanColCons clear z ′)) (R data x ′′)q,

preplaceData clearq]o
9

fun thm));

SML

(∗ ∗∗∗ Goal "2 .2 .2 .2" ∗∗∗ ∗)

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

(∗ ∗∗∗ Goal "2 .2 .2 .3" ∗∗∗ ∗)

a(DROP NTH ASM T 5 ante tac THEN asm rewrite tac[]);

val hideR lemma = save pop thm"hideR lemma";

4.4 hide Lemma

We now use the results of sections 4.1, 4.2 and 4.3 to prove that hide is a member of SecureHide.

SML

val secureHide lemma = save thm("secureHide lemma",

rewrite rule[secureHideR lemma,hideR lemma]hideR hide lemma);

HOL output

secureHide lemma = ⊢ hide ∈ secureHide
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5 CLOSING DOWN

The following ProofPower instruction restores the previous proof context.

SML

pop pc();

Page 31 of 36



Lemma 1
DRA FRONT END FILTER PROJECT

Proof of Security (IIa)

Ref: DS/FMU/FEF/010
Issue: Revision:2 .5

Date: 5 December 2009

6 THE THEORY fef010

6.1 Parents

fef009

6.2 Children

fef011 fef040

6.3 Constants

secureHideR (Class × (CHAR LIST LIST × Directory) SET

→ (CHAR LIST LIST × Directory) SET ) SET

6.4 Definitions

secureHideR ⊢ ∀ h

• h ∈ secureHideR

⇔ (∀ c1 c2 s1 s2

• h (c1 , s1 ) = h (c1 , s2 ) ∧ c1 dominates c2

⇒ h (c2 , s1 ) = h (c2 , s2 ))

6.5 Theorems

repState consistent
absState consistent

⊢ Consistent

(λ (repState ′, absState ′)
• (∀ a• absState ′ (repState ′ a) = a)

∧ (∀ r

• isState r ⇒ repState ′ (absState ′ r) = r)
∧ (∀ a1 a2

• repState ′ a1 = repState ′ a2 ⇔ a1 = a2 )
∧ (∀ r1 r2

• isState r1 ∧ isState r2

⇒ (absState ′ r1 = absState ′ r2

⇔ r1 = r2 ))
∧ (∀ s• isState (repState ′ s)))

dir components
⊢ ∀ dir1 dir2

• dir1 = dir2

⇔ Dir tables dir1 = Dir tables dir2

∧ Dir exist dir1 = Dir exist dir2

∧ Dir class dir1 = Dir class dir2

tab components
⊢ ∀ t1 t2
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• t1 = t2
⇔ TS class t1 = TS class t2
∧ TS maxRow t1 = TS maxRow t2
∧ TS colspecs t1 = TS colspecs t2
∧ TS cons t1 = TS cons t2
∧ TS rows t1 = TS rows t2

row components
⊢ ∀ r1 r2

• r1 = r2

⇔ R exist r1 = R exist r2

∧ R data r1 = R data r2

data components
⊢ ∀ d1 d2

• d1 = d2

⇔ Dat class d1 = Dat class d2

∧ Dat item d1 = Dat item d2

hideR hide lemma
⊢ hideR ∈ secureHideR

∧ (∀ clear s

• isState s ⇒ isState (hideR (clear , s)))
⇒ hide ∈ secureHide

replaceData lemma
⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ d1 d2

• replaceData c1 d1 = replaceData c1 d2

⇒ replaceData c2 d1 = replaceData c2 d2 )
cleanColCons lemma

⊢ ∀ c1 c2 t1 t2
• c1 dominates c2

∧ cleanColCons c1 t1 = cleanColCons c1 t2
⇒ cleanColCons c2 t1 = cleanColCons c2 t2

⊆ cleanColCons lemma
⊢ ∀ c1 c2 t

• c1 dominates c2

⇒ Fst (cleanColCons c2 t)
⊆ Fst (cleanColCons c1 t)

∧ Snd (cleanColCons c2 t)
⊆ Snd (cleanColCons c1 t)

⊆ cleanColCons lemma1
⊢ ∀ c1 c2 t col

• c1 dominates c2

⇒ col ∈ Snd (cleanColCons c2 t)
⇒ col ∈ Snd (cleanColCons c1 t)

cleanRow lemma
⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ t1 t2 r1 r2
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• cleanColCons c1 t1 = cleanColCons c1 t2
∧ cleanColCons c2 t1

= cleanColCons c2 t2
∧ cleanRow

c1

(Snd (cleanColCons c1 t1 ))
r1

= cleanRow

c1

(Snd (cleanColCons c1 t2 ))
r2

⇒ cleanRow

c2

(Snd (cleanColCons c2 t1 ))
r1

= cleanRow

c2

(Snd (cleanColCons c2 t2 ))
r2 )

cleanTable lemma
⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ t1 t2
• cleanTable c1 t1 = cleanTable c1 t2

⇒ cleanTable c2 t1 = cleanTable c2 t2 )
cleanDirectory lemma

⊢ ∀ c1 c2

• c1 dominates c2

⇒ (∀ d1 d2

• cleanDirectory c1 d1 = cleanDirectory c1 d2

⇒ cleanDirectory c2 d1

= cleanDirectory c2 d2 )
⊆ dir lemma ⊢ ∀ c1 c2 s x y

• c1 dominates c2

⇒ (x , y) ∈ s ⊲ {dir |c2 dominates Dir exist dir}
⇒ (x , y) ∈ s ⊲ {dir |c1 dominates Dir exist dir}

dir class preserved lemma
⊢ ∀ c c1 s s1 x z z 1

• cleanDirectory c1 z = cleanDirectory c1 z 1

∧ (x , z )
∈ s ⊲ {dir |c1 dominates Dir exist dir}

∧ (x , z 1 )
∈ s1 ⊲ {dir |c dominates Dir exist dir}

⇒ (x , z 1 )
∈ s1 ⊲ {dir |c1 dominates Dir exist dir}

secureHideR lemma
⊢ hideR ∈ secureHideR

cleanDir fun thm
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⊢ ∀ clear• Graph (cleanDirectory clear) ∈ Functional

replaceData fun thm
⊢ ∀ clear• Graph (replaceData clear) ∈ Functional

cleanColCons fun thm
⊢ ∀ clear tab

• TS cons tab ∈ Functional

⇒ Fst (cleanColCons clear tab) ∈ Functional

tables fun thm
⊢ ∀ clear dir

• Dir tables dir ∈ Functional

⇒ Dir tables (cleanDirectory clear dir)
∈ Functional

hideR lemma ⊢ ∀ clear s• isState s ⇒ isState (hideR (clear , s))
secureHide lemma

⊢ hide ∈ secureHide
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